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FRTR: A ScalableMechanismto RestoreRouting
TableConsistency
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Abstract

This paperpresentsa scalablemechanism,Fast Routing Table Recovery (FRTR), for detectingand

correctingroute inconsistenciesbetweenneighboringBGP routers.A periodicupdateapproach,usedby

most routing protocols,is consideredinfeasibledue to the large size of today's global routing table. In

FRTR neighboringroutersperiodically exchangeBloom �lter digestsof the routing stateto detectany

potentialrouting inconsistency. Thedigestscanalsofacilitateef�cient recovery aftera BGPsessionreset.

FRTR achieves a low bandwidthoverheadby using small digests,and achieves strong consistency by

“salting” the digestswith randomseedsto overcomeBloom �lter' s false-positive drawback.Our analysis

andsimulationresultsshow that,with oneroundof messageexchange,FRTR candetectandrecover over

91% of randomerrorsthat the currentBGP would have missedandthe overheadcanbe as low as1.3%

of a full routing table exchange.With salteddigestsFRTR can detectall the errorswith a probability

closeto 100%after a few roundsof exchanges.
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I . INTRODUCTION

Dependableandef�cient neighborto neighborcommunicationis anessentialpartof distributedroutingprotocols.

To achieve this, intra-domainrouting protocolssuchas RIP [?] and OSPF[?] usea “soft-state” approachwhere

routersperiodicallyexchangetheir latestroutesor connectivity information.Informationthat is not refreshedtimes

out and this providesprotectionagainsta variety of expectedandunexpectedfailures.Unfortunatelythis periodic

updateapproachis infeasiblefor Internetinter-domainrouting dueto the large sizeof today's global routing table.

BGP[?], thede-factointer-domainroutingprotocol,insteadusesaneventdrivenupdateapproachanda BGProute

neverexpiresunlessexplicitly removed(i.e. “hard-state”).OncerouterA hassentits initial routingtableto neighbor

B , no further routeupdatesaresentunlessa routechangeoccursor the peeringsessionbreaks.BGP expectsthat

routingupdatescouldbe lost, re-ordered,or corruptedduring transmission.To countertheseproblems,neighboring

BGP routersestablisha TCP connectionand thenexchangerouting updatesover this reliableconnection.

Operationalexperience([?] and [?]) has shown that reliable updatedelivery via TCP alone is inadequateto

ensurerouting consistency betweenneighbors.For example,on Oct. 25, 1998, an ISP accidentallyoriginateda

largenumberof invalid routes,creatinganoutageover large regionsof the Internet[?]. The faulty AS immediately

withdrew the routes.However, someof the withdrawn routeswerestill presentin someareasof the Interneton the

following day. Even if we take into accountthe processingandpropagationdelayof the messagesat every router

aswell as the slow convergenceof BGP [?], it shouldnot have taken sucha long time to purge the invalid route.

The exact causeof this event is unknown, but the resultsare not surprisingly. Earlier BGP implementationsby a

few vendorsforwardedwithdrawal messagesto some,but not all the peersin a peergroup,causingstaleroutesto

remainin routersthat did not receive the withdrawal messages[?]. In the BGP “hard-state”approach,thesestale

routespersistuntil someexternalevent (suchasa peeringsessionreset)�ushes the entirerouting table.

Routingstatecanalsobe alteredby attacks[?] or corruptedby hardwarefailuresor softwarebugs.If a peering

sessionis on a sharedmediumandis not protectedby MD5 checksum,anothernodeon the wire caninject a false

update.There are also numerousexamplesof routing bugs and as far back as during the ARPANET operation

in 1970's, a memoryfault causedan eastcoastrouter to falsely announcea zero cost route to UCLA [?]. In the

context of BGP neighborcommunication,corruptionof the IncomingRouting InformationBase(RibIn) whereall

the routesreceived from a neighboris kept can causea router to have an incorrectview of its neighbor's routes.

As a result,whenthe routerrecomputesits route to a destination,it may choosea corruptedroute from the RibIn

(e.g. the route may appearto have the shortestpath amongall the candidateroutes).Overall, the useof reliable
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communicationdoesnot protectagainstunexpectedfaults.

In addition,transientsessionfailuresalsooccurandBGPlacksanef�cient mechanismto synchronizeneighboring

routers'routing tablesaftera transientsessionfailure.[?] observedthat, in theSprintnetwork, links go down every

30 minuteson averageand in 80% of the caseslinks come back up in less than 10 minutes.Examinationof

BGP updatelogs during the Nimda worm attackin September2001 showed that someBGP monitoring sessions

were frequentlyreset, possiblydueto the congestioncausedby the worm [?]. [?] observed that BGP's keepalive

messagesmay be droppedunderheavy congestionand this causesa sessionto abort temporarily. In all of these

cases,neighboringBGP routersmust exchangetheir entire routing tablesafter eachsessionreset.A default-free

BGP table typically consistsof over 100,000routes,thereforea table exchangeincurs high CPU and bandwidth

overhead.This high overheadis particularlyunwarrantedin the caseof a transientfailure sincemostroutesin the

tablearestill valid when the sessionis re-establishedand thereforedo not needto be retransmitted.

The goal of our effort is to designa fast and bandwidthef�cient mechanismthat candetectany inconsistencies

betweenneighboringroutersand resynchronizetheir routing tableswhenever inconsistenciesare detected.Our

approach,Fast Routing Table Recovery (FRTR), usesBloom �lters [?] to ef�ciently encoderouting table data

and periodically exchangesthe Bloom �lter digestsbetweenBGP peeringroutersto detectany potential routing

inconsistency. After a sessionreset,FRTR usesdigeststo identify which routeshave changedandsendsonly those

routes,enablingBGP routing to converge much faster.

The use of small digestsallows FRTR to maintain low bandwidthoverhead,however small digestscan also

increasethe false-positive rate in the Bloom �lter digests.To overcomethis limitation, we “salt” the digestswith

randomseedsto achieve strongconsistency.

Our resultsshow that, in just oneroundof digestexchange,FRTR candetectmore than91% of randomerrors

and the overheadcan be as low as 1.3% of a full routing table exchange;a slight increasein the digestsize can

achieve a recovery ratehigher than97%.Furthermore,the useof salteddigestsallows FRTR to achieve error-free

routing tableswith a probability closeto 100% after only a few roundsof digestexchanges.By comparison,the

currentBGP would not detectany of theseerrorsand even if the errorscould be detected,BGP would requirea

full tableexchangeto recover.

Theremainderof thepaperis organizedasfollows.Section?? describesour FastRoutingTableRecovery(FRTR)

design.Section?? givesmoredetailsaboutthe protocolandimplementation.Section?? shows an exampleof how

FRTR works. To evaluateour design,we userouting tablescollectedfrom the Internetandsimulatethe impactof
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Fig. 1. An Exampleof RoutingFaults

FRTR, asdescribedin Section??. Section?? and?? presentthe results.Section?? describesthe relatedwork and

Section?? concludesthe paper.

I I . FRTR DESIGN

A. Backgroundand De�nitions

A BGP route r consistsof a network addresspre�x (Pr ef ix (r )) and a set of path attributes(Attr (r )). BGP

path attributesinclude the AS path usedto reachthe pre�x, the next-hop router, and a variety of other attributes

de�ned aspart of the BGP speci�cation.

NeighboringBGP routersexchangerouting informationand storethe information in routing informationbases

(RIBs). If RA andRB aretwo neighboringrouters,thesetof routesthatRA advertisedto RB is denotedRibOutA;B .

The setof routesthat RB learnedfrom RA is denotedRibI nB ;A .

Ideally, RibOutA;B = RibI nB ;A . However, faultsor attacksmayleadto inconsistenciesbetweenthem.Examples

of suchfaultsandattacksincludeaccidentalremoval of routesby the administrator, memorycorruption,failure to

remove a staleroute and insertionof an invalid route by an attacker. Figure ?? illustrateshow RB 's RibI n can

becomeinconsistentwith routerRA 's RibOut .

Let S denotea setof n routesf r 1; r2; :::; r n g. We de�ne the following typesof changesto S that canbe caused

faultsor attacks.

� Insertionof r n+1 into S: S0 = S
S

f rn+1 g;

� Modi�cation of r i in S: S0 = S � f r i g
S

f r 0
i g, wherer 0

i = (Pr ef ix (r i ); a0) anda0 6= Attr (r i );

� Removal of r i from S: S0 = S � f r i g.

Sincewe focuson thecommunicationbetweentwo routers,we useRibOut A andRibI nB in placeof RibOutA;B

andRibI nB ;A respectively.
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B. DesignOverview

Therearetwo existing approachesto achieving routing tableconsistency, eachwith its own drawbacks.The �rst

approachis to let neighborsperiodically sendtheir routesto eachother. When the routing table size is big (as

in the caseof BGP), this brute-forceapproachhasa high cost. The secondapproachis for a router to compute

a checksumfor every received route and store both the checksumand the route in its RibIn. The router will

periodically recomputethe checksumof the route and whenever the checksumchanges,it requeststhe neighbor

to re-advertise the route. This approachcan only detectrouting statecorruptedby internal errors and offers no

protectionif a route is removed/insertedalongwith its checksumor if an obsoleteroute fails to be removed.

In FRTR, we proposea digestmechanismthat uni�es the two approachesandat the sametime addressestheir

limitations. A digest is a compressedform of a routeset.Becauseeachroute is only mappedto a few bits in the

digest,letting neighboringroutersexchangethe digestinsteadof the raw routescansigni�cantly reduceboth delay

andbandwidthoverhead.FRTR takesa soft-stateapproachandsendsroutingdigestsperiodicallyto protectagainst

unexpectedinsertion,removal, or corruptionof the routing state.

In the following sections,we �rst describehow the digestmechanismworks in oneroundof messageexchange.

We then show how periodic digestmessageswith changing“salt” valuesensurecontinuedconsistency between

neighboringrouters.Finally, we show how routerscan ef�ciently synchronizetheir routing tablesafter a session

reset.

C. FRTRDigestExchange Steps

Step1: Computingthe SenderDigestdA

The sender, RA , computesa digest dA over RibOutA and sendsthe digest to neighborRB . The digest is a

Bloom �lter obtainedby applyingmultiple hashfunctionsto eachelementin a set [?].
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Supposewe usean l-bit digest (d) and k hashfunctions (h1; h2; :::; hk ) to encodea set of n routes(S). Let

d(i ) denotethe i ' th bit in d. The digest is initially set to all zero.For eachroute r 2 S, we �rst computethe k

hashvaluesh1(r ); h2(r ); :::; hk (r ) and then set the correspondingbits in the digestto be 1, i.e. d(h i (r )) = 1 for

1 � i � k. For example,if we use3 hashfunctionsandthe hashvaluesof a routeare65, 39 and125, thenwe set

the 65'th, 39'th and125'th bits of the digestto be 1. Note that the hashvaluesmay mapto bits that have already

beenset to 1 and thosebits will remainto be 1. Figure?? illustrateshow the digestis computed.

Step2: Identifying Invalid Routes

Theneighboringrouter, RB , receivesdA andusesit to determineif its RibI nB containsany routesnot currently

usedby RA , i.e. the setdifference(RibI nB � RibOutA ).

To identify whethera given route r in RibI nB belongsto RibOutA , RB �rst computesthe k hashvaluesof

r and then checkswhetherthe correspondingbits in the digestdA are set to 1. If any of the bits is 0, RB can

concludethat r =2 RibOutA . Otherwise,thereis a high probability (but not certainty)that r belongsto RibOut A .

In otherwords,this testdoesnot producefalsenegatives,but it canproducefalsepositives.

Using this approach,RB checksevery router in RibI nB againstdA andplacesr into oneof the following two

groups:

1) Invalid Routes: 9i; 1 � i � k, s.t. dA (hi (r )) = 0. SinceBloom �lter doesnot produceany falsenegatives,

RB canbe certainthat r =2 RibOut A (i.e. r 2 (RibI nB � RibOutA )). Theseroutesmay have beeninserted

or modi�ed.

2) Probable Valid Routes: 8i; 1 � i � k, dA (hi (r )) = 1. It is probablethat r 2 RibOut A , but r could alsobe

a falsepositive. In otherwords, it is still possiblethat r =2 RibOut A .

In the above process,RB also computesits own digest dB over the group of probablevalid routes.More

speci�cally, whenever it identi�es a probablevalid route, it setsthe correspondingbits in the digest.

The falsepositive rateof a Bloom �lter is determinedby the ratio betweenthe �lter size l andthe setsizen as

well asby the numberof hashfunctionsk. It canbe computedas follows:

Let p denotethe probability that d(i ) = 0 after the digestis computed.

p = (1 �
1
l
)k� n � e� k� n

l (1)

The falsepositive rate f is the probability P(8i , 1 � i � k, d(h i (r )) = 1) wherer is not a memberof the set in
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question,i.e.,

f = (1 � p)k � (1 � e� k� n
l )k (2)

l=n is the encodingratio and is denoted� . It canbe proven that f is minimal whenk = ln2 � l
n = ln2 � � . In

other words, for a given encodingratio, thereexists an optimal numberof hashfunctions to minimize the false

positive rate.For example,when the encodingratio is 5, the optimal k is 3.47 (in practiceeither3 or 4 is used).

Alternatively, onecan�x the numberof hashfunctionsandadjustthe encodingratio to keepthe falsepositive rate

below a target value.For example,if the numberof hashfunction is 3, onecanusean encodingratio of 8 to keep

a falsepositive ratebelow 3%.

When RA 's Bloom �lter has a low false positive rate, RB can have a high probability of identifying all the

invalid routesin RibI nB .

Step3: DetectingMissingRoutes

After removing the invalid routesin Step2 , RB now needsto determinewhetherany routesare missing,i.e.

whetherRibOutA � RibI nB 6= ; . Oneway to test the above hypothesisis to seewhetherRibOut A andRibI nB

have the samedigest.Note that RB hasalreadycomputedits own digestdB over all the probablevalid routesin

Step2.

If dA 6= dB , we can be certainthat RibOut A � RibI nB 6= ; . However, if dA = dB , we cannotconcludethat

all routesfrom RibOutA are presentin RibI nB since it is possiblethat 9r , r 2 RibOut A and r =2 RibI nB ,

s.t. dB (hi (r )) = 1 for 1 � i � k. The accuracy of this test dependson the false positive rate and the size of

RibOutA � RibI nB ; a lower falsepositive rateanda biggerdifferencebetweenRibOut A andRibI nB both result

in higher testingaccuracy.

Step4: Recovering MissingRoutes

In this step,we recover the missingroutes.Let PA denotethe list of pre�xes in RibOut A and PB denotethe

list of pre�xes in RibI nB . If dB 6= dA , RB sendsPB to RA . RA then checksevery pre�x p 2 PA andclassi�es

p as follows:

1) Missing Pre�x : If p =2 PB , RB hasno route to this pre�x (or had an incorrectroute that was removed in

Step2). RA needsto re-advertisethe route to pre�x p.
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2) Probable Received Pre�x : If p 2 PB , RB hasa route to this pre�x and the correspondingpath attributes

arelikely to be correct(sinceotherwisethe routewould have likely failed step2). Nothing needsto be done

in this case.

In addition, if p 2 PB and p is not a pre�x in PA , then RB believes it has learneda route to pre�x p even

thoughRA is not advertisingthis route.This canoccur if the inconsistency wasnot detectedin Step2 (i.e. it is a

falsepositive). To remove this invalid route,RA simply sendsa BGP withdrawal messageto RB .

D. Periodic Updates

Sinceone cannotpredict how or when a route may be corrupted,error detectionand recovery must be done

periodically. However, simply resendingtheentireBGProutingtableis infeasibledueto its largesize.Our approach

sendsperiodicupdatesthatconsistof only dA , thedigestof RibI nA andthuskeepstheoverheadlow. Uponreceiving

a digestdA , routerRB begins with Step2 andrechecksRibOut B .

As with many periodicsoft-staterefreshschemes,theinterval betweenperiodicupdatesrepresentsanengineering

tradeoff. Frequentupdatesallow routersto quickly catchtransientfaults,but incur higherbandwidthandprocessing

overhead.On the other hand,infrequentperiodic messagesrequire lessoverhead,but the maximumtime before

a transienterror is detectedis increased.Nevertheless,FRTR with a long refresh period is still a qualitative

improvementover the current BGP in which unexpectederrors stay as permanenterrors until the next session

reset.Note the trade-off is not necessarilya one-time�x ed decision.For example,given a bandwidthbudget,[?]

discusseshow to adjustthe soft-stateratebasedon the numberof messagesto send.

As we mentionedearlier, Bloom �lter baseddigestscanleadto falsepositives,especiallywhenwe usesmallsize

digestto keepthe overheadlow. FRTR takesadvantageof periodicdigestexchangesto overcomethis dilemma.In

order to catchthosefalsepositives,FRTR designuses“salted” MD5 hashfunctions.MD5 [?] was chosensince

it wasdesignedto be fastand thereareseveral widely availablehardwareandsoftware implementations.The salt

is a randomlygenerated32-bit valuethat is prependedto every routeso that the MD5 computationwill producea

differentsignaturefor the sameroutein differentrounds.The salt caneitherbe negotiatedby the two neighboring

routersbeforeeachround or be carriedin every digest.By addingthis salt, we usenew digestsin eachperiodic

exchangewhich signi�cantly increasesthe chancethat a falsepositive from one round will not continueto be a

falsepositive in the next round.
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E. RoutingTable Recovery after SessionReset

Supposethe peeringsessionbetweenRA andRB is reset.Let's seehow RB cansynchronizewith RA .

First, after the peeringsessiongoesdown, RB marksthe routesin its RibI n as obsolete.It also startsa timer

for the removal of theseroutesin casethe peeringsessionwill be down for an extendedperiodof time. Note that

the settingof this timer shouldbe negotiatedbetweenthe two routersso that RB doesn't prematurelytimeout the

routes.

Whenthe sessioncomesup, RA sendsRB its digestandRB checksif any routesarestill valid. If a routecan

be matchedto the digest,its statuswill be changedfrom obsoleteto valid. At the endof this process,RB removes

any routesstill marked asobsolete.Now RB checksif its digestmatchesRA 's. If not, RB sendsa requestto RA

for missingroutes.

This recovery processis very ef�cient after a transientsessionfailure when only part of the routing table has

changed.Insteadof blindly sendingthe entire routing table, RA sendsonly the digest and the routesthat have

indeedchanged,reducingboth the bandwidthoverheadand the CPU processingtime. Most importantly, BGP

routing convergencewill be much faster. The trade-off is that thereis a small probability of retainingstaleroutes

due to falsepositives,but theserouteswill be removed in the following roundsof checking.

I I I . PROTOCOL AND IMPLEMENTATION SPECIFICS

In the previous section,we presentedan algorithmthat ensuresconsistency betweenRibOut A;B andRibI nB ;A .

In this section,we considerthe protocol and implementationissuesneededto implementour approachin BGP

routers.

A. RouteGroups

If we computea digestoveranentireRibOut which hasover120K routes,thedigestwould exceedthemaximum

BGP messagesizeandmustbe sentin a seriesof fragmentswhich is generallyconsideredundesirable.The digest

would be meaninglessif any fragment is missing.Moreover, even if the sendercould deliver the entire digest

reliably, the receiver hasto wait till all the individual pieceshave arrived beforeit canstartprocessingthe digest.

A betterapproachis to divide the RibOut into multiple groupsby the pre�x rangesandthenprocessthe routes

sequentiallyin eachgroup, so that the digest for eachgroup of routescan �t into one BGP message.When the

sendertransmitsa digest to the receiver, it also includesin the messagethe startingand endingpre�xes of the
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correspondingroutegroup.The receiver sortsits routesin the sameorder. When it receivesthe digestmessage,it

usesthe startingandendingpre�x to identify which routesin its RibI n shouldbe matchedto the digest.Note that

the senderand receiver do not have to agreeon how many routeseachgroup has;the decisionis entirely left to

the sender. The groupsdo not even have to be the samein sizeas long as the ir digestscan �t into a message.

Theaboveoptimizationcansigni�cantly reducethebandwidthoverheadneededfor errorrecovery. In thestraight-

forward implementation,in orderto identify a singlemissingroute,the receiver needsto sendthe pre�x list of all

the probablevalid rou tes in its RibI n to the sender. Now that eachdigestonly coversa small setof routes,error

recovery canbe localizedto a speci�c routegroupand thereforemuch lessinformationneedsto be exchanged.

This optimizationrequiresthat the senderandreceiver be ableto sort their RibOut andRibI n. However if the

RibI n=RibOut is organizedusinga Patricia trie structure[?], asin the routing softwareGateD,MRTd andZebra,

thereis no needto sort; it is alreadya binary searchtree (the pre�xes are usedas keys), so an in-order walk of

the treewill producea list of routessortedby the pre�xes.For a RibI n=RibOut containingN routes,the digest

can be computedin ti me O(N) as the treewalk visits every route only once.If the BGP implementationcannot

sort the routeseasily, it canstill useFRTR without the optimization.

B. RoutingPolicies and Path Attributes

In practice,a BGP routermay apply its export policy to outgoingroutesbeforeadvertisingthemto a peer. The

policy may �lter out someroutes.Therefore,digestcomputationshouldbe appliedto only thoseroutesthat match

the export policy.

In addition,thepeerroutermaydiscardsomeincomingroutesaccordingto its import policy. If thesenderdigest

covers all routessent and the receiver digest includesonly routesthat matchedthe import policy, the resulting

digestswill not match.One possiblesolution is to use Cooperative RouteFiltering [?] so that the senderonly

sendsthoseroutesthat matchthe receiver's import policy.

Oncethe senderandreceiver agreeon which routeswill be coveredby the digest,an additionalproblemoccurs

if the receiver modi�es any of the path attributes.For example,the receiver's AS numbermay be addedto the

AS path.Otherattributesmay be modi�ed accordingto the receiver's import policy, e.g. the receiver may attacha

communityattribute to a route.If suf�cient memoryis available,oneoption is to let the routersave a copy of all

the pre-policy routesusing the “Soft Recon�gurationInbound” option provided in mostBGP implementations.

We proposeanapproachthatusesa new BGPpathattributeandeliminatestheneedto save thepre-policy routes.
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In this approach,thesender�rst usesa hashfunction to computea pathattributeshashthatcoversonly thepathat-

tributesassociatedwith theroute.Thishashis thenstoredin anew pathattributecalledAT TR H ASH andtransmit-

tedalongwith therouteannouncement.TheFRTR digestis thencomputedusing< salt; pref ix; AT TR H ASH > .

The receiver muststorea copy of AT TR H ASH andmustnot modify it. However, any otherpathattributescan

be modi�ed or discardedby the receiver. Whencheckingthe digest,the receiver computesits digestusingits copy

of the < salt; pref ix; AT TR H ASH > .

Notethatto ensurefull protectionagainstall typesof corruptions,thereceiverneedsto verify theAT TR H ASH

valuewhentherouteis �rst received.Beforemodifyingor discardingany pathattributes,thereceivershouldcompute

its own hashover the unalteredpathattributesandverify that this hashmatchesthe valuein AT TR H ASH . The

pathattributescanthenbemodi�ed or discarded.Subsequentdigestchecksonly requiretheAT TR H ASH value.

C. IncrementalDigestComputation

In the basicdesign,we recomputeall the digestsbeforethey aresent.This is necessarybecausethe salt valueis

changedin every roundof checking.To reducethe computationoverhead,onemay chooseto changethe salt value

lessfrequently, sayevery N rounds,andcomputethe digestsincrementallybeforethe salt changes.The tradeoff is

that it may take longer time to detecta falsepositive.

To allow incrementaldigestcomputation,onecanusea counterfor eachbit in a digest(see[?]). This counter

recordshow many timesthecorrespondingbit hasbeensetto 1. Whena new routeis added,thebits corresponding

to its hashvalueswill besetto 1 andtheircountersincreasedby 1. Whenaroutechanges,thecounterscorresponding

to the old/new hashvalueswill be decreased/increasedby 1. If a counteris 0, the correspondingbit will be set to

0.

The digestdoesnot needto be updatedrepeatedlyif a route is changedmultiple times.Onecanrecordthe old

hashvaluesandusea �ag to indicatethat theroutehaschanged.Thenthedigestcanbeupdatedfor all thechanged

routesjust beforeit is s ent.

D. BGP Messagesand Message Order

FRTR de�nes two new BGPmessagetypes:DigestandPre�x. They bothhave a commonBGPheader. A Digest

messagecontainsa digest, the hashfunction and salt value usedin the digest computationif they are not pre-

negotiated,andthe two pre�xesto specifythe groupof routescoveredby the digest.A Pre�x messagecontainsa
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list of pre�xes whoseroutesmatchthe peer's digestand the two pre�xes to specify the group of routescovered

by the digest.

If a sendersendsa Digest messagebefore previous route changeshave been propagated,the receiver will

unnecessarilyinvoke the recovery processto synchronizeits routes.This may happendue to the minimum delay

imposedon routechanges.BGPupdateswill besentonly whentheMRAI (Minimum RouteAdvertisementInterval)

Timer expires, but the routing table may alreadyre�ect all the changes.Therefore,if the digestcomputationis

doneon the new routesandthe Digestmessageis sentbeforethe MRAI timer expires,thenthe receiver will have

a mismatchingdigest.Similarly, a problemwill occur if a routechangesafter its hasheshave beencomputedand

the route changeis sent before the Digest messageis sent.BGP implementationsshouldavoid theseproblems.

More speci�cally, the Digestmessageshouldbe sentonly after all the existing changesto the correspondingroute

grouphave beenpropagatedto the peer(s).Moreover, new changesto the routegroupshouldnot be allowed while

the digestis beingcomputedandthoseroutechangesshouldbe sentonly after the Digestmessageis sent.

IV. AN EXAMPLE

From the RIPE RCC00monitoring point [?], we obtainedthe routing table of a router RA locatedin AS2914

datedJan.20, 2003,which contains101,404routes.We now useit to illustrate how FRTR works assumingthat

the optimizationdescribedin Section?? is implemented.

Supposewe use a digest size of 1024 bytesand an encodingratio of 5. Theseparametersallow eachdigest

to encode1024� 8=5 = 1638 routesand the router RA can encodeits entire table in 62 digests.In eachround

of consistency checking,RA sends62 Digest messagesto its peer(s).The generationand transmissionof these

messagesmay be pacedto avoid congestion.

The �rst Digest messagefrom RA covers the routes from 4.0.0.0/8to 24.240.125.0/24.When RA 's peer at

AS7018(RB ) receivesthis message,it �rst locatesthe startingpre�x 4.0.0.0/8in the correspondingRibI n. Then

it computesthe hashvaluesof every route between4.0.0.0/8and 24.240.125.0/24.If any of the routesdoesnot

match the digest, that route will be removed. For example, if an attacker injected a forged route for the pre�x

4.0.0.0/8,this routemost likely will not matchthe digestand thereforewill be removed.

To detectmissingroutes,the peerRB computesits own digestin the above process.If the resultdoesnot match

RA 's, RB will senda Pre�x messageto requestfor missingroutes.ThePre�x messagewill containall thepre�xes

whoseroutesmatch RA 's digest.For example, if the route to pre�x 6.1.0.0/16was mistakenly removed by an
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administrator, the Pre�x messagewill not contain6.1.0.0/16.RA will notice this pre�x is missingby comparing

the received Pre�x messagewith the list of pre�xes in its RibOut .

The last Digest messagefrom RA will carry a �ag that indicatesthe end of all the Digest messages.After

processingthis message,RB will remove any routesthat have not beenmatchedto any of the received digests.

The operationsafter a sessionresetaresimilar to the above.

V. EVALUATION DATA AND METHODOLOGY

A. Data Source

We obtainedBGProutingdatafrom theRRC00monitoringpoint maintainedby RIPENCC [?]. This monitoring

point receivesBGProutingupdatesfrom elevenroutersin both largeglobal ISPsandregional ISPs(Table?? shows

their AS numbersandlocations),and it periodicallyarchives its routing table.

Location ASesthat RRC00's peersbelongto
US AS7018(AT&T), AS2914(Verio), AS3549(Glocal Crossing)

Netherlands AS3333(RIPE NCC), AS1103(SURFnet)
Switzerland AS513(CERN), AS9177(Nextra)

Britain AS3549(Global Crossing)
Germany AS13129(Global Access)

Japan AS4777(NSPIXP2)
Australia AS4608(APNIC)

TABLE I

RRC00' S PEERING ASES

To obtaintheroutingtableof a monitoredrouter, we simply grouptheroutesin RRC00's routing tableaccording

to from which router they were received (i.e. the advertiser's IP address).Our study usesRRC00's routing table

archived at 16:00 GMT on Jan.20, 2003.The numberof routesin the eleven derived routing tablesrangesfrom

101,404to 119,750.

B. Methodology

We simulatetwo peeringroutersRA andRB . RA emulatesoneof the monitoredroutersof RRC00by adopting

that router's routing tableandadvertisesall the routesto RB .

In the �rst part of our evaluation(Section??), we assumethe BGP sessionbetweenRA and RB fails with a

given rate,andcomparethe bandwidthoverheadof FRTR with that of the currentBGP. To estimatethe latter, we

needto estimatethe sizeof a full BGP tableexchange.We usea script that scansthe BGP table,assemblesBGP

updatesaccordingto the BGP speci�cationandcalculatesthe total sizeof the updates.The script emulatesa BGP
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l � m h k
213 bits 5, 8 1638,1024 MD5 3

TABLE II

PARAMETER SETTING

implementationthat puts consecutive BGP routesinto the sameupdateif they sharethe samepathattributes(i.e.

only onesetof pathattributesis sent).

In the secondpart of our evaluation(Section??), we introducerandomerrorsinto RB 's RibI n andmeasurethe

error recovery power andbandwidthoverheadof FRTR. We assigna probability of error Pe andan error type to

the routing table, i.e. there is a probability of Pe for generatingan error of the given type for eachroute in the

routing table.

Four typesof errorsare usedin our experiments:removal, insertion, modi�cation and mixederrors. An error

generatedfor a route r hasthe following effectson r dependingon the error type:

� Removal: remove r from the routing table;

� Insertion: inserta morespeci�c routeof r into the routing table.For example,if r 's pre�x is 129.250.0.0/16,

a route to the pre�x 129.250.0.0/17will be inserted;

� Modi�cation : modify r 's pathattributes;

� Mixed Err ors: �rst randomly chooseone of the above three types of errors with equal probability, then

introducethe chosenerror to the routing table.

For simplicity, the pathattributesof the insertedor modi�ed routehave the samelengthas thoseof r and their

valuesare set to 0. Whetherthe path attributes contain somemeaningfulvaluesor 0 shouldnot affect FRTR's

ability to detectthe errorsbecausethe hashfunctionswe usehave very gooddispersionpropertiesandhashingis

performedon the entire routewhich containsnon-zerobits.

C. ParameterSetting

Table ?? summarizesthe parametersusedin our experiments.We choosethe digestsize (l) to be 1,024bytes

or 213 bits so that eachDigest messageis well within the size limit of BGP messages– 4096bytes.We usetwo

encodingratios (� ): 5 and8. Therefore, a digestcanencode1638 routes(� = 5) or 1024routes(� = 8). These

encodingratiosarenot meantto be the optimal values,but areusedto illustrate the trade-off betweenthe various

performancemetrics.

To producea digestfor a groupof routes,we �rst calculatethe MD5 signatureof eachrouteandthentake three

13-bit values(i.e. k = 3) from the 128-bit MD5 signatureas the hashvalues.
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D. PerformanceMetrics

We usetwo performancemetrics:

1) error recovery ratio: the percentageof errorscorrectedusingFRTR;

2) bandwidthoverhead: any bandwidthnot directly usedto correctan error.

In a full BGP table exchange,any BGP routing updatethat doesnot correctan error is consideredbandwidth

overheadand thereis no other sourceof overhead.FRTR usesthreetypesof messages:Digest, Pre�x and BGP

Updates. The DigestmessagesandPre�x messagesareoverheadas they do not directly correcterrors.

VI. BGP SESSION WITH TRANSIENT FAILURES

In this section,we estimatethe long-termbandwidthoverheadof FRTR given a sessionfailure rate of � and

compareit with thatof the currentBGP. Note that routing tableinconsistenciescausedby othertypesof faultswill

not be consideredin this section(seethe next sectionfor thoseresults).

In FRTR, the bandwidthoverheadis the total sizeof the DigestandPre�x messages.Let's denotethemB d and

Bp. We ignoreBp in the following analysissinceit is usuallymuchsmallerthanB d in thecaseof transientsession

failures.If the Digestmessagesareperiodicallysentat a rate � , thenthe bandwidthoverheadof runningFRTR is

Bd � (� + � ).

In the currentBGP, RA needsto sendits routing table to RB after their sessionfails. Let's denotethe size of

this tableexchangeB t . Supposethe fraction of routesthat actually needto be updatedis q, then the overheadis

B t � (1 � q) � � .

We are now interestedin the ratio B d �(� + � )
B t �(1� q)�� . Using the method describedin Section ??, we estimatethat

advertisingAS2914's entireBGP tablewould consume4; 980; 127 bytesof bandwidth.The total sizeof its Digest

messagesis 65; 151 byteswhenthe encodingratio is 5. Therefore,B d=Bt = 0:013 for AS2914.q is usuallyclose

to 0 during a transientfailure, so the ratio becomes0:013� (1 + � =� ).

We canmake two observationsfrom the above result:

1) When� is 0, FRTR consumesonly 1.3%of thebandwidthoverheadof thecurrentBGPin AS2914's case.In

otherwords,FRTR cuts down the overheadof routing tablesynchronizationafter sessionresetsby a factor

of 77.

2) In thelong-term,theoverheadof FRTR dependson boththesessionfailurerateandthefrequency of periodic

Digestmessages.Supposethe sessionfails oncea day, FRTR canachieve a lower overheadif the digestsare

sentonceevery 19 minutesor lessfrequently. Note thata sessionfailure rateof oncea day is not uncommon.
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Somelinks in operationalnetworks have a failure rate much higher than that (see[?]). Moreover, regular

maintenanceandpolicy changescanalso lead to sessionresets.

VII . BGP TABLE CORRUPTION

In this section,we show the performanceof FRTR in recovering corruptedrouting tableswhen a variety of

errorsare introducedwith a wide rangeof error probabilities.The performanceresultsfor one round of recovery

arepresentedin Section?? and??, andthe resultsfor multiple roundsarepresentedin Section??.

Since we obtainedsimilar resultsfor all the eleven routing tables,we presentonly the results for AS2914's

routing tableherefor brevity.

A. Error Recovery Ratio

In Figures??–??, we show the percentageof errors correctedusing FRTR. The X-axis is the probability of

error (Pe) in log scale.We have chosen9 different Pe's in the rangeof [0.0001,0.9]. For eachPe, we perform

30 simulation runs, eachwith a different randomseed,to obtain the 95% con�dence interval of the meanerror

recovery ratio. The two curvesin each�gure correspondto the error recovery ratio for the encodingratio of 5 and

8, respectively.

Thesefour �gures show that, regardlessof the error type and the error probability, the higher encodingratio

resultsin a muchhighererror recovery ratio. Onemay alsonotice that the recovery ratios for removal errorsand

mixed errorsarehigher thanthoseof the other two typesof errors.We explain the �gures in moredetail below.

1) Removal Errors: Figure ?? shows that the recovery ratio for removal errors increasesfrom around92.4%

(� = 5) and 96.9% (� = 8) when Pe is 0.0001to 100% when Pe is 0.003,and staysat 100% for higher error

probabilities.This is because,with only removal errors,all theerrorsaredetectedthroughthe“missingroutestest”,

i.e. Step3 of the digestmechanism(seeSection??). As Pe increases,moreroutesareremoved from RB 's routing

table.This larger differenceleadsto a higheraccuracy in the test.

2) InsertionErrors: Theinsertionerrorsshow very differentcharacteristics:theerrorrecovery ratio staysaround

91% (� = 5) and97% (� = 8) regardlessof the error probability (seeFigure ??). This is becausewe evaluatea

differentstepof the digestmechanismhere.In this experiment,thereareno missingroutesso the “missing routes

test” is irrelevant. Instead,the insertedroutesare detectedby checkingtheir hashvaluesagainstthe digest from

RA (i.e. Step2 of the digestmechanism).The lower the falsepositive ratewith regard to RA 's digest,the higher

the percentageof insertedroutesdetectedusingthis type of checking.

We cancomputethe falsepositive rateusingEquation??. When � is 5, f = (1 � e� k� n
l )k = (1 � e� k=� )k =

(1 � e� 3=5)3 = 0:0918. The error recovery ratio shouldbe equalto 1 � f � 91%. When � is 8, the falsepositive
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Fig. 3. Recovery Ratio for Removal Errors
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Fig. 4. Recovery Ratio for InsertionErrors
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Fig. 5. Recovery Ratiofor Modi�cation Errors
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Fig. 6. Recovery Ratio for Mixed Errors

rate f is 0.03 and the error recovery ratio shouldbe roughly 97%. Both numbersmatchour experimentalresults.

Furthermore,sincethe falsepositive rate dependsnot on the error probability, but on the parametersusedin the

digestcomputation(i.e. � andk), the error recovery ratio doesnot changewith the error probability.

3) Modi�cation Errors: Similar to thosecurves in Figure ??, the two curves in Figure ?? have an increaseat

the beginning, and similar to thosecurves in Figure ??, they stay arounda particularvalue afterwards(91% for

� = 5 and97% for � = 8). This is becauseboth Step2 and3 aretestedin this experimentandthe error recovery

ratio is affectedby the failure rateof both steps.

Theinitial increasein thetwo curvesis dueto thedecreasingfailurerateof Step3 asPe increases(seeSection??).

WhenPe is higherthan0.003,the failure rateof Step3 becomesnegligible andthe failure rateof Step2 becomes

the major factor in determiningthe error recovery ratio. As we have shown in Section??, the failure rateof Step

2 is determinedby the falsepositive ratein the digestcomputation.This explainswhy the two curvesstayaround

91% and97% respectively for highererror probabilities.

4) Mixed Errors: Figure ?? shows that when � is 5, the curve increasesfrom around90% to 97% and stays

there,and when � is 8, the curve increasesfrom around96% to 99% and staysthere.We canexpect that, if we

have a different combinationof errors, the curves may move up or down dependingon which type of errors is

dominant.This is becausethe result is roughly a combinationof the error recovery ratiosof the different typesof
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Fig. 7. BandwidthOverhead(� = 5)

errors.

5) Summary: The error recovery ratio dependson the speci�c type or combinationof errors,as well as the

parametersin the digest computation.With a low encodingratio of � ve and only threehashfunctions,we can

correctat least91% of the errorsmost of the time and achieve a 100% error recovery ratio for removal errors

when the error probability is higher than 0.003.Furthermore,increasingthe encodingratio to 8 can signi�cantly

increasethe error recovery ratio to be aroundor higher than97% for mosterror typesanderror probabilities.

B. BandwidthOverhead

In Figure??, we comparethebandwidthoverheadof FRTR when � is 5 with thatof a full BGPtableexchange.

First, we can observe that, in Figure ??(a), (c) and (d), the curves for a full table exchangeshow a gradual

decrease.This is becausethe bandwidthoverheadis causedby thoseBGP updatesthat do not repair erroneous

routesand,as the error probability increases,the numberof suchBGP updatesdecreases.

Secondly, in Figure ??(a), (c) and (d), the curves for FRTR �rst increasewith the error probability and then

decrease.SinceBd is constantgiven an encodingratio anddigestsize,the non-linearityis causedby B p (i.e. the

Pre�x messages).More speci�cally, as the error probability increases,there are more route groupsthat contain

errors.Eachsuchgroupproducesa Pre�x message,so thenumberof Pre�x messageswill increase.However, since

the numberof valid routesin eachgroup may actually decrease,the size of eachPre�x messagemay become

smaller. The non-linearityis thereforea resultof thesetwo forces.

Finally andmostimportantly, Figure?? shows thatFRTR with anencodingratio of 5 hasa muchlower overhead

than a full BGP table exchangefor most error probabilities.We explain the differencebetweenthe two in more

detail below.

1) Insertionerrors incur thelowestbandwidthoverhead(Figure??(b) shows thewidestgapbetweenthecurves).

This is becauseonly Digestmessagesweresentin FRTR to correcttheinsertionerrors,i.e. no Pre�x messages
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Fig. 8. BandwidthOverhead(� = 8)

weretriggered(seeSection??). The Digestmessagesconsumea constant65,151bytesof bandwidthwhich

is only 1.3% of the bandwidthoverheadrequiredby the tableexchange(4,980,127bytes).Note that, in the

table exchange,RB correctsall the insertionerrorsby clearingits RibI n beforereceiving the full routing

tablefrom its neighbor, so noneof the BGP updatesfrom RA during the tableexchangeserve to correctthe

insertionerrorsand they areconsideredoverheadin this case.

2) For removal errors,the maximumbandwidthoverheadof FRTR (460,609bytes) is reachedwhen the error

probability is around0.009.However, it is still only 9% of the bandwidthoverheadof a full tableexchange

under the sameerror probability. As the error probability approaches0.9, the gap betweenthe two curves

getssmalleras one would expect,but the full table exchangestill hasa higher overhead.Modi�cation and

mixed errorsshow similar characteristicsas removal errors.

Figure?? shows that the bandwidthoverheadof FRTR with an encodingratio of 8 is still muchlower thanthat

of a full BGP tableexchange.The higherencodingratio increasedthe bandwidthoverheadof FRTR by lessthan

42K bytesfor all error typesanderror probabilities.

C. Multiple Roundsof Recovery

In thepreviousexperiments,we have demonstratedthatFRTR canachieve a high error recovery ratio with a low

bandwidthoverheadafteroneroundof errordetectionandrecovery. However, it is still necessaryto let neighboring

routersperiodicallyexchangethe Digestmessagesto correctany new errorsthat have crept in sincethe last digest

exchange,aswell as to correctany errorsthat wereleft undetectedpreviously, suchasthosedueto Bloom �lter' s

falsepositive errors.

To evaluatethe performanceof the periodic “salted” digests,we run FRTR for threeconsecutive roundswith a

rangeof errorprobabilitiesandmeasurethepercentageof correctederrorsaftereachround.For easierunderstanding

of the results,we do not introducenew errorsin the secondand third round.
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(d) Mixed Errors

Fig. 9. Error Recovery Ratio after Multiple Rounds(� = 5)
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Fig. 10. Error Recovery Ratio after Multiple Rounds(� = 8)

In Figure ?? and ??, we show the error recovery ratio for multiple roundsof recovery when � is 5 and 8

respectively. The curves labeled“ i = 1”, “ i = 2” and “ i = 3” correspondto the resultsafter the �rst, second

and third round. Note that we usea salt even in the �rst round of error recovery, so the curves labeled“ i = 1”

are slightly different from thosein Section?? since the previous experimentsdo not usea salt, but the general

characteristicsof the curvesarestill the same.We canmake the following observationsfrom Figure?? and??:

1) When the encodingratio is 5 (or 8), we can correctmore than 99.9% (or 99.99%)of the errors in most

casesafter threeroundsof error detectionandrecovery. This matchesour analyticalresult,that is, if the hash

valuesgeneratedin one round are independentfrom thosein the next round, the percentageof uncorrected

errorsafter i roundsshouldbe (1 � g) i whereg is the one-rounderror recovery ratio (g is approximately

91% and 97% for � of 5 and 8 respectively). This result suggeststhat, with only a few roundsof salted

digestexchanges,we canachieve an error-free routing tablewith an extremelyhigh probability.

2) The advantageof the higherencodingratio diminishesquickly with multiple roundsof recovery. A practical

implication of this result is that onecanusea Bloom �lter with a low bandwidthoverheadto achieve good

long-termperformance;althoughit offers a relatively low one-rounderror recovery ratio, it canbe expected

to over-performthe moreexpensive Bloom �lters in the long run.
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D. Summary

Our experimentswith variouserror typesanderror probabilitiesshow that,with only � ve bits allocatedfor each

routingentryandthreehashfunctions,FRTR canachieve anerror recovery ratio higherthan91% mostof the time

while maintaininga low bandwidthoverhead.Increasingthe encodingratio to 8 signi�cantly increasesthe error

recovery ratio while having a small effect on the bandwidthoverhead.This may be a good trade-off to make in

certainnetwork settings.

Moreover, after only a few roundsof error detectionand recovery, FRTR can achieve error-free routing tables

with a probabilitycloseto 100%,evenwhentheone-rounderror recovery ratio is relatively low dueto theuseof a

small encodingratio. Assumingthe encodingratio is an adjustableparameter, this enablesnetwork administrators

to userelatively inexpensive Bloom �lter digeststo achieve strongrouteconsistency in the long-run,at the costof

a slightly longerdelay in detectingerrors.

VII I . RELATED WORK

The Bloom �lter wasproposedby Bloom in 1970[?] asa space-ef�cient datastructurefor membershiplookup.

It hassincebeenusedin operatingsystemsand databases,but hadnot received wide attentionin the networking

communityuntil recently([?], [?]).

Our work is closelyrelatedto [?] which proposedseveraldatastructuresincludingBloom �lters for approximate

reconciliationof set differences.In this paper, Byers, et al. studiedthe problemof �nding as many elementsin

the set SB � SA as possibleusing a single message.Thereare two main differencesbetweenour work and [?].

First, sincewe arenot trying to develop the fastestalgorithmfor approximatereconciliationof setdifferences,but

to proposea practicalsolution for a problemin network protocols,we needto be concernedaboutdesignissues

not consideredin [?]. For example,to prevent the reassemblyof Digestmessagesfrom becomingthe performance

bottleneck,we divide the routing table into groupsand computeone digestover eachgroup so that eachdigest

can �t into onerouting message.Secondly, we useonly a �at datastructure(i.e. we do not computedigestsover

the digests).We areawareof the potentialbene�t of the hierarchicaldatastructuresproposedin [?], but we prefer

the simplicity of a �at datastructureover a hierarchicalonefor robustnessreasons– morecomplex datastructures

andalgorithmsoften leadto moreerrorsin design,implementationandoperations.

[?] proposeda schemeto reducetheoverheadof refreshmessagesin RSVP. Theideais to computea singledigest

over all the RSVP statein a nodeusinga treestructureandusethe digestto refreshthe statein the neighboring

nodes.If the digestof the neighboringnodematchesthe received digest,all the statein the neighboringnodecan

be refreshed.Otherwise,the two nodeswill start a recovery processto identify the mismatchingstateentries.In
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theory, the sameschemecanalsoapply to routing table recovery, but it may not be as easyto useasFRTR. For

example,if the nodesneedto constantlyaddor remove stateentries,they needto modify their own treestructures

in a consistentway. In contrast,sendersandreceiversdo not have sucha tight couplingin FRTR, sinceeachDigest

messagecontainsthe startingandendingpre�x of the correspondinggroup.The recovery processin FRTR is also

much simpler than the RSVP refreshreductionschemedue to its �at structure.The latter requirestwo nodesto

walk down the treestructurethroughmessageexchangesin order to identify a mismatchingstateentry, while the

former can identify the erroneousentriesinstantlywithin eachgroup.

IX. CONCLUSION

In this paperwe presenteda scalabletechniquefor detectingandcorrectingroutingtableinconsistenciesbetween

neighboringBGP routers.Ratherthanattemptingto identify andeliminateall the potentialerrorsthat might cause

inconsistencies,which is an impracticalgoal in the context of a large scale,distributedsystemsuchasthe Internet,

we take the approachthat unexpectedfaults and errorsare inevitable, thus inconsistencieswill occur. Given that

the large sizeof BGP's global routing tablemakesthe typical soft-statesolutionof periodicupdatesinfeasible,our

Fast Routing Table Recovery (FRTR) designencodesrouting table stateusing Bloom �lter digeststo effectively

and ef�ciently detectand recover from otherwiseunnoticeableerrors. The periodic exchangeof digests,rather

thanentire tables,addsonly a small cost in overhead.Furthermore,FRTR takesadvantageof periodicexchanges

by salting the digests,so that the false positive errors, which are inherent in the Bloom �lter scheme,can be

effectively eliminatedafter multiple digestexchanges.Finally, FRTR signi�cantly reducesthe overheadof routing

tablerecovery after a transientsessionfailure.The currentBGP designdictatesexchangingthe entirerouting table

after a sessionreset,while FRTR allows routersto sendsmall digestsand the exact setof changedroutes.

FRTR design,as describedin this paper, focuseson ensuringthe consistency betweenthe RibOut of router

A and the RibI n of router B . However, a BGP router has several routing tables. In particular, router A has

severalRibI n tables(onefor eachinterface),a RibLocal table,andseveralRibOut tables.Although it is equally

important to ensurethesetablesare consistentwithin a router, such internal consistency can be achieved within

a single implementation.But we note that ensuringconsistency betweenroutersinvolves productsfrom different

hardwaremanufacturersand/orsoftwareversions.Thuswe have focusedthis �rst effort on the neighboringrouter

consistency; we encourageimplementorsto apply similar techniquesfor ensuringconsistency within a router's

internal tables.

Although our approachhasbeenpresentedin the context of assuringBGP routing consistency, the techniques

we developedherecan apply equally well to other protocolswherea strongconsistency amongmultiple entities
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mustbe enforced.

Finally, this work is part of a broadereffort to improve the overall resilienceof the global Internet and to

understandthe principlesthat leadto resilientprotocoldesign.In future work, we plan to furtherexplore trade-offs

with respectto soft-statepersistentcheckingapproachanddesignsystemsbasedon whatmustgo right, ratherthan

trying to engineersystemsagainsta setof known faults.


