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Abstract

This paper presentsa salablemechanism, Fast Rout-
ing Table Recovery (FRTR), for detecting and correct-
ing route inconsistencies between neightoring BGP
routers. The large size of today's glotal routing ta-
ble makesthe conventional periodic update approach,
usad by most routing protocols, infeasible. FRTR lets
neighloring routers periodically exchange Bloom |-
ter digestsof their routing state. The digestexchanges
not only enablethe detection of potential inconsisten-
ciesduring normal operations, but alsospeed up recovery
after a BGP sessionreset. FRTR achieveslow band-
width overhead by using small digests,and it achieves
strong consistency by \salting" the digests with ran-
dom seads to removefalse-sitives. Our analysis and
simulation results show that, with one round of mes-
sageexchangesFRTR can detect and recover over 91%
of random errors that the current BGP would have
missed with an overhed as low as 1.3% of a full rout-
ing table exchange.With salted digestsFRTR can de-
tect and recover all the errors with a protability closeto
100%after a fewroundsof messagexchanges.

1. Intro duction

Due to the dynamic and error-prone nature of a net-
work ervironment, robust neighbor to neighbor com-
munication is an essetial part of distributed routing
protocols.Earlier routing protocol designs,such asRIP
(Routing Information Protocol [12]) and OSPF (Open
Shortest Path First [14]), achieved this goal by letting
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routers periodically exchangetheir latest routes or con-
nectivity information; any information that is not re-
freshedwill be deleted. Unfortunately, due to the large
sizeof today's global routing table, this periodic update
approad is deemedinfeasible for BGP (Border Gate-
way Protocol [17]), the de-facto inter-domain routing

protocol used in the Internet. Instead, BGP usesan
evert driven update approach. Once a router A has
sen its initial routing table to a neighbor B, it sends
no further updates until a route change occurs or the
peering sessionwith B breaks. Since routing updates
can be lost, re-ordered, or corrupted during transmis-
sion, neighboring BGP routers establish a TCP con-
nection and then exchange routing updates over this

reliable connection.

However operational experience has shown that re-
liable update delivery via TCP alone is inadequate to
ensurerouting consistencybetweenneighbors ([2],[4]).
For example, on Oct. 25, 1998, an Internet service
provider (ISP) accidertally sert out a large number
of invalid routes, creating an outage over large regions
of the Internet [2]. The faulty AS quickly withdrew the
false routes. However, some of the withdrawn routes
were still present in certain areas of the Internet on
the following day. Although the exact causeof this spe-
cic error is unknown, it is known that earlier BGP
implementations by a few major vendors had a com-
mon bug which could causea BGP router to forward
a route withdrawal messageto some, but not neces-
sarily all, of its neighboring routers [6]. Sincethe cur-
rent BGP designdoes not delete any route until it is
speci cally withdrawn, stale routes persistin the rout-
ing table until someexternal evert (such as a peering
sessionbreakdownn) ushes out the ertire routing ta-
ble.

Routing state can also be modied or erased by
hardwarefailures or human errors. As far bac asin the
1970's,a memory corruption of an ARPANET switch
causedan east coastrouter to falsely announcea zero
cost route to UCLA [13]. BecauselSPs do not nor-
mally report all their routing outagesor disclosethe ex-
act causestoday it is dicult for the researd commu-



nity to gaugehow often routing table corruptions oc-
cur in the operational Internet. However, seweral pub-
licized incidents have beendiscussedon NANOG, the
network operators mailing list (e.g.[8]). There are also
numerous examplesof con guration errors that led to
falsely inserted routes [11]. Moreover, routing state can
be altered by malicious attacks[1§. For example,when
neighboring routers are connectedvia a sharedmedium
and their exchangesare not protected by cryptographic
mechanisms, another node on the samewire can eas-
ily inject a false update. The use of a reliable trans-
port protocol doesnot protect BGP againstany of the
above unexpected faults.

In addition, BGP su ers from transient peeringses-
sion failures which can be causedby unstable links or
trac congestion.One study shows that in the Sprint
network, physical links betweenrouters go down every
30 minutes on average,and in 80% of these casesthe
failed links comebadk in lessthan 10 minutes [1]. Ex-
amination of BGP update logsduring the Nimda worm
attack in Sept. 2001 showved that someBGP monitor-
ing sessionsbroke down multiple times, possibly due
to the congestioncausedby the worm trac [24]. In
thesecasesBGP routers clearedall the routes received
from their neighbor and then re-sert their entire rout-
ing tableswhenthe sessionwverere-established.Sincea
default-free BGP table typically contains over 100,000
routes, a table exchange incurs high bandwidth cost
and may delay routing cornvergence.Such a high cost
in routing state re-establishmen is particularly un-
warranted in the caseof a transient failure because
most routes may still be valid when the sessionis re-
establishedand therefore do not needto be retransmit-
ted.

The goal of this work is to designa fast and band-
width e cient medhanism that can detect any incon-
sistenciesbetween neighboring routers and resyndro-
nize their routing tables wheneer inconsistenciesare
detected. Our approach, Fast Routing Table Recovery
(FRTR), usesBloom lIter [3]to e cien tly encaderout-
ing table data. BGP neighbors periodically exchange
their Bloom Iter digeststo detect any potential rout-
ing inconsistenciesAfter a sessiorreset, FRTR usesdi-
geststo identify which routes have changedand sends
only those routes. In addition, to overcomethe false
positive drawbadk of Bloom lter, FRTR \salts" the
digests with random seedsand periodically changes
the seedsto ensure strong consistency between BGP
routers.

We have evaluated FRTR designthrough both anal-
ysis and simulation. Our results show that, with one
round of digest exchanges,FRTR can detect and re-
cover more than 91% of random errors and the over-

head can be as low as 1.3% of a full routing table ex-
change;a slight increasein the digest sizecanachievea
detection and recovery rate higher than 97%. Further-
more, the use of salted digestsallows FRTR to ensure
nearly 100% consistency between neighboring routers
after only a few rounds of digest exchanges.By com-
parison, the current BGP would not detect any unex-
pected errors; even if the errors were detected, BGP
would require a full table exchangeto recover. Finally,
FRTR facilitates incremental deployment becauseany
two neightoring routers can start using FRTR when
they both implement the scheme.

The remainder of the paper is organized as follows.
Section 2 describes the FRTR design. Section 3 pro-
vides more details on the protocol and implementation.
Section 4 describes how we used routing tables col-
lected from the Internet to evaluate FRTR. Section5
and 6 presen the results. Section 7 describes the re-
lated work and Section 8 concludesthe paper.

2. FRTR Design
2.1. Background and De nitions

A BGP route r consistsof a network addresspre-
x (Prefix(r)) and a set of path attributes (Attr (r)).
BGP path attributes include the AS path usedto reach
the addresspre x, the next-hop router, and a variety
of other information related to the route.

Neighboring BGP routers exchangeroutes and store
them in Routing Information Bases(RIBs). If Ry and
Rg are two neighboring routers, the set of routes that
Ra sendsto Rg is denoted RibOutag . The set of
routes that Rg learnedfrom Ry is denoted Ribl ng A .
BGP supports import and exyort routing policies; an ex-
port policy controls which routesto sendto ead neigh-
bor and an import policy decideswhich received routes
to save and use. We make two assumptions: (a) Ra
applies its export policy to a route before putting it
in RibOutag ; and (b) Rg stores a received route in
Ribl ng.a beforeapplying its import policy. Section3.3
preserts solutions when the above assumptionsdo not
hold.

Ideally, we have RibOuta.g = Ribl ng.a. However,
faults or attacks may lead to inconsistenciesbetween
them. Examples of such faults and attacks include, but
are not limited to, memory corruption, failure to re-
move a stale route, or insertion of an invalid route.
Figure 1 illustrates how Ribl ng.» may becomeincon-
sistert with RibOuta.g . Sincewe focuson the commu-
nication between two routers, we will use the simpli-
ed terms RibOut, and Ribl ng in the rest of the pa-
per.
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Figure 1. An Example of Routing Faults

Let S denote a set of n routes frq;ry;: 5 rpng. We
de ne the following typesof changesto S that can be
causedby faults or attacks.

S
Insertion of ry,; into S: S°= S fry.Q;

Modi c ation of r; in S: S°='S frig frl, where
ro= (Prefix(ri);a% and a®6 Attr (r;);

Removal of r; from S: S°= S fr;g.

2.2. Design Overview

There are two existing approadesto achieving rout-
ing table consistency The rst one is to let neigh-
boring routers periodically send their routes to ead
other. When the routing table size is large, however,
this brute-force approacd incurs a high cost. The sec-
ond approad is for a router to compute a chedksum for
ead received route and store both the chedksum and
the route in its Ribin. The router periodically com-
putes a new chedksum over the route, and whenewer
the two chedksumsdo not match, it requeststhe neigh-
bor to re-advertise the route. This scheme detects un-
expectedinternal changes,such asmemory corruption,
but oers no protection if a route is accidertally re-
moved along with its chedksum, or if an obsoleteroute
fails to be removed.

Our proposal, FRTR, unies the above two ap-
proaches and at the same time addressestheir limi-
tations. In FRTR, ead router computesa digest over
its routes using Bloom Iter [3]. Neighboring routers
then exdchange routing digests periodically to protect
against unexpected insertion, removal, or corruption
of the routing state. Bloom Iter maps ead route to
only a few bits in the digest, making the periodic ex-
changesboth e ectiv e and e cien t.

In the following sections,we rst describe how the
digest mechanism works in one round of messageex-
change. We then show how periodic digest messages
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Figure 2. Digestion Computation

with changing\salt" valuesensureconsistencybetween
neighboring routers. Finally, we show how routers can
e cien tly syncdironize their routing tables after a ses-
sion reset.

2.3. FRTR Digest Exchange Steps

Step 1. Computing the Sender Digest da

The sender,Ra, computesa digestda over RibOut s
and sendsthe digest to neighbor Rg . Figure 2 illus-
trates how the digestis computed. Supposean I-bit di-
gest (d) and k hash functions (hy; hy;:::; hg) are used
to encade a set of n routes (S). Let d(i) denote the
i'th bit in d. The digestis initially setto all zero. For
eadh route r 2 S, we rst compute the k hash values
hy(r); ha(r);::;; he(r) and then set the corresponding
bits in the digestto 1, i.e. d(h;(r)) = 1for1 i k.
For example, if we use 3 hash functions and the hash
values of a route are 65, 39 and 125, then we set the
65'th, 39'th and 125'th bits of the digest to 1. Note
that the hash values of other routes may map to the
bits that have already beensetto 1, in such caseghose
bits simply remain to be 1.

Step 2: Identifying Invalid Routes

The neighbor, Rg, receivesd, and usesit to deter-
mine whether its Ribl ng contains any routes not cur-
rently used by Ra, i.e. the set di erence (Riblng
RibOuta). More specically, for a given route r in
Ribl ng, Rg rst computesthe k hashvaluesof r and
cheds whether the corresponding bits in the digestda
are setto 1. It then placesr into one of the follow-
ing two groups:

1. Invalid Routes: 9i;1 i Kk, s.t. da(hi(r)) =
0. Since Bloom Iter doesnot produce any false
negatives, Rg can be certain that r 2 RibOuta
(i.,e.r 2 (Riblng RibOuta)).



2. Probably Valid Routes: 8i;1 i k,
da(hi(r)) = 1.1t is probable that r 2 RibOuta,
but r could also be a false positive.

Rg alsocomputesits own digestdg in the above pro-
cesshby updating the digest whene\er it identies a
probably valid route.

When Ra's Bloom lter hasa low falsepositiverate,
Rg can have a high probability of identifying all the
invalid routes in Ribl ng. The false positive rate of a
Bloom lter is determined by the enading ratio (r'1—)
and by the number of hash functions (k). It can be
computed as follows. First, let p denote the probabil-
ity that d(i) = 0 after the digest is computed.

p=(1 P ekt )
The false positive rate f is the probability P(8i, 1

ik, d(hi(r)) = 1) wherer is not a member of the set
in question, i.e.,

f=@ pf @ ek He (2)
Let's use to denotethe encading ratio (i.e. r']—). It
can be proven that f is minimal whenk = In2 . In

other words, for agiven , there existsan optimal num-
ber of hash functions that minimizes the false positive
rate. For example,whenthe encading ratio is 5, the op-
timal k is 3.47 (in practice either 3 or 4 is used). Al-
ternativ ely, one can x the number of hash functions
and adjust the encading ratio to keepthe false positive
rate below a target value. For example, if the num-
ber of hashfunction is 3, one can usean encaling ratio
of 8 to keepa false positive rate below 3%.

Step 3: Detecting Missing Routes

After removing the invalid routesin Step 2, Rg pro-
ceedsto determine whether any routes are missing,
i.e. whether RibOut, Riblng 6 ;. One way to test
the above hypothesisis to seewhether RibOut, and
Ribl ng have the same digest. Note that Rg has al-
ready computed its own digest dg over all the proba-
bly valid routes in Step 2.

If da 6 dg, we can be certain that RibOuta
Ribl ng 6 ;. However, if dy = dg, we cannot conclude
that all routes from RibOut, are presen in Riblng.
The accuracy of this test dependson the false positive
rate and the size of RibOuty Ribl ng; a lower false
positive rate and a bigger di erence betweenRibOut 5
and Ribl ng both result in higher testing accuracy

Step 4: Recovering Missing Routes

The goal of this stepis to recover the missingroutes.
Let P, denotethe list of pre xes in RibOuta and Pg

denotethe list of pre xes in Ribl ng (excluding the pre-
xes of invalid routes). If dg 6 da, Rg sendsPg t0 Rp .
Ra then cheds every pre x p2 Pa and classiesp as
follows:

1. Missing Prex :If p2 Pg, Rg hasno route to
this pre x (or had an incorrect route that wasre-
moved in Step 2). Ra needsto re-advertise the
route to pre x p.

2. Probably Received Prex :If p2 Pg, Rg has
a route to this pre x and the corresponding path
attributes are likely to be correct (since otherwise
the route would have likely failed step 2). Nothing
needsto be donein this case.

In addition, if p2 Pg but p 2 Pa, we have identi-
ed aninvalid route in Rg. This canoccur if the incon-
sistency was not detectedin Step 2 due to a false pos-
itiv e. To remove this invalid route, Ra simply sendsa
BGP withdrawal messagedo Rg.

2.4. Periodic Up dates

Since one cannot predict how or when a route may
be corrupted, error detection and recovery must be
done periodically. The FRTR designlets R sendperi-
odic updatescortaining da only, the digestof RibOuta,
thus keepsthe overheadlow.

As with all other periodic refreshschemes,the inter-
val between periodic updates represerts an engineer-
ing tradeo . Frequert updates allow routers to detect
faults quickly, but incur a higher bandwidth and pro-
cessingoverhead. On the other hand, infrequent peri-
odic messagesntro ducelessoverhead,but the average
time beforean error is detectedis increased.Neverthe-
less,FRTR with a long refreshperiod is still a qualita-
tive improvemert over the current BGP in which unex-
pected errors stay permanertly until the next session
reset. Note the trade-o is not necessarilya one-time
xed decision.For example,given a bandwidth budget,
[2]] discusseshow to adjust the soft-state rate basedon
the number of messagedo send.

As we mertioned earlier, Bloom lter baseddigests
canleadto falsepositivesespecially when small sizedi-
gestis usedto keepthe overheadlow. FRTR takesad-
vantage of periodic digest exchangesto overcomethis
dilemma. In order to catch thosefalse positives,FRTR
designuses\salted" MD5 hashfunctions. MD5 [19] was
chosensinceits computation is fast and seweral widely
available hardware and software implementations ex-
ist. The salt is a randomly generated32-bit value which
is prependedto every route sothat the MD5 compu-
tation will produce a di erent signature for the same



route when the salt changes.The salt valuescan be ei-
ther negotiated by the two neighboring routers before-
hand or carried in every digest. Adding the salt enables
new digeststo be generatedin ead periodic exchange,
which signi cantly reducesthe chancethat a falsepos-
itiv e from one round would remain as a false positive
in the next exchange.

2.5. Recovery after a Session Reset

After the peering sessionbetweenR, and Rg goes
down, Rg marks all the routesin its Ribl n asobsolete.
It also starts a timer for the removal of these routes
in casethe peering sessionremains down for an ex-
tended period of time. Note that the setting of this
timer should be negotiated betweenthe two routers so
that Rg doesnot prematurely timeout the routes.

When the sessioncomesup, Ra sendsRg its di-
gestand Rg chedks whether any routes have become
invalid. If aroute canbe matchedto the digest, its sta-
tus will be changedfrom obsoleteto valid. At the end of
this processRg remaovesany routes still marked asob-
solete.Now if Rg's digest still doesnot match Ra's, it
sendsa requestto R, for the missing routes.

The recovery processin FRTR is much more e -
cient than a full routing table exchange becauseRa
sendsonly the digestsand the routes that have indeed
changed during the sessiondown time. More impor-
tantly, BGP routing cornvergencewill be much faster.
Although there is a small probability of some stale
routes are not removed after the rst exchangedue to
false positives, theseroutes will be removed in the fol-
lowing rounds of cheding.

3. Design and Implemen tation Specics
3.1. New BGP Messages

FRTR de nes two new BGP messageypes: Digest
and Pre x. They both have a commonBGP header. A
Digest messagecortains a digest, as well as the hash
functions and salt value usedin the digest computation
if they are not pre-negotiated. A Pre x messagecon-
tains a list of pre xes whoseroutes match the peer's
digest. Both messagetypeswill also cortain two pre-
xes to specify the corresponding group of routes.

3.2. Performance Optimization

If we compute a digest over an ertire RibOut which
hasover 120K routes, the digestwould exceedthe BGP
messagesizelimit and must be sent in a seriesof frag-
ments. This is generally consideredundesirablebecause

the receiver hasto wait till all the individual pieceshave
arrived beforeit can start processingthe digest.

A better approach is to divide the RibOut into mul-
tiple groups by the pre x rangesand then processthe
routes sequetially in ead group, so that the digest
for eadh group of routes can t into one BGP mes-
sage.When the sendertransmits a digest to the re-
ceiver, it alsoincludesin the messagethe starting and
ending pre xes of the corresponding route group. The
receiver sorts its routes in the sameorder. When it re-
ceivesthe digest messageit usesthe starting and end-
ing pre x to identify which routes in its Ribl n should
be matched to the digest.

This optimization can signi cantly reducethe band-
width overheadneededfor error recovery; sinceead di-
gestonly corveysinformation of a small set of routes,
error recovery canbe localizedto a speci ¢ route group
and therefore much less information needsto be ex-
changed. Howewer, this optimization requiresthat the
senderand receiver be able to sort their RibOut and
Ribl n. But explicit sorting is not neededif BGP imple-
mentations organizetheir routing tables using a Patri-
ciatrie structure [20], asin the routing software GateD
[9], MRTd [15] and Zebra[25], sincean in-order walk of
the tree will producea list of routes sorted by the pre-
Xes.

Another optimization is incremental digest compu-
tation. In the basic design, we recompute the digests
before they are sert becausethe salt value is changed
in every round of cheding. To reducethe computation
overhead,one may chooseto changethe salt value less
frequertly, say every N rounds, and compute the di-
gestsincrementally beforethe salt changes.The trade-
o islongertime to detect a false positive. The details
of this optimization are described in [22].

3.3. Policy Related Issues

A router may discard some of the routes received
from its peeraccordingto its import policy. If it com-
putes a digest over only the saved routes, this digest
will not match the peer's. One solution is to use Co-
operative Route Filtering [7] so that the sendersends
only those routes that match the receiver's import pol-
icy. Moreover, the router may modify some of the re-
ceived routes accordingto its import policy, e.g.attach
a community attribute to a route. Such modi cation
will alsoleadto digest mismatch. We recommendturn-
ing on the \Soft Recon guration Inbound" option pro-
vided in most BGP implementations; this option lets
a router save a copy of all the pre-policy routes. In
[22], we describe a solution that doesnot require sav-
ing the pre-policy routes.



4. Evaluation Data and Metho dology

We obtained BGP routing data from the RRCO00
monitoring point maintained by RIPE NCC [1§]. This
monitoring point receives BGP routing updates from
eleven routers in both large global ISPs and regional
ISPs (Table 1 shows their AS numbers and locations).

Location || ASesthat RRCO0O0's peersbelongto
US || AS7TO018(AT&T), AS2914(Verio), AS3549
(Glocal Crossing)
Netherlands || AS3333(RIPE NCC), AS1103(SURFnet)
Switzerland || AS513(CERN), AS9177(Nextra)
Britain AS3549(Global Crossing)
Germany || AS13129(Global Access)
Japan || AS4777(NSPIXP2)
Australia || AS4608(APNIC)

Table 1. RRCO0O0's Peering ASes

To obtain the routing table of a monitored router,
we simply group the routes in RRCO0O0's routing table
accordingto from which router they were received (i.e.
the advertiser's IP address). Our study usesRRCO0Q's
routing table archivedat 16:00GMT on Jan. 20, 2003.
The number of routes in the eleven derived routing ta-
blesrangesfrom 101,404to 119,750.

We use a script to emulate two peering routers Ra
and Rg . Ry adopts one of the routing tables obtained
from the RRCOO monitoring point and advertises all
the routes to Rg. In the rst part of our evaluation
(Section 5), we assumethe BGP sessionbetween Rp
and Rg fails with a given rate, and comparethe band-
width overheadof FRTR with that of the current BGP.
In the secondpart of our evaluation (Section 6), we in-
troduce random errors into Rg's Ribl n and measure
the error recovery ratio and bandwidth overhead of
FRTR. We assigna probability of error P, and an er-
ror type to the routing table, i.e. there is a probabil-
ity of Pg for generating an error of the given type for
ead route in the routing table.

Four typesof errors are usedin our experiments: re-
moval, insertion, modi ¢ ation and mixed errors. An er-
ror generatedfor a route r hasthe following e ects on
r depending on the error type:

Remo val: remove r from the routing table;

Insertion : insert a more specic route of r
into the routing table. For example, if r's pre-
X is 129.250.0.0/16, a route to the prex
129.250.0.0/17will be inserted;

Mo di cation : modify r's path attributes;

Mixed Errors : rst randomly chooseone of the
above three types of errors with equal probabil-
ity, then introducethe chosenerror to the routing
table.

4.1. Parameter Setting

We choosethe digestsize(l) to be 1,024bytes or 213
bits sothat eact Digest messagéas well within the size
limit of BGP messageq 4096 bytes. We usetwo en-
coding ratios ( ): 5and 8. Therefore, a digest can en-
code 1638routes ( = 5) or 1024routes( = 8). These
encaling ratios are not meart to be the optimal val-
ues,but are usedto illustrate the trade-o betweenthe
various performance metrics. To produce a digest for
a group of routes, we rst calculate the MD5 signa-
ture of eadh route and then take three 13-bit values
(i.e. k = 3) from the MD5 signature as the hash val-
ues.

4.2. Performance Metrics

We comparethe bandwidth overhead of FRTR with
that of a full table exchange.In FRTR, the Digest and
Pre x messagesare overhead as they do not directly
correct errors. In a full BGP table exchange,any BGP
routing update that doesnot correct an error is con-
sidered bandwidth overhead. We also measurethe er-
ror recovery ratio of FRTR. More speci cally, we cal-
culate the percertage of errors that are corrected after
ead round of digest exchange.

5. BGP Session with Transient Failures

In this section,we estimate the long-term bandwidth
overheadof FRTR given a sessiorfailure rate of and
compareit with that of the current BGP. Note that
routing table inconsistenciescausedby other types of
faults will be consideredin the next section.

In FRTR, the bandwidth overheadis the total size
of the Digest and Pre x messagesLet's denote them
Bq and B. Weignore B, in the following analysissince
it is usually much smaller than By in the caseof tran-
siert sessionfailures. If the Digest messagesare peri-
odically sert at arate , then the bandwidth overhead
of running FRTR isBgq ( + ).

In the current BGP, Ra needsto sendits routing
table to Rg after their sessionfails. Let's denote the
size of this table exchangeB:. Supposethe fraction of
routes that actually needto be updated is g, then the
overheadis By (1 Q)

We are now interested in the ratio
useAS2914asan example. We estimate that By4=B; =



0:013for AS2914,sinceadvertising its entire BGP table
would consume4; 980, 127 bytes of bandwidth and the
total size of its Digest messagess 65; 151 bytes when
the encaling ratio is 5. q is usually closeto 0 during a
transient failure, sothe ratio becomed):013 (1+ =).
We can make two obsenations from this result:

1. When is 0, FRTR consumesonly 1.3% of
the bandwidth overhead of the current BGP in
AS2914's case. In other words, if used only af-
ter sessionresets, FRTR cuts down the over-
head of routing table syndironization by a factor
of 77.

2. When is non-zero, the overhead of FRTR de-
pendson both the sessionfailure rate and the fre-
guency of periodic Digest messagesSuppose the
sessiorfails oncea day, FRTR canachieve a lower
overheadif the digestsare sert onceevery 19 min-
utes or less frequertly. Note that a sessionfail-
ure rate of once a day is not uncommon. Some
links in operational networks have a failure rate
much higher than that (see[10]). Moreover, regu-
lar maintenance and policy changescan also lead
to sessionresets.

6. BGP Table Corruption

In this section, we shaw the performance of FRTR
in recovering corrupted routing tables when a variety
of errors are introduced. The performance results for
oneround of recovery are preserted in Section6.1 and
6.2, and the results for multiple rounds are presered
in Section 6.3. Sincewe obtained similar results for all
the elewen routing tables, we presert only the results
for AS2914'srouting table here for brevity.

6.1. Error Recovery Ratio

In Figures 3{6, we show the percertage of errors cor-
rected using FRTR. The X-axis is the probability of er-
ror (Pe) in log scale.We have chosen9 dierent Pg's
in the range of [0.0001,0.9]. For eath P, we perform
30 simulation runs, eac with a di erent random seed,
to obtain the 95% con dence interval of the mean er-
ror recovery ratio. The two curvesin each gure corre-
spond to the encading ratio of 5 and 8 respectively.

6.1.1. Removal Errors Figure 3 shavsthe recovery
ratio for removal errors. When Pe is 0.0001,the recov-
ery ratio is around 92.4%( = 5) and 96.9%( = 8).
Both curvesincreaseto 100% when P, reaches 0.003,
and stay at 100%for higher error probabilities. This is
becausewith only removal errors, all the errors are de-
tected through the \missing routes test”, i.e. Step 3 of
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Figure 4. Recovery Ratio of Insertion Errors

the digest exchangeprocess(seeSection2.3). As Pe in-
creasesmore routes are removedfrom Rg 's routing ta-
ble. This larger di erence leadsto a higher accuracyin
the test.

6.1.2. Insertion Errors The insertion errors show
very dierent characteristics: the error recovery ratio
stays around 91% ( = 5) and 97% ( = 8) regard-
lessof the error probability (seeFigure 4). This is be-
causewe evaluate a di erent step of the digestexchange
processhere. In this experimert, there are no miss-
ing routes so the \missing routes test" is irrelevant.
Instead, the inserted routes are detected by cheding
their hashvaluesagainst the digest from Ra (i.e. Step
2 of the digest mecanism). The lower the false posi-
tiv e rate with regardto Rp's digest, the higher the per-
certage of inserted routes detected using this type of
cheding.

We can compute the false positive rate using Equa-
tion 2.When is5,f = (1 e X T)k=(1 e k= )=
(1 e %)%= 0:0918.The error recovery ratio should
beequalto 1 f 91%.When is 8, the false posi-
tive rate f is 0.03 and the error recovery ratio should
be roughly 97%. Both numbers match our experimen-
tal results. Furthermore, since the false positive rate
depends not on the error probability, but on the pa-
rametersusedin the digest computation (i.e. and k),
the error recovery ratio does not change with the er-
ror probability.
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Figure 6. Recovery Ratio of Mixed Errors

6.1.3. Mo dication Errors Similar to thosecurves
in Figure 3, the two curves in Figure 5 have an in-
creaseat the beginning, and similar to those curves
in Figure 4, they stay around a particular value after-
wards (91% for = 5 and 97% for = 8). This is
becauseboth Step 2 and 3 are tested in this exper-
iment and the error recovery ratio is a ected by the
failure rate of both steps.

6.1.4. Mixed Errors Figure 6 shows that when
is 5, the curve increasesfrom around 90%to 97% and
stays there, and when is 8, the curve increasesfrom
around 96% to 99% and stays there. We can expect
that, if we have a di erent combination of errors, the
curvesmay move up or down depending on which type
of errors is dominant. This is becausethe result is
roughly a combination of the error recovery ratios of
the di erent typesof errors.

6.1.5. Summary The error recovery ratio depends
on the speci c type or combination of errors, as well
as the parametersin the digest computation. With a
low encaling ratio of v e and only three hash func-
tions, we can correct at least 91% of the errors most of
the time and achieve a 100%error recovery ratio for re-
moval errors when the error probability is higher than
0.003. Furthermore, increasingthe encading ratio to 8
can signi cantly increasethe error recovery ratio to be
around or higher than 97%for most error typesand er-
ror probabilities.

6.2. Bandwidth Overhead

Figure 7 shows that FRTR with an encaling ratio
of 5 has a much lower overheadthan a full BGP table
exchange for most error probabilities. We explain the
di erence betweenthe two in greater detail below.

First, insertion errors incur the lowest bandwidth
overhead (Figure 7(b) shows the widest gap between
the curves). This is becauseonly Digest messagesvere
sent in FRTR to correct the insertion errors, i.e. no
Pre x messagesvere triggered (see Section 6.1). The
Digest messagesconsumea constart 65,151 bytes of
bandwidth which is only 1.3% of the bandwidth over-
headrequired by the table exchange(4,980,127bytes).

Secondly for removal errors, the maximum band-
width overhead of FRTR (460,609 bytes) is reached
when the error probability is around 0.009. Howe\er,
it is still only 9% of the bandwidth overheadof a full ta-
ble exchange under the sameerror probability. As the
error probability approaches0.9, the gap betweenthe
two curves gets smaller as one would expect, but the
full table exchangestill hasa higher overhead.Modi -
cation and mixed errors show similar characteristics as
removal errors.

The bandwidth overheadof FRTR with an encading
ratio of 8 is still much lower than that of a full BGP ta-
ble exchange. The higher encading ratio increasedthe
bandwidth overheadby lessthan 42K bytes for all er-
ror types and error probabilities. Due to space con-
straints, we do not show the gure here. Readersmay
refer to [22] for more details.

6.3. Multiple Rounds of Recovery

In the previous experiments, we have demonstrated
that FRTR canachieve a high error recovery ratio with
a low bandwidth overheadafter oneround of error de-
tection and recovery. However, it is still necessaryto
let neighboring routers periodically exdhange the Di-
gestmessages$o correct any new errorsthat have crept
in sincethe last digest exchange, as well asto correct
any errorsthat wereleft undetected previously, suc as
those due to Bloom lter's false positive errors.

To evaluate the performanceof the periodic \salted"
digests,werun FRTR for three consecutive roundswith
a range of error probabilities and measurethe percert-
ageof corrected errors after ead round. For easierun-
derstanding of the results, we do not intro duce new er-
rors in the secondand third round.

In Figure 8 and 9, we show the error recovery ratio of
mixed errorswhen is 5 and 8 respectively. The results
for other error typesare similar (see[22] for the com-
plete results). The curveslabeled\i = 1", \i = 2" and



T
table ——

5e+06 digest -->--- | 5e+06

4e+06 |- 4e+06 E

3e+06 3e+06 1

2e+06 | 2e+06 |- A

Bandwidth Overhead (Bytes)
Bandwidth Overhead (Bytes)

1le+06 1e+06 1

o beXTTL
0.0001

0
0.0001

0.001 0.01 0.1 1 0.001 0.01 0.1 1
Error Probability Error Probability
(a) Removal (b) Insertion

Bandwidth Overhead (Bytes)

T
table ——

T
table ——

5e+06 digest ----- | 5e+06

2e+06 4e+06
3e+06 3e+06

2e+06 |- 2e+06

Bandwidth Overhead (Bytes)

1e+06 1e+06 1

- . e
S X | | - XX | L

0
0.0001  0.001 0.01 0.1 1 0.0001
Error Probability

0.001 0.01 0.1 1
Error Probability

(c) Modi cation (d) Mixed Errors

Figure 7. Bandwidth Overhead( = 5)

100

95

90

85

80 i=

Error Recovery Ratio (%)

75 L L L =
0.0001 0.001 0.01 0.1 1

Error Probability

Figure 8. Recovery Ratio of Mixed Errors after

Multiple Rounds( = 5)
100 S TR A,
S 95 { E
2
g
S oof e
[
>
8 85 E
Q
@
S 80l i=1 ——
] =2 b
=3 %1
75 Il Il Il Il
0.0001  0.001 0.01 0.1 1

Error Probability

Figure 9. Recovery Ratio of Mixed Errors after
Multiple Rounds( = 8)

\i = 3" correspond to the results after the rst, sec-
ond and third round. The two gures show that, when
the encaling ratio is 5 (or 8), we can correct more
than 99.9% (or 99.99%) of the errors in most casesaf-
ter three rounds of error detection and recovery. This
matches our analytical result, that is, if the hash val-
uesgeneratedin oneround are independert from those
in the next round, the percertage of uncorrected errors
after i rounds should be (1 g)' where g is the one-
round error recovery ratio (g is approximately 91%and
97%for of 5 and 8 respectively).

We alsoobsenethat the advantage of the higher en-
coding ratio diminishesquickly with multiple rounds of
recovery. A practical implication of this result is that
onecanusea Bloom lter with alow bandwidth over-
headto achieve good long-term performance.

7. Related Work

The RSVP protocol sharesthe same challenge as
BGP in keepinglarge amourt of state synchronized be-
tween neighboring routers. RSVP usesa periodic up-
date approad, which leadsto a high overheadas the
number of resenations goes up. In [23] we proposed
a state compressionmecanism to reduce this over-
head. The idea is to compute a single digest over all
the RSVP state in a node using a tree structure and to
sendthis digest, instead of the state information, to re-
fresh the state in neighboring nodes. When the digest
indicates an inconsistency two neighboring nodesneed
to walk down the tree structure through messageex-
changesto identify the mismatching state ertries. Al-
though the samescemecan be applied to routing ta-
ble recovery, it requires that neighboring nodes con-
struct and modify their tree structures in a consisten
way, a constraint that is dicult to meetacrossdi er-
ernt vendor implementations. In contrast, FRTR only
requires that a router be able to put routes in order;
ead digest messagecontains the starting and ending
pre xes of the routes covered by the digest. The re-
covery processin FRTR is also much simpler. Due to
its at structure FRTR can identify the erroneousen-
tries instantly within ead route group.

Our work is closelyrelated to [5] in which Byerset.
al. proposedseweral data structures including Bloom
Iter for approximate reconciliation of set di erences
(we had independertly started FRTR design before
noticing their work). There are two main di erences
betweenFRTR and [5]. First, since FRTR addressesa
problem in an existing network protocol, it facesdesign



issuesnot consideredin [5]. For example, to prevent
the reassenbly of large digest messagesFRTR divides
the routing table into groups and computesone digest
over each group to make eadh digest t into one mes-
sage. Secondly although the hierarchical data struc-
tures proposedin [5] have certain advantagesover the
basicBloom lter, we prefer the simplicity of the latter
becausemore complex data structures and algorithms
tend to causemore errors in implementation and oper-
ations.

8. Conclusion

The large scaleof today's Internet presers a funda-
mental challengeto the designof aresilient global rout-
ing protocol. In this paper we presert Fast Routing Ta-
ble Recovery (FRTR), ascalablemedcanism for detect-
ing and correcting route inconsistencieshetweenneigh-
boring BGP routers. FRTR encalesrouting table state
using Bloom Iter to e cien tly detect and recover oth-
erwise unnoticeable errors. Furthermore, FRTR takes
advantage of periodic exchangesby salting the digests
to e ectiv ely eliminate false positives. Finally, FRTR
can signi cantly reduce the overhead of routing table
recovery after BGP sessionfailures.

Although our designhasbeenpreserted in the con-
text of ensuringrouting state consistencybetween BGP
neighbors, the same techniques we dewveloped in this
work can also be used within a router to ensurethe
consistencybetweenits internal routing table and for-
warding table. Furthermore, the basic approach devel-
opedin FRTR should be applicable to other protocols
where a strong state consistencyamong multiple enti-
ties must be enforced.

This work is part of a broader e ort to improve the
overall resilience of the global Internet and to under-
stand the principles that leadto a resilient protocol de-
sign. We plan to further explorethe trade-o s between
the overheadand the gains of persistert cheding, and
exploit protocol speci c properties to make it more ef-
cient.
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