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Abstract—This paper presentsa new mechanismfor impr oving
the convergencepropertiesof path vector routing algorithms, such
as BGP. Using a route's path information, we develop two consis-
tency assertionsfor path vector routing algorithms that are used
to compare similar routesand identify infeasible routes. To apply
theseassertionsin BGP, mechanismsto signal failur e/policy with-
drawal, and traf�c engineeringare provided. Our approach was
implemented and deployed in a BGP testbedand evaluated using
simulation. By identifying and ignoring the infeasible routes,we
achieved substantial reduction in both BGP convergencetime and
the total number of intermediate route changes.

I . INTRODUCTION

This paperpresentsan approachfor improving the conver-
gencetime of Internet routing. The Internet is composedof
thousandsof AutonomousSystems(ASes),looselyde�ned as
networks and routers under the sameadministrative control.
BGP[1] is the de facto inter-AS routing protocol, and ideally
BGPshouldquickly convergeona new setof stableroutesafter
any topologicalor policy changes.Howeverwhena topological
changeoccurs,BGP routersoften take a long time to explore
a large numberof transientroutesbeforeconverging on a new
stableroute. Measurementsin [2] found that the delay in In-
ternetinter-AS path failover averagesto 3 minutes,and some
non-trivial percentageof failoverstrigger routing tableoscilla-
tionsthatmaylastupto 15minutes.Thetransientroutechanges
that occurduring sucha long convergenceperiodresult in de-
layedpacket delivery or even losses,aswell asaddedoverhead
to BGProuters.LengthyBGPconvergenceis a problemfor the
Internettodayandthreatensto becomea largerproblemasthe
Internetcontinuesto grow in size.

Figure1 shows anexampleof BGPslow convergenceasob-
served from a single router's view. This example,taken from
[3], actuallyoccurredin the Internet. As Figure1 shows, the
router�rst receiveda BGP routewithdrawal messagefrom AS
2129to reportthat it lost its routeto a destinationpre�x within
its own domain.AS 2117apparentlybelievedthat it hadfound,
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TIME BGPMessage/Event
10:40:30 RouteFails/Withdrawn by AS2129
10:41:08 2117announce56962129
10:41:32 2117announce1 56962129
10:41:50 2117announce2041350835084540

7037123956962129
10:42:17 2117announce1 2041350835084540

7037123956962129
10:43:05 2117announce2041350835084540

70371239611356962129
10:43:35 2117announce1 2041350835084540

70371239611356962129
10:43:59 2117sendswithdrawal

Fig. 1. Slow convergenceexamplein theInternet

andannounced,6 differentroutesto thedestination,but all these
6 routesendin AS 2129. SinceAS 2129hadlost its route to
thedestination,all these6 routeswereinvalid andwereeventu-
ally discarded.This illustratesthedelayedconvergenceproblem
thatoccursaftera routefailure;similar problemscanalsooccur
whenanAS switchesto analternateroute,i.e., routefailover.

In this paperwe will show how routerscandetectandignore
invalid routesby applyinga setof protocolassertions,thusal-
lowing BGP to converge substantiallyfaster. We have devel-
opeda setof assertionsfor pathvectorroutingprotocolsin gen-
eral, aswell asa setof enhancementsto the generalassertions
that allows BGP to properlyhandlespecialcasessuchaspol-
icy withdrawalsandtraf�c engineering.In our network testbed,
our enhancementsimproved BGP convergencetime for a fail-
urewithdrawal from 30.3secondsto 0.3secondandtheconver-
gencetime aftera routechangeimprovedfrom 64.9secondsto
0.1second.In simulationtestswith a 60-ASnetwork topology,
theconvergencetime after a failure withdrawal improvedfrom
337.0secondsto 19.5secondsandtheconvergencetime aftera
routefailover improvedfrom 471.2secondsto 93.9seconds.

I I . PREVIOUS WORK

Current BGP implementationsexplore a potentially large
numberof backuprouteswhen a failure occursand many of
thesebackuproutesarealreadyinvalid. Analysisin [2] showed
that, in the theoreticallyworst case,a fully connected
 -AS
systemmight explore all ( 
�� ) possiblepathsbeforeBGP con-
vergedon a new setof stableroutes. Sinceduring this proce-
dure, a changedroute is likely to changeagain in a brief in-



terval[4], BGP includesan updaterate-limiting timer to allow
BGProutersto `pack” consecutive updates[4]. TheBGPspec-
i�cation [1] requiresthat a minimum amountof time, denoted
MinRouteAdver, mustelapsebetweenrouteadvertisementsfor
a speci�c destination. Therefore,if a route changesmultiple
timesduring a ��� 
������
	���
�������� period,only the last change
shouldbeannounced.Simulationresultsby Grif�n et al [5] il-
lustratedthe necessityof having the ��� 
������
	���
�������� timer:
setting ��� 
�������	���
�������� to be 0 would lead to not only un-
acceptablylargenumberof updatesbut alsounacceptablylong
convergencetime.

Despiteof deploymentof ��� 
�������	���
�������� timer, Labovitz
etal[2] foundthatroutefailoversandroutefailuresstill resulted
in a signi�cant delay. This delay averagedthreeminutesand
somechangestookupto 15minutesin thecurrentInternet.Fur-
therexperimentsandanalysisby Labovitz et al [6] showedthat
the time complexity of Internet failover convergenceis upper
boundedby ��������� 
������
	���
�������� � , where� is thelengthof the
longestpossiblebackupAS pathbetweenthesourceanddesti-
nationnode.

Onepreviously reportedeffort to improve BGP convergence
time is thesendersideloopdetectionapproachproposedby [?].
Their simulationresultsshow that in a 7-nodefully connected
topology, this approachimproved the convergencetime from
120secondsto 30 seconds.However, Grif�n et al [5] observed
thatin general,this approachreducestheconvergencetimeonly
by a limited amount.They alsoobservedthat for eachspeci�c
network topologythey simulated,thereis an optimal valuefor

��� 
������
	���
�������� thatminimizestheconvergencetime. How-
ever, this optimal valuevariesfrom network to network, there-
foresearchingfor optimal ��� 
������
	���
�������� cannotbeageneral
mechanismfor improving BGPconvergence.

In thispaper, wepresentanew techniquethatcansubstantially
reduceBGPconvergencetime. It shouldbenotedthat,because
BGPallowseachAS to independentlyformulateits routingpoli-
cies,BGPmight neverconvergeonany stableroutes[7], [8]. In
this paperwe assumethat any routechangewill eventuallyre-
sult in anew stablerouteif oneexists,or resultin thedestination
beingdeclaredunreachable.

I I I . ASSERTIONS FOR IMPROVING ROUTING

CONVERGENCE IN SIMPLE PATH VECTOR PROTOCOLS

We de�ne a routeconvergenceperiodastheperiodthatstarts
whena previously stablerouteto somedestination! becomes
invalid and endswhen the network hasobtaineda new stable
route for ! (or when ! hasbeencorrectlydeclaredunreach-
able). We measurethe length of the convergenceperiod and
thenumberof intermediateroutechangesthatoccurduring the
convergenceperiod.Dueto factorssuchasprocessingandprop-
agationdelay, any failure or routechangewill take sometime
to propagatethroughthenetwork, andat eachroutertherewill
beat leastoneroutechangesincetheprevious(andnow invalid)
routemustberemoved.Wesaythataslow convergenceproblem

occursif any invalid routesareadoptedby somerouterduringa
routeconvergenceperiod;an invalid routeis de�ned asa route
thatdoesnot reachthedestination,andthis de�nition is formal-
izedin De�nition 2.

In [9], [10], [11], [12], theconvergencepropertiesof distance
vector routing algorithmswere improved by exploiting the re-
lationshipsbetweenrouteslearnedfrom differentneighborsand
usingthisinformationtodetectinvalid routes.Similarly, welook
for relationshipsbetweenpathvectorroutesandusetheserela-
tionshipsto detectinvalid routes.Theresultingapproachallows
arouterto discard(invalid) transientroutesthatmightoccurdur-
ing the routeconvergenceperiod. This approachreducesboth
theconvergencetime andthetotal numberof routeupdatemes-
sages.

In orderto clearlypresentthebasicconceptof our approach,
wewill �rst introduceaSimplePathVectorProtocolmodel.

De�nition 1: SimplePath VectorProtocol(SPVP)A Simple
PathVectorProtocol(SPVP)is thepathvectorprotocolin which
eachnodeselectsandusesonlyoneof its availablepathsto each
destinationand advertisesto its neighborsonly the route it is
using. That is, in SPVP, a nodewill advertiseto its neighbors
only onesinglepathto eachdestination.Thelatestpathreceived
from eachneighbornodereplacesthepreviouspathsentby the
sameneighborandis keptasa candidatefor pathselection.If
this new pathresultsin a routechange,thenthenewly selected
pathis sentto neighbors.Whena nodelosesall thepathsto the
destination,it sendsanemptypathto its neighborsto withdraw
thepaththatit sentbefore.

An AS might beroughlyviewedasa nodein SPVP, thusthe
�
"�	$# advertisedby SPVPis roughlyequivalentto theAS Paths
in BGP. However, aswe will show in SectionIV, SPVPdiffers
from BGP in a numberof importantaspects.To handlethese
differences,SectionIV developsa set of enhancementsto the
generalassertionsthatwe derive in this section.

A. ConsistencyTheoremfor SPVP

To illustrate the relationship between different paths in
%'&)(*&

, let usassumethatnode� haslearnedtwo pathsto desti-
nation ! . Neighbor+-, is advertisingthepath �.+-, /0
1/023/54�/0!6�

andneighbor +87 is advertising �.+879/0:;/026/0<=/5>?/0!6� . By com-
paringthesetwo paths,onecanconcludethatthey arenotconsis-
tent. If onebelieves+

, , then 2 'spathto ! shouldbe �.26/@4�/@!6� .
If onebelieves +

7 , then 2 's pathto ! shouldbe �.23/@<A/B>C/@!6� .
Since 2 canonly advertiseonepathto ! , either +

, or +
7 (or

evenboth)mustbeadvertisinganinvalid pathto ! . We formal-
ize theaboveideain thefollowing.

In the discussion of this section, let �
"�	$#D�E+F,�/@!6�HG

�.+-,�/

&

, /

&

7�/�IJIKIJ/

&ML

/@!6� bethelastpathto ! reportedby +F, and
let ��"�	$#D�E+

7
/@!6��GN�E+

7
/@O

,
/@O

7
/PIKIJIK/@O*Q1/0!6� be the lastpathto

! reportedby +
7 . Accordingto thede�nition of

%'&)()&

, each
node

&SR

canonly useonepath,denoted�
"�	$#M�

&'R

/@!6� . For each
�5/PTVUW�FU 
 , �
"�	$#M�.+

,
/0!6� canbe written as �
"�	$#D�E+

,
/

&MR

�AX

�
"�	$#
Y[Z��

&MR

/@!6� , where��"�	$#
Y'Z��

&SR

/0!6� re�ects +
, 's lastreported



view of thepathfrom
& R

to ! , andit is correctonly if it equals
to �
"�	$#M�

& R

/@!6� .
De�nition 2: Valid Path. �
"�	$#M�.+ , /0!6� is valid if andonly if

�
"�	$#
Y[Z �

&SR

/@!6�CG �
"�	$#M�

&SR

/@!6� for all �@/�T8U �?U 
 . Otherwise,
it is invalid.
In other words, �
"�	$#M�.+ , /0!6� is valid if and only if its view
of the path from each

& R

to ! is correct. The empty path,
�
"�	$#M�.+-,�/0! � G +

�����

, is always valid sinceit only re�ects
that + , doesnot know a pathto ! .

De�nition 3: Path Consistency. �
"�	$#M�.+ , /0!6� and
�
"�	$#M�.+ 7 /0! � are consistent if one of the following consis-
tency conditionsis satis�ed:

1) Two emptypathsareconsistent.
2) Two non-emptypathswith nocommonnode(notcounting

thedestination)betweenthemareconsistent.
3) Empty �
"�	$#M�.+ , /@!6� is consistent with non-empty

��"�	$#D�E+ 7 /@!6� if + ,�� G O

R

, for all �@/�T�U � U�� .
4) Two non-empty paths ��"�	$#D�E+-, /0!6� and �
"�	$#M�.+879/0! �

intersect at nodes
&
	

G O

R

are consistent if
��"�	$#

Y
Z��

&�	

/0! � G ��"�	$#
Y
�

�EO

R

/0!6� .
Theorem1: If two pathsare both valid, then they must be

consistent.
Proof: The theoremis a natural result of the de�nitions of
consistentpathsand valid paths. Suppose��"�	$#D�E+

,
/0!6� and

�
"�	$#M�.+
7

/0! � arebothvalid paths.
1) If bothof themareemptyor neitheris emptybut they do

not intersect,they areconsistentaccordingto the�rst and
thesecondconsistency conditions.

2) Consider the case that ��"�	$#M�.+F,�/@!6� G +

�����

and
��"�	$#D�E+179/@!6�

�
G +

�����

. Because�
"�	$#M�.+87�/0!6� is valid,
��"�	$#

Y
�
�EO

R

/0! � G �
"�	$#M�EO

R

/0!6�
�

G +

�����

is the cor-
rect view of the path from O

R

to ! . On the other
hand, �
"�	$#M�.+

,
/@!6� G +

�����

is also the correct view
of the path. Therefore, +

,��
G O

R

, becauseotherwise
��"�	$#D� O

R

/@!6��G �
"�	$#D�E+
,

/0!6��G +

�����

leadsto contra-
dicts. �
"�	$#M�.+

,
/@!6� and ��"�	$#D�E+

7
/@!6� are consistentac-

cordingto thethird consistency condition.
3) In the casethat neitherof two pathsis empty and they

intersectat nodes
&

	

G O

R

G�� , thenit mustbetruethat
��"�	$#

Y
Z��

&�	

/0! � G ��"�	$#D� ��/0!6� G �
"�	$#
Y��

� O

R

/@!6� since
��"�	$#D�E+ ,�/@!6� and ��"�	$#M�.+879/@!6� arevalid paths.They are
consistentaccordingto thefourthconsistency condition.

Sincein all possiblecasestwo valid pathsare consistent,the
theoremholds.

In caseof two pathsbeinginconsistent,Theorem1 offersno
indicationof whichoneis invalid or whetherbothareinvalid. In
thefollowingsection,wepresentapracticalapproachfor consis-
tency checkingby applyingthis theoremto certainspeci�cally
restrictedcases.

B. RestrictedCaseof ConsistencyTheorem

WeonlyapplyTheorem1to therestrictedcasewherenode+
,

appearsin �
"�	$#M�.+
7

/0!6� . In this particularcase,we claim that
informationreceived directly from +

, shouldtake precedence

X

R

N2

N1

Y

D

(a) �

� in �����������

��� �"!

N1

N2

D

XR

(b) �

� not in �����������

�#� �"!

Fig. 2. Examplenetwork topologies

over informationabout + , that wasreceived indirectly via + 7

if they areinconsistent.If thepathsarenot consistent,we mark
thepathfrom + 7 asaninfeasiblepath.

De�nition 4: Inf easible Path. If ��"�	$#M�.+ , /0��� and
�
"�	$#M�.+

7
/0��� are not consistentand +

,
G O

R

for some
�5/PT�U � U$� , ��"�	$#M�.+

7
/@!6� is infeasible.

An infeasiblepathis not necessarilyan invalid path,but we
requirethataninfeasiblepathnotbeselectedasthebestpathto

! , asexplainedbelow.
Take Figure 2(a) as an example,supposethe link between

+ , and ! just went down, and � 's neighbor +F, is adver-
tising the path �.+

,
/$:;/@<A/@!6� and anotherneighbor +

7 is ad-
vertisingthe path �.+

7
/0+

,
/@!6� . Thesepathsare � 
�% � 

&��'&�	�� 
 	

becausethey intersecteachother at +
, and �.+

,
/$: /0<=/0!6� G

�
"�	$#
Y[Z��E+
,

/0!6�
�

G �
"�	$#
Y
�

�E+
,

/0!6�3G �.+
,

/0! � . The intuition
behindour approachsaysthat the path �.+

,
/$: /0<=/0!6� that was

learneddirectly from +
, shouldtake precedenceover the path

�.+
,

/@!6� that was learnedindirectly from +
7 . Therefore,the

path �E+
7

/0+
,

/0! � is markedasinfeasibleandshouldnot bese-
lectedasthebestpathto ! . If later � receivesfrom +

7 a path
�.+879/@+ ,�/0:;/0<=/0! � , which is consistentwith �
"�	$#M�.+F,�/0!6� , the
infeasiblemarkis cleared.

Note that even though the information from +
, is usually

preferred,it is still possiblethat the information from +
7 is

valid. Supposein Figure 2(a), both +
, and +

7 have con-
vergedon the new pathsafter the link failure between+3, and

! . So ��"�	$#M�.+-,�/@!6� G �.+-,�/$: /0<=/0!6� , and �
"�	$#M�.+87 /@!6� G

�.+879/@+ ,�/0:;/0<=/0! � , and they are consistent. Now supposethe
link between+-, and ! comesup,so +-, advertises�.+-, /@!6� to
both � and +87 . Supposethat the link between+F, and � are
soslow that +

7 receivesthis new pathandits advertisementof
thenew path��"�	$#M�.+

7
/0!6�=G �E+

7
/0+

,
/0!6� reaches� beforethe

updatefrom +
, does.Now, � has��"�	$#D�E+

7
/@!6� G �.+

7
/0+

,
/0! �

and ��"�	$#M�.+
,

/@!6�8G �.+
,

/0:;/0<=/0!6� , andthis leadsto the same
inconsistency of thepreviousexample.However, in thisexample
path �.+

7
/@+

,
/@!6� is valid, soit shouldnot beremovedalthough

it is markedasinfeasible.
This examplegivesa scenariowhereindirectly learnedinfor-

mationre�ects the latestpathchanges,but this canonly occur
if thereis alsoa pendingupdatefrom +

, thatwould correctthe



con�ict with +87 andclearthe infeasiblemark. The maximum
amountof time that +87 's pathwill bemarkedinfeasibleandig-
noredis boundedby thetime requiredfor thependingupdateto
arrivefrom + , . Therefore,it will notbemarkedasinfeasiblefor
aninde�nitely longperiodof time.

An infeasiblepath is ignoredduring the path selectionpro-
cess. On one hand,if the path advertisedby + 7 was invalid,
thenignoringthis pathavoidsanincorrectpathchangeandpre-
ventsan invalid pathfrom beingadvertisedto otherneighbors.
On the other hand, even if a valid path advertisedby +-7 is
marked as infeasibleand is being ignored,its impacton rout-
ing convergenceis still positive aslong asall the nodesfollow
theshortestpathlengthrule in selectingpaths.Thetemporarily
ignoredpathfrom + 7 's is not the bestpathto ! after the net-
work stabilizes,because�
"�	$#M�.+ , /@!6� G �E+ , /0!6� is shorterthan

�
"�	$#M�.+ 7 /0+ , � X���"�	$#D�E+ , /0! � . By ignoring + 7 'spath,therouter
is ignoringa paththatwould changeassoonasthependingup-
datefrom + , arrives.

Notealsothatsomeinvalid pathsmight benot invalidatedby
this approach. Take Figure 2(b) as an example,and suppose
the link between: and ! fails, thus ! is not reachablefor : ,

+
, , +

7 and � . : will sendwithdrawals to both +
, and +

7 .
After receiving : 's withdrawals, +

, and +
7 will alsosendout

withdrawal sinceall of their pathsgo through : . Now suppose
+ , 's withdrawal reaches� before +87 's does. � cannotmark

�
"�	$#M�.+879/0! � G �E+179/0:;/0! � asinfeasiblealthough�
"�	$#M�.+ 79/0! �

is alreadyinvalid, since +F, doesnot appearin �
"�	$#M�.+87�/0!6� .
Then �
"�	$#D�E+17�/0!6� is selectedas the bestpathby � , and if �

haspeersother than +-, and +87 , ��"�	$#D�E+17 /@!6� may be further
propagated.� will recognize! is not reachableafterreceiving

+
7 'swithdrawal.
Theaboveapproachis formalizedinto thefollowing two Con-

sistencyAssertionsfor
%'&)(*&

.

C. RouteWithdrawalandRouteChangeAssertions

In
%'&)()&

, assumenode � has neighbors +
,

/0+
7

/PIKIKIJ/@+

L

,
�
"�	$#M�.+

R

/0! � is thelastpathto ! reportedby neighbor+

R

.
De�nition 5: RouteWithdrawal Assertion. If the latestup-

dateis that +�������� withdraws its path to ! (�
"�	$#M�.+��������@/0!6� G

+

�����

), thenmark �
"�	$#M�.+

R

/0!6� asinfeasibleif +����	��� appears
in �
"�	$#M�.+

R

/0! � .
Thatis, uponreceiving anwithdrawal, we checkwhetherany

existingpathto ! is inconsistentwith this withdrawal. If so,we
marktheexistingpathasinfeasible.

Notealsothat theWithdrawal Assertionis not appliedasthe
resultof link failure. For example,supposethe link between�

and +
, in Figure2(a) fails. � will thenremove ��"�	$#M�.+

,
/0!6� ,

but this is not equivalent to a withdrawal from +
, . After this

link failure, �E� /0+




/0+ T�/0!6� is a valid backuproute that still
indirectlygoesthrough+F, .

De�nition 6: RouteChangeAssertion.If thelatestupdateis
that +���
��

L����

advertises��"�	$#M�.+���
��

L����

/@!6� , dothefollowing:

� If + ��
��

L����

appears in ��"�	$#M�.+

R

/0!6� and
��"�	$# Y�� �.+ ��
��

L����

/0!6� �G �
"�	$#D�E+ ��
��

L����

/@!6� , then mark
��"�	$#D�E+

R

/@!6� asinfeasible.
� If +

R

appears in the �
"�	$#M�.+���
��

L����

/@!6� and
��"�	$# Y���� �"!�#�$ �.+

R

/@!6� �G ��"�	$#D�E+

R

/@!6� , then mark
��"�	$#D�E+%��
��

L����

/0! � asinfeasible.
Upon receiving a new path,oneusesthe new path to check

the feasibility of existing paths. Second,the existing pathsare
usedto checkthefeasibilityof thenew route.Detailsonhow to
implementthesetwo assertionsarepresentedin SectionV.

IV. ENHANCED ASSERTIONS FOR BGP

Theorem1 andRouteWithdrawal/ChangeAssertionsin Sec-
tion III provide mechanismsfor improving the convergenceof

%'&)(*&

. However, BGPdoesnot �t completelyinto the
% &)(*&

model. Onemay consideran AS asa nodein
%'&)(1&

, but in
BGP there is typically more than one BGP router in an AS.
Neighboringroutersin thesameAS arecallediBGP peers and
neighboringroutersin otherASesarecalledeBGPpeers. BGP
peersdiffer from theSPVPmodeldueto traf�c engineering, AS
partition, policy withdraw. Detailson how to addresstheseis-
suesarediscussedin therestof thissection.

A. Logical AS:SignalTraf�c Engineering

OneAS, throughmultiple BGProuters,mayadvertisemulti-
ple routesto onesingledestinationin theInternet.For example
theOregonRouteViewsServer[13] showsthaton6/8/2001,AS
701announcedtwo differentroutesto pre�x 169.131.0.0/16,in
anattemptto betterengineerthetraf�c to this destination.As a
result,AS1 hadlearnedtheroute(70160794527)andAS1740
hadlearnedthe route(701 63474527). Furtheranalysisof the
datashows that56,081out of 121,602pre�xes,and125out of
11,514ASesin the Internetare involved in traf�c engineering
from 07/10/2001to 07/18/2001.

Assumption1: OnesingleBGP routercanonly advertiseto
its peersonesinglerouteto onedestination.

While AS traf�c engineeringdoesoccur, Assumption1 re-
mainstrue in the Internet[1] and is the basisof the enhanced
consistency assertionsfor BGP. To signal AS traf�c engineer-
ing, we attachanadditionalattribute to theroute: the ID of the
Entry Router, i.e., therouterwho receivestheroutefrom eBGP
peersor originatestherouteby itself.

In general,within oneAS : therearemultiple routesavail-
ableto adestination� . Whenthereis traf�c engineeringfor � in
AS : , differentBGProutersmayselectandadvertisedifferent
bestroutes. In this case,AS : is virtually divided into multi-
ple logical ASesaccordingto the & 
 	 ��' �����
	���� ( �)(�! ) of the
selectedroute. Eachlogical AS is uniquelyidenti�ed in theIn-
ternetby the2-tuple( : , �)(�! ). All theBGP routersin AS :

thatselectthebestroutefrom theEntry Router �)(�! belongto
the logical AS * : /0�)(�!,+ . The logical AS is de�ned in the
context of oneparticulardestination,thereforeonerealAS may



have differentdivisionsof the logical ASesfor differentdesti-
nations. No Entry RouterIDis attachedif a routeis not traf�c
engineered,andthelogicalAS is thesameastherealAS.

Assumethat every routerattachesthe & 
 	 ��' ������	�����(�! to
the routeif its AS is performingtraf�c engineeringon thedes-
tination. Accordingto Assumption1, oneBGProutercanonly
advertiseto its iBGP peersonerouteto onedestination.There-
fore,all therouterswithin a logicalAS canonly use(andadver-
tise to their peers)onesinglerouteto onedestination.Herewe
can�nd thatthelogicalAS concept�ts well into

%'&)()&

model.
By taking a logical AS as a nodein

%'&)(*&

, we can apply
theenhancedde�nitions of Valid Path, ConsistentPaths,Fea-
sible Path. Similarly, we canapply enhancedTheorem1 and
RouteChangeAssertion. Implementationdetailsarediscussed
in SectionV-B andV-C.

B. FailureWithdrawalsandPolicy Withdrawals

SectionIII de�ned anemptypathto bevalid in
%'&)()&

since
it re�ects theneighbornode's latestview thatit cannotreachthe
destination.However, this is not alwaystrue in BGP andthere
aretwo distinctcausesfor aBGPwithdrawal message.A failure
withdrawal occursif anAS haslost its routeto thedestination.
Failure withdrawalscanoccurdueto the failure of a routeim-
portedfrom IGP, the closeof the peeringsessionwith the up-
streampeeradvertisingtheroute,or a withdrawal receivedfrom
theupstreampeer. In all of theseof cases,theexisting routeto
thedestinationis no longervalid andthefailurewithdrawal con-
veys topologyinformation that canbe usedto invalidateother
routes(markthemasinfeasible).

A policywithdrawaloccursif achangein routepolicy causes
anAS to stopadvertisingarouteto someof its neighbors.In this
case,theupstreamrouterstill hasits existingrouteto thedestina-
tion but theupstreamrouterno longermakesthis routeavailable
to somepeer(s).To determinewhetherabackuprouteis feasible,
onemustdistinguishbetweenfailurewithdrawals,whichconvey
new topologyinformation,andpolicy withdrawals,which must
notbeusedto invalidatebackuproutes.

Theenhancedversionof the RouteWithdrawal Assertionis
obtainedby takinga logical AS asa nodein SPVPandlimiting
RouteWithdrawal Assertionssothey only applyto failurewith-
drawal. However, the BGP speci�cationdoesnot differentiate
a failurewithdrawal from a policy withdrawal sowe extendthe
BGP protocol to signal failure/policy withdrawals. Detailson
how to do thisarepresentedin SectionV-D.

C. AddressingtheASPartitions

In somescenarios,anAS maybecomepartitionedinto several
partsdueto failureof internallinks. As a result,routersin dif-
ferentpartitionscouldchoosedifferentroutesto onedestination,
or somerouterscouldlosetherouteto thedestinationwhile oth-
ersstill have theroute.This doesnot �t into the

%'&)(*&

model.
InternetAS partitionsshouldberareandbe�x edquickly, but in
orderto guaranteethecorrectnessof our assertions,oneshould
notapplytheassertionsto any withdrawalsor new routechanges

that resultedfrom AS Partition. We assumethereis alreadya
mechanismto detectAS partition.

In anAS that is doingtraf�c engineeringon therouteto des-
tination considered,oneof its routersmay losea routedue to
the lossof the connectivity to the entry routerof the route. In
this case,thewithdrawal it sendsshouldbesetasa policy with-
drawal, sinceotherroutersin thesamelogicalAS maystill have
theroute. Whena routeradvertisesa new routedueto the loss
of theconnectivity to theEntryRouterof thepreviousroute,the
new routeshouldhave beenalreadyattachedEntry RouterIDof
thenew route.

In anAS thatis notperformingtraf�c engineeringontheroute
to thedestination,oneof its routersmayalsolosea routedueto
AS partition. In this case,a policy withdrawal is sent. Whena
routeradvertisesa new routedueto the lossof theconnectivity
to theEntryRouterof thepreviousroute,theroutershouldattach
theEntryRouterIDof thenew route.Thelocal logicalAS in the
new routewill be treatedasa differentonefrom the logical AS
in former route(withno & 
 	 ��'3�����
	�����(�! attached),thuswill
not invalidatetheformerroutessentby otheriBGPpeers.

V. IMPLEMENTATION IN BGP

Thissectionshowshow theenhancedassertionsfrom Section
IV canbeimplementedin BGP. In orderto signalpolicy/failure
withdrawal andtraf�c engineering,we needto modify theBGP
UPDATE messageformat in a backward compatibleway. We
achieve this by de�ning and using new communityattributes
[14]. The communityattribute is a 32-bit value,normally as-
sociatedwith routeadvertisementsandusedto convey routing
policy information. For example, including a community the
valueof 0xFFFFFF02with a routeadvertisementindicatesthat
therouteshouldnotbeadvertisedto otherpeers.

A. TheBGPRoutingProcess

NeighboringBGProutersexchangemessagesusinglong last-
ing TCP[15] connections.The useof TCP insuresthe reliable
deliveryof messagesandperiodicBGPKEEPALIVE messages
verify that the TCP connectionis functioningproperly. To an-
nouncea routeto somedestination,a BGProutersendsanUP-
DATE message.A routeadvertisementUPDATE messagein-
cludesthedestinationnetwork (NLRI) anda numberof pathat-
tributes, mostnotablytheAS Pathattributethatlists thepathof
ASesusedto reachthe destination.Additional UPDATE mes-
sagesfor this destinationaresentonly if the route's attributes
change1 or if therouteis withdrawn. BGPwithdrawal messages
aresentby listing thedestinationin thewithdrawnroutessection
of anUPDATE message.

A BGP router recordsthe routesreceived from eachof its
peersin a table. The table for peer � is denoted
������)(�2�� ���

andentry 
������)(�2�� ����� �	� indicatestheroutepeer� usesto reach
�

A route refreshcapability[16]hasbeenaddedso a routermay requestthe
re-advertisementof a route.



destination� . After receiving a route advertisementfor desti-
nation � (or a withdrawal for � ), thecorrespondingentry in the


������)(�2 tableis updatedandtheBGPDecisionProcessis run
to determinethe new route to � . For eachpeer �

R

, the router
calculatesa preferencefor 
������)(�2�� �

R

��� � � . If no routesto �

areavailable,therouterwill declarethedestinationunreachable.
Otherwise,thebestrouteto � is installedin therouter's routing
table. If theBGPDecisionProcessresultedin a new routeto �

(or if � hasbecomeunreachable),the routerappliesits routing
policiesandsendstheappropriateUPDATE messageslisting the
new routeto � .

As discussedin SectionII, theBGPstandardrequiresa min-
imum amountof time, MinRouteAdver, must elapsebetween
routeadvertisementsfor a particulardestination.The valueof
MinRouteAdveris recommendedtobe30secondswith arandom
jitter. In orderto avoid long-livedblackholes,this rate-limiting
timerdoesnotapplyto withdrawals[1].

B. Implementationof Logical AS

To signalthata local AS is performingtraf�c engineeringon
theroutesto a destination,eachEntry BGProutershouldattach
an & 
 	 ��'6������	�����(�! communityattribute to the route,whose
formatis de�ned asthefollowing.

ASN F E=0 RID

where 


%

+ is the 2-Byte AS numberof local AS,
�

is the
1-Byte �ag which will take a speci�c valueto indicatethat this
communityattribute will includethe & 
 	 ��' ������	�����(�! Infor-
mation.If the1-bit extension�ag & G�� , theleft 7-bit � (�! �eld
will bethe �����
	�����(�! of therouterwhois creatingthiscommu-
nity attribute. When7-bit � (�! �eld is not enoughto contain
the ������	�����(�! , two consecutive & 
 	 ��'8������	�����(�! community
attributesareattachedin thefollowing format.

ASN F E=1 H-RID

ASN F E=0 L-RID

The �rst community attribute with Flag & G T gives the
higher7 bits of the ������	�����(�! , andthesecondonewith & G��

givesthe lower 7 bits of the�����
	�����(�! , allowing up to 16,256
distinctRouterIDs.

WhenaBGProuterreceivesanroutewith & 
 	 ��'�������	�����(�!

communityattributeandselectsthe route,it shouldnot modify
this attributeandshouldpropagateit whenadvertisingtheroute
to eBGPpeers.

C. ImplementingtheRouteChangeAssertion

In order to implement the Route ChangeAssertion, the
UPDATE processingand route selectionalgorithmsmust be
changed.In thediscussionbelow, thelogical ASnumberof peer

�

R

is denotedas 


%

���

R

� andthelogical ASpathassociatedwith
theroutefrom �

R

to � is denotedas " &0�
"�	$#M���

R

/0��� .
A new table entry, % � 
���� � %B	 & � ����� � � , is addedinto 
������ (�2

to indicatewhethera route is infeasible. If % � 
����.� %B	 & � ����� �	��G

+

�����

, then this routedoesnot con�ict with the routesfrom
any other peer. Otherwise, this route is � 
�� ��" &��
	��.� and

% � 
����.� % 	 & � ����� �	� lists the AS numbersof the con�icting peers.
Theinfeasibleroutescannotbeselectedasthepreferredrouteto
thedestination.

After receiving a routeadvertisementfor destination� from
peer� ��
��

L����

, the 
������)(�2�� � ��
��

L����

��� � � tableentryis updatedand
% � 
����.� % 	 & � � ��
��

L����

��� � � is initially setto +

�����

andthefollowing
modi�ed BGPdecisionprocessis run.

First, the new route is usedto checkthe feasibility of exist-
ing 
������ (�2�� �

R

��� � � entries. If 


%

��� ��
��

L����

�
� " &0�
"�	$#D� �

R

/0���

and " &0�
"�	$#M���

R

/@��� does not end with " &0�
"�	$#M��� ��
��

L����

/@��� ,
then the 


%

� � ��
��

L����

� is added to the set % � 
����.� % 	 & � �

R

��� �	� .
If " &0�
"�	$#D� �

R

/0��� does end with "�&0��"�	$#M��� ��
��

L����

/@��� and



%

��� ��
��

L����

��� %P� 
���� � %B	 & � �

R

��� � � , then 


%

��� ��
��

L����

� is removed
from % � 
����.� %B	 & � �

R

��� � � .
Second,theexisting 
������)(�2�� �

R

��� � � entriesareusedto check
thefeasibilityof thenew route.If 


%

���

R

��� " &0�
"�	$#M��� ��
��

L����

/0���

and "�&0��"�	$#M���
��
��

L����

/0��� doesnot endwith " &0�
"�	$#M���

R

/@��� , then



%

���

R

� is addedto theset % � 
���� � %B	 & � �
��
��

L����

��� � � .
Finally, for the peerswith % � 
���� � %B	 & � �

R

��� �	�6G +

�����

, the
mostpreferredroute is selectedasthe route to � andthe BGP
processcontinuesin thenormalway.

D. ImplementingtheRouteWithdrawalAssertion

After receiving a withdrawal for destination � from peer
�

���	��� , the 
������)(�2�� �
�������

��� �	� tableentry is cleared. If the with-
drawal is a failure withdrawal, and 


%

���
�������

� appearsin any
" &0�
"�	$#D� �

R

/0��� , then 


%

���
�������

� is added to % � 
����.� %B	 & � �

R

��� �	� .



%

��� ���	����� is removed from any % � 
����.� % 	 & � �

	

��� � � that contains
it but 


%

� � ���	���$� doesn't appearin "�&0��"�	$#M���

R

/@��� . If the with-
drawal is a policy withdrawal, 


%

��� �������$� is removed from any
% � 
����.� % 	 & � �

R

��� �	� thatcontainsit.
To signalfailure/policy withdrawal, asimple1-bit withdrawal

type �ag would have beenenough,but thereare no reserved
bits left in the BGP UPDATE message.Instead,a routersig-
nalsa failurewithdrawal by includingafailurewithdrawalcom-
munityattribute(FWCA)(0x88888888,for example)intheBGP
UPDATE message.If theFWCAis not present,thenany with-
drawn routesareassumedto bepolicy withdrawals.

This approachis compatiblewith existing implementations.
If a routerdoesnot implementour approach,it will not include

���

4�
 and its withdrawals will always be consideredpolicy
withdrawals.TheBGPcapabilitynegotiationprocess[17]is also
usedsothat

���

4�
 is only sentto thoserouterswho negotiate
to receive it. Failure withdrawal UPDATEs consistof only a
withdrawn routespart and

���

4�
 , a valid UPDATE format.
Routeannouncementsarenever includedin failure withdrawal
UPDATEsin orderto avoid falselyassociating

���

4�
 with the
announcedroutes.

E. Example

A slightly simpli�ed versionof the example in Figure 1 is
givenbelow to illustratehow ourenhancedBGPimplementation
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Fig. 3. An exampleto illustratehow theRouteWithdrawal Assertionworks

peer AS Path Con�icts
p2129 2129 NULL
p5696 56962129 NULL
p1 1 56962129 NULL

(a) Initial ���������
	 values

peer AS Path Con�icts
p2129 NULL NULL
p5696 56962129 2129
p1 1 56962129 2129

(b) After afailurewithdrawal by AS 2129

peer AS Path Con�icts
p2129 NULL NULL
p5696 56962129 NULL
p1 1 56962129 NULL

(c) After apolicy withdrawal by AS 2129

Fig. 4. ���������
	 valuesof router � afterfailureandpolicy withdrawals

would improveBGProuteconvergence.This exampledoesnot
involvetraf�c engineeringor AS partition,but doesconsiderthe
policy withdrawal. In a network with topologyshown in Figure
3, AS 2117learneda routeto � from AS 2129.WhenAS 2129
senta withdrawal for � , AS 2117 �rst tried the routewith AS
path(5696,2129). Whenthat routewaswithdrawn, AS 2117
tried the route with AS path (1, 5696, 2129). For simplicity,
let � bea routerin AS 2117andassumethat � hasthreepeers:
peer �




T



�

in AS 2129,peer ���
�

�

� in AS 5696,andpeer �MT

in AS 1. Initially, � uses�




T



�

to reachdestination� andthe
corresponding
������)(�2 entriesareshown in Figure4(a).

Now supposethat �




T


��

sendsa failure withdrawal for � .
This failurewithdrawal createscon�icts for the(invalid) backup
routessinceboth of the routesrely on AS 2129. The resulting


������)(�2 table is shown in Figure4(b). Sincethe two backup
routescontaincon�icts, neithercanbeselectedandrouter � de-
clares� to beunreachable.SinceAS 2129'srouteto � hasfailed,
eventuallyAS 5696andAS 1 will withdraw theirroutesto � and
thecon�icts will beremoved.With only oneroutechange(cur-
rent path to unreachable)and virtually no delay, router � has

correctlydeterminedthat � is unreachable.
Now supposethat AS 2129implementsa policy changeand

no longeradvertisestheroutefor � to AS 2117.In this caseAS
2129canstill reach� , but thelink betweenAS 2117to AS 2129
canno longerbe usedto reach � . The policy withdrawal will
not generateany con�icts androuter � canswitch to the(valid)
backuproute via peer �����

�

� . The resulting 
������)(�2 table is
shown in Figure4(c).

VI . TESTBED DEPLOYMENT AND SIMULATION RESULTS

To test the BGP convergenceassertions,the assertionswere
implementedin MRTD[18] routing software and deployed in
theFNIISC project's BGPtestbed[19].In addition,simulations
wereusedto explore large topologiesthat couldnot be created
in the testbed.The resultsshow a substantialreductionin both
convergencetimeandnumberof updatemessagesexchanged.

A. Deploymentin theTestbed

The testbedtopology is shown in Figure 5 and eachrouter
belongsto a differentAS. Routers
 , 2 , 4 and ! ran the en-
hancedMRTD that implementsour approach. Routers � , ( ,
and � ran the original MRTD. Currently MRTD applies the

��� 
������
	���
�������� timer to thewithdrawalsandusessenderside
loop detectionapproachdescribedin Section II. Neither of
thesetwo approachesis commonlyimplementedin commercial
routers[2].Therefore,weturnedoff bothof themin all routersin
thetestbedin orderto clearlycompareourapproachwith results
achievedusingcommercialrouters.

To inject routefailures, � �rst announceda routeto a desti-
nation � . Two minuteslater, theroutewaswithdrawn. To inject
routechanges,� �rst announceda shortpath,thenannounced
a much longerbackuproutes. The experimentswererepeated
many timesto gettheaverageresults,which aresummarizedin
theFigure6.

In theseexperiments,as soonas 2 , 4 and ! received the
failurewithdrawalsfrom 
 , they would �nd thatall thebackup
routescontaincon�icts anddeclarethe destinationasunreach-
able. Similarly, as soon as 2 , 4 , and ! received the route
changesfrom A, they would �nd thatall thebackuproutescon-
tain con�icts and concludethe bestroutesare the new routes
they received. Becausethe invalid routeswere immediately
markedasinfeasibleafterreceivingtheroutewithdrawalor route
change,the ��� 
�������	���
�������� timerdid notaffect theenhanced
BGPin this experimentandtherewasa substantialreductionin
theconvergencetime.

In orderto furthertestthecompatibilityof ourenhancedBGP
and other BGP routers,we deployed the enhancedMRTD on
theCAIRN Testbed[20].TheCAIRN testbedpeerswith there-
searchInternetandno deploymentproblemswereencountered
duringa weeklong test.
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Fig. 5. ExperimentTestbedTopology

OriginalBGP EnhancedBGP
Convergencetime: 30.3seconds 0.3second
Numberof Messages: 24 12

(a) Resultsfor routefailure

Original BGP EnhancedBGP
Convergencetime: 64.9seconds 0.1second
Numberof Messages: 24 12

(b) Resultsfor routefailover
Fig. 6. TestbedExperimentResults

B. SimulationResults

1) Simulation Setup: We implementedour assertionsin
the BGP protocolof SSFnetsimulator[21]. We con�gured all

��� 
������
	���
�������� timerswith 30 secondsandset the link de-
lays to be0.01second.TheCPUprocessingtime of eachmes-
sagewasrandomlygeneratedduring simulationto be between
0.01and0.05second.The total delayfor processingonemes-
sagewasits CPUprocessingtime plus thesumof delaysof all
theothermessagesthatarrivedbeforethismessage.

To generatethetopologiesusedin thesimulation,we �rst ob-
tainedaBGProutingtablefrom theOregonRouteViewsserver
[13]. Thenwe inferredBGP peeringrelationshipbasedon the
AS Path attributesin the BGP routes. For example,if a route
to a pre�x � hasthe AS Path (1239,6453,4621),we consider
AS6453 to have two BGP peers,AS1239 and AS4621. We
also mark AS6453as a Transit AS sincepackets to and from
AS4621maytraversethroughit (notethatAS1239is alsoatran-
sit AS). If anAS doesnotappearto bea transitAS in any of the
routes,we considerit a StubAS. TransitASesareusuallyISPs
(e.g. AS1239is Sprint), while stub ASesare networks at the
edgesof the Internetsuchassmall organizationsanduniversi-
ties. Next, we randomlyselected�

�

of thestubASesandcon-
structeda topologycontainingthesestubASesandtheir peers,
with thepeeringrelationshipamongthemcompletelypreserved.
WeprunedtransitASeswith too few peersto getthe�nal topol-
ogy. For thesimulation,wemodeledonly onerouterin eachAS
andthusno traf�c engineeringor AS partitionoccurred.

Weransimulationsfor network topologysizes10,15,20, ����� ,
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Fig. 7. Comparisonof original andenhancedBGPfor routefailures

60. For eachnetwork size,werandomlygenerated5 topologies;
for eachtopology, werandomlychoseonestubAS astheorigin
ASof thedestination3 times. Therefore,eachdatapoint in the
resultsis theaverageof 15 simulationruns.We simulatedroute
failure and route failover, andmeasuredboth the convergence
time and the numberof updatemessages.It shouldbe noted
thatboththeRouteWithdrawal AssertionandtheRouteChange
Assertionapplyto all thesimulations.

2) RouteFailure: To simulateroute failure, we randomly
selectedonestubAS with degree1 (i.e. a stubAS with only
onepeerconnectingit to network). This AS �rst announceda
routeto its peer, andafter thewholenetwork hadconvergedon
this route, the stubAS withdrew the route. We comparedthe
convergencetime andnumberof updatesof original BGP with
theenhancedBGP, asshown in Figure7(a)and7(b).

The convergencetime and the numberof updatemessages
for originalBGPincreasesgreatlyasthenetwork sizeincreases.
OriginalBGPexploresall thebackuproutesbeforeconvergence.
Therefore,asthenetwork sizeincreases,morebackuproutesbe-
comeavailableandthenumberof routechangesalsogrows. A
new route changehasto wait for the ��� 
������
	���
�������� timer
to expire beforeit canbesentout, thereforemoreroutechange
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Fig. 8. Comparisonof originalandenhancedBGPfor routefailovers

leadsto muchlongerconvergencetime. Theconvergencedelay
is exaggeratedby thefact thatmoremessageswill incur longer
CPUprocessingtime thuslongerdelay.

As shown in Figure7(a),theenhancedBGPimprovesthecon-
vergencetime substantially. For example,in a 60-AStopology,
theconvergencetimeis reducedfrom 337.0secondsto 19.5sec-
onds. However, asthenetwork sizeincreases,theconvergence
timeof enhancedBGPdoesincreasefrom 0.48secondin 10-AS
networksto 19.5secondsin 60-ASnetworks.Weattributethisto
two factors.First,thenetwork diameteralsoincreasesasthenet-
work sizeincreases,resultingin longerpropagationdelayfrom
theorigin AS to thefarthestAS. Thesecondfactoris thatmore
updatemessageincurslongerdelayandthenumberof messages
doesincreasea lot for thereasondescribedbelow.

Figure7(b)showsthatthenumberof messagesalsoimproves
in enhancedBGPcomparedto original BGP. However, this im-
provementis not as dramaticas the reductionin convergence
time. For example,in 60-ASnetworks,thenumberof messages
is reducedfrom 3766to 1419.Onemajorreasonis that remov-
ing a single updatemay cut convergencetime by 30 seconds.
A secondreasonis that ��� 
�������	���
�������� timer may have al-
readyqueuedandthenreducedthenumberof updatessubstan-
tially asdescribedin sectionII, in both original andenhanced

BGP. A third reasonis that even with Withdrawal Assertion,it
is still possiblethat an invalid routeis selectedandpropagated
asshown in SectionIII-B. Finally notealsothatour assertions
only reducethe numberof invalid updatemessages,but many
valid updatemessages(e.g.withdrawals in route failures)still
needto bepropagatedto achieve andcon�rm convergence.We
con�rmed aboveanalysisby studyingsimulationlog �les.

3) RouteFailover: In orderto measuretheroutechangeas-
sertion,we simulatedcurrentInternetmultihomingpracticeand
createda routefailover similar to theonedescribedin [2]. We
�rst randomlyselectedonestubAS with degree2. This multi-
homedstubAS announcedoneshort(primary) routeto oneof
its two peersandannouncedamuchlonger(backup)routeto the
otherpeer. The backuprouteis createdby prependingthestub
AS's number30 times,makingtheroutelong enoughto ensure
that every AS in the network would alwaysprefer the primary
route.Whentheprimaryroutewaswithdrawn, only thebackup
pathremainedavailableandtheroutersconvergeto thebackup
path.Wecomparedtheconvergencetimeandnumberof updates
of originalBGPwith theenhancedBGP, asshown in Figure8(a)
and8(b).

Substantialreductionsof convergencetime and numberof
messagesareachievedin enhancedBGP. For example,thecon-
vergencetimeis reducedfrom471.2secondsto93.9secondsand
numberof messagesis reducedfrom 4732to 2183in a 60-AS
network. While the convergencetime for original BGP grows
rapidly asthenetwork sizeincreases,theconvergencetime for
theenhancedBGPgrowsslowly andis usuallybetween30 sec-
ondsand about90 seconds.Studyof the simulationlog �les
shows that convergencetime for one single simulationrun is
usuallyabouta multiple of 30 seconds(note this is due to the
30second��� 
�������	���
�������� timer).

Theseconvergencetimesarelongerthanthoseseenin route
failure experiments. In route failover, ASeshave to propagate
route announcementsas opposedto propagatingwithdrawals.
This is an importantdistinctionsincerouteupdatesarelimited
by the ��� 
������
	���
�������� timer, but the withdrawals are not.
Therefore,the ��� 
������
	���
�������� timer plays more important
role in routefailoversandreducesthe improvementof conver-
gencetime.

This is illustratedby Figure 9, in which a point � �D/	' � rep-
resentsthat at time � , totally ' percentof the ASeshave con-
verged.A jump of thecurvemeansthata largenumberof ASes
convergein ashortperiod.Thejumpsfor routefailuresin Figure
9(a)aremoresigni�cant thanthoseof routefailoversin Figure
9(b),for bothoriginalBGPandenhancedBGP. In routefailures,
assoonasanAS converges,it cansendout a withdrawal to its
peers,leadingto moreconvergenceandresultingthehugejump
of thecurve. However in routefailovers,eventhoughanAS has
converged,it cannotsendtheupdateoutuntil ��� 
�������	���
��������

timer expires. This coulddelaytheconvergenceof its peersby
up to 30seconds.

4) Discussion: Thereareseveralsimpli�cations in our sim-
ulations. We useonly one router in one AS and thus do not
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Fig. 9. Comparisonof cumulative convergencepercentfor routefailureandroutefailover

include the impactof (

�*&

, traf�c engineering,andAS parti-
tion. Thesimulatedlink delaysmaynot a realisticapproximate
of the link delaysin the Internet. During simulation,we also
observedthatdifferentcon�gurationsof CPU processingdelay
leadto slightly differentresults,thusabetterestimatemodelfor
it could be studied. Finally, althoughthe network topology is
derived from BGP routing table, its resemblanceto the actual
Internetcouldbestudiedmoreclosely.

VI I . SUMMARY

Insteadof blindly acceptingall BGPUPDATEs,ourbasicap-
proachis to let a router checkroute consistency using the in-
formationit haslearnedfrom previous updatesandfrom other
neighbors.In particular, in this work we usedthe information
provided in the AS path to de�ne routeconsistency assertions
andusedtheseassertionsto identify infeasibleroutes. By tak-
ing this broaderview andexploiting the relationshipsbetween
routes,we were able to substantiallyreducethe BGP conver-
gencetime,asshown in our simulationresults.

In this paperwe showedhow to implementour assertionsin
BGPandveri�ed ourdesignby developinga backwardcompat-
ible implementationof theMRTD routingsoftware.We demon-
strated,throughbothsimulationandmeasurementoverourBGP
testbed,thatourapproachreducestheBGPconvergencetimeby
up to 1 to 2 ordersof magnitude.

Futurework includesderiving traf�c engineeringinformation
from OregonRouteViews Server andusingthis informationin
simulationsandin experimentsontestbedswith largerandmore
complex topologies.

VI I I . ACKNOWLEDGMENTS

We would like to expressour appreciationto thepeoplewho
reviewedanearlyversionof this paperandpointedtheneedto
accommodatetraf�c engineeringandAS partitionwhile solving
the routing convergenceproblem. We alsowould like to thank
the anonymousreviewersof this paperfor their valuablecom-
ments.

REFERENCES

[1] Y. Rekhterand T. Li, “Border Gateway Protocol4,” RFC 1771, SRI
Network InformationCenter, July1995.

[2] C. Labovitz, A. Ahuja,A. Bose,andF. Jahanian,“DelayedInternetRout-
ing Convergence,” in Proceedingsof ACM Sigcomm, Aug. 2000.

[3] C. Labovitz, “Delayed Internet Routing Convergence,”
http://www.research.microsoft.com/labovit/, Aug. 2000.

[4] ChristianHuitema,Routingin theInternet, Prentice-Hall,2000.
[5] T. Grif�n andB. Premore,“An ExperimentalAnalysisof BGPCvergence

Time,” in Proceedingsof ICNP, Nov. 2001.
[6] C. Labovitz, R. Wattenhofer, S.Venkatachary, andA. Ahuja, “The Impact

of InternetPolicy and Topology on DelayedRouting Convergence,” in
Proceedingsof IEEEINFOCOMM, Apr. 2001.

[7] K. Varadhan,R. Govindan,andD. Estrin, “PersistentRouteOscillations
in Inter-DomainRouting,” Tech.Rep.96631,SRI Network Information
Center, Feb. 1996.

[8] T. Grif�n andG. Wilfong, “An Analysisof BGPConvergenceProperties,”
in Proceedingsof ACM Sigcomm, 1999.

[9] J.JGarcia-Lunes-AcevesandS.Murthy, “A Loop-FreePath-FindingAlo-
girthm: Speci�cation,Veri�cation andComplexity,” in Proceedingsof the
IEEEINFOCOM, Apr. 1995.

[10] PierreA. Humblet, “Another Adaptive Distributed ShortestPathAlgo-
rithm,” IEEE Transactionson Communications, vol. 39, no. 6, pp. 999–
1003,1991.

[11] Z. Xu, S. Dai, andJ.J.Garcia-Luna-Aceves, “A More Ef�cient Distance
VectorRoutingAlgorithm,” in Proceedingsof IEEEMILCOM, Nov. 1997.

[12] Y. Afek andA. Bremler, “Self-StabilizingUnidirectionalNetowrk Alo-
girhtmsby Power-Supply,” in Proceedingsof theACM-SIAMSymposium
onDiscreteAlgorithms, Jan.1997.

[13] “The RouteViews Project,” http://www.antc.uoregon.edu/route-views/.
[14] R. Chandra,P. Traina,andT. Li, “BGP CommunitiesAttribute,” RFC

1997,SRINetwork InformationCenter, Aug. 1996.
[15] Jon Postel, “TransmissionControl Protocol,” RFC 793, SRI Network

InformationCenter, Sept.1981.
[16] E. Chen,“RouteRefreshCapabilityfor BGP-4,” RFC2918,SRINetwork

InformationCenter, Sept.2000.
[17] R. Chandraand J. Scudder, “CapabilitiesAdvertisementwith BGP-4,”

RFC2842,SRINetwork InformationCenter, May 2000.
[18] “MRTD: TheMulti-ThreadedRoutingToolkit,” http://www.mrtd.net.
[19] “The FNIISCProject,” http://fniisc.nge.isi.edu.
[20] “The CAIRN Testbed,” http://www.cairn.net.
[21] “The SSFNETProject,” http://www.ssfnet.org.


