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Abstract 
 

A large amount of on-line information resides on the 
invisible web – web pages generated dynamically from 
databases and other data sources hidden from the user. 
They are not indexed by a static URL but is generated 
when queries are asked via a search interface (we denote 
them as specialized search engines). In this paper we 
propose a system that is capable of automatically making 
use of these specialized engines to find information on 
the invisible web. We describe our overall architecture 
and process: from obtaining the search engines to 
picking the right engines to query. Experiments show 
that we can find information that is not found by the 
traditional search engines. 
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1. Introduction 
 

The World Wide Web can be viewed as a huge 
repository of diverse information. For instance, Google 
[2] estimated that it has access to 1.3 billion web pages at 
August 2001 [11]. One can think of the Web as a huge 
encyclopedia with coverage on every subject that is “out-
there”.  

With a large repository of the data, the challenge is 
to provide a mechanism for any user to effectively 
retrieve information that he/she is looking for. For this 
purpose, a multitude of search engines have sprung up to 
retrieve information over the Web. Examples include 
Google, Yahoo, Infoseek, and Altavista. In general, these 
engines crawl the Web by following URLs that are 
located on the Web pages that they encountered. The 
engines store and index all the Web pages encountered 
into their local databases –using URL and other keyword 
information. When a request – usually in the form of 
keywords – arrives, the local databases are searched and 
the appropriate web pages are returned. 

Recently, however, there has been a focus on a part 
of the Web that is untouched by the traditional search 
engines. Known as the “invisible web” or “deep web”, it 

represents information on the web that are not indexed 
by the regular search engines. A lot of information that 
appears on the web is stored in specialized databases. 
These information do not appear in static web pages, but 
are accessed through specific search interfaces (using 
CGI and HTML forms or Javascript, for instance) – 
which we called specialized search engines. These 
databases cannot be indexed and searched by traditional 
engines, as they do not have a static URL for the 
traditional search engine to index. However, they are a 
goldmine of information, as many databases contain 
detailed and specific information that are not present in 
other parts of the web. For instance, a study in 2000 done 
by brightplanet.com [6] suggested that the invisible web 
contains about 400-550 times the information of the 
traditional, indexable World Wide Web – which adds up 
to about 550 billion documents and 7,500 terabytes of 
information. Ability to access the invisible web will be a 
tremendous boost for information retrieval over the Web. 
Another advantage of the invisible web is that each 
database contains data from a specific domain (from car 
prices to court cases). When the user’s need fit the 
domain of a certain specialized engine, it is likely that 
highly relevant information can be obtained. 

There has been work on building tools to allow users 
to access the invisible web. Many of them are directories 
of the specialized search engines for the invisible web. 
They include invisibleweb.com [5] (from Intelliseek) and 
direct search [1] (from George Washington University). 
They have been building tools to collect the web pages 
containing those specialized search engines, and provide 
the interface to allow users to access those engines. 
However, there are some limitations on the service that 
these systems provide: 

• Manual search: Most systems allow users to 
browse their collection of engines. Some allow 
users to search for the appropriate engine (based 
on keywords from the web page where the search 
engine interface resides). However, currently 
these systems do not automatically ask the queries 
on the specialized search engine itself. One reason 
is that it is not clear what is the right query phrase 
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to be sent to the specialized search engines. For 
instance, some search engines may be looking for 
names, while others are looking for social 
security numbers. Also, different search engines 
have different interfaces, thus there is no one 
standard way of sending the right query. Thus all 
searches there has to be manual, and the systems 
above provide little help in that regard.   

• Query specification: Currently, all search engines 
let users search by keywords. Users supply a set 
of keyword(s) and the system matches the 
keywords to the web pages. This method of 
searching depends on the users supplying the 
right keywords. Many situations, from 
insufficient domain knowledge to words that have 
multiple meanings, can lead to the poor choice of 
keywords and the search engine failing to find the 
right results. 

In this paper, we describe our approach in searching 
the invisible web. We propose a system that maintains 
information about the specialized search engines in the 
invisible web. When a query arrives, the system not only 
finds the most appropriate specialized engines, but also 
redirects the query automatically so that the user can 
directly receive the appropriate query results. Our system 
has the following characteristics: 

• Database of specialized search engines. Our 
system maintains a database of specialized 
search engines, storing information such as 
URL, domain, and search fields. The 
information allows the system to pick the right 
search engine to access, as well as automatically 
construct the query to be sent. 

• Automatic search engine selection. The 
system utilizes the search engine database to 
automatically decide which search engine(s) to 
use and route the query appropriately.  

• Data mining for better query specification 
and search. We apply data mining techniques 
to discover information related to the search 
keywords so as to facilitate both the search 
engine selection and query specification 
process. This enables more relevant results to be 
returned. 

We have implemented the major components of the 
system and have tested them. We believe that our 
techniques can provide a better search tool for the 
multitude of the information over the Internet. 

The rest of the paper is organized as follows. Section 
2 outlines our system – its architecture, as well as the 
search algorithms. We present experimental results on 
section 3. Section 4 compares our work with other 
related work. We conclude our paper with potential 
future work in section 5. 

2. System overview 
 

As stated, the goal of our system is to enable access 
the information of the invisible web, via automatically 
utilizing the specialized search engines. Our system is 
divided into four components: 

The crawler: This is used to populate the database 
with specialized search engines, as well as extracting the 
information that need to be stored with each one of them. 

The search engine database: This is where the 
information about the individual specialized search 
engine is stored.  

The query pre-processor: This component receives 
user input and finds phrases that associate with the query 
keywords. These phrases form the basis of the search 
engine selection and ranking system. 

The search engine selector: This component 
receives the information from the pre-processor as well 
as the search engine database, and selects the specialized 
search engines to route the query to, as well as set up the 
appropriate query to each of them. 

Figure 1 outlines the overall architecture and process 
of our system. It is divided into five steps: populating the 
search engine database; query pre-processing; search 
engine selection; actual query execution and result post-
processing. The following subsections describe each step 
in more detail. 

 
Populate the search engine database 
 

Before one can ask a query, the system needs to 
populate the database with information of the specialized 
search engines. This is done by using a crawler to crawl 
the World Wide Web. However, instead of storing every 
Web page it encounters, it only extracts the portion that 
corresponds to a search engine. This is done by locating 
the “form” tags of the web pages – as the “form” tags 
denote that user input is expected. In some cases, a web 
page can have many “form” tags. We treat the different 
form tags as separate specialized search engines. 

For each search engine, we have three fields 
associated with it: 

Engine description: This field contains a description 
of the function of this engine. Certain meta-tags from the 
engine’s web page, like "description", "copyright", 
"author" provide description about what the engine is 
about.  

Another source of information for the description 
are “back-links” – other web pages that points to the 
Web page where the search engine resides. The 
description (especially the text associated with the URL 
links) can provide further clues about what this search 
engine’s function is. We clean the content of these
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Figure 1: Overall system architecture 

 
pages by removing stop words (such as articles and 
auxiliary verbs). 

Web-page keywords: we capture keywords that, 
while not formally in one of the description field, may 
provide information about the search engine. These 
include value of title tag and value of attribute "title", 
"keywords", "keyword", "page title", "page abstract", and 
“special" in “meta” tags of the web page.  

Engine-wise keywords: we also store the words and 
phrases around the search form tag itself. For instance, 
phrases such as  “enter your first name”, “enter the e-
mail address” can provide further information about the 
search engine itself, such as the type of search words that 
is expected. 

The main reason we divide the information into 
three parts is to evaluate which portion is more effective 
in helping the system to locate the right search engines. 

All this information can be obtained automatically 
during crawling. For each search engines, apart from the 
three fields mentioned, the system stores its URL and 
other information necessary to automatically construct 
the correct query string to send to the search engine.  

 
Query pre-processing 
 

The goal of this step is to supplement the keywords 
supplied with the user with other information that can be 
helpful to determine which engine to search and what 
keyword to send. To achieve this, we need some kind of 
knowledge base about keywords and what other words 
and phrases are associated to it. While standard sources 
such as WordNet [4] may be useful, the web itself may 
supply us the best source of information. Thus we take 
the following approach: 

Send the keywords to some general search engines 
(like yahoo or Google) for a query and return the top 
results. Based on the results, find words and phrases that 
appear often with the search keywords. 

For the second step, we apply a technique very 
similar to the one proposed by Mohonen et al. [7], using 
episode rules discovery techniques [8] to find phrases 
that associate with the keywords, or phrases that appear 
often in the result set obtained from the general search 
engines.  

Moreover, certain things, like e-mail addresses, can 
prove useful for certain search engines (for instance, 
some search engines can locate information about e-mail 
address). Our pre-processing step also extracts this 
information and sends it to the next step. 

 
Engine selection 
 

The heart of our system is the selection of the search 
engines to route our queries to. At the end of the 
previous step, the system has, in addition to the user 
query, an extra set of keywords and phrases that is used 
here to determine which search engine to use.  

Currently the system applies a keyword/phrase 
matching approach: each keyword/phrase generated from 
the pre-processing step is matched with the three fields 
of each search engine in the database. We rank the 
number of matches for each search engine and return 
those with the most matches. 

Since each engine has three fields containing 
different information in the database, we can assign 
different weight to each of these fields, so that some 
information carries more importance during the matching 
process. 

 
Query execution and result post-processing 
 

After the search engines are selected, the system 
automatically sends the query to all the search engines 
and awaits the results to return. Based on the information 
stored in the database, the system can automatically 



generate the query string and send the appropriate 
queries to the web sites. Currently our system is limited 
to handling queries that use HTML tags. In future we 
plan to add capabilities to handle other search engines 
like Javascript based search engines. 

One interesting question is what should be the exact 
query that should be sent to the individual engines.  
Currently we are simply using the query phrase given 
from the user. However, in the pre-processing step we 
obtained other keywords/phrases that is related to the 
query phrase. We plan to incorporate those words into 
our query in our next version. 

After all the results are received, they are combined 
and sent to the user interface. Currently we just simply 
return the links to the resulting web pages. However, in 
the future we plan to apply other techniques such as 
clustering to organize the results in a fine manner. 

 
3. Experimental results 
 

In this section we present some preliminary 
experiment results. In the experiments we want to find 
the best matching process, as well as determine our 
system’s performance as compared to other general 
search engines. 

 
Experimental setup  

 
We crawl the web to populate our database with 

search engines. To aid in crawling, we access the Google 
web directory to locate feasible starting point for crawler. 
Our database has 266 specialized search engines from 
144 web sites, covering 15 categories such as Arts, 
Business, Society, Sports and others.  

All the experiments described in this section are 
carried out on a 333 MHz PC with 128 Mbyte memory.  
 
Finding the right search engines 
 

The first thing we check is that whether our ranking 
method provide us with the appropriate search engines. 
In order to do that, we pick out certain keywords from 
each category of the search engines that we store. We 
expect our method will locate the search engines for the 
corresponding topics accordingly. We also examine 
some search engines manually and determine what kind 
of queries is appropriate for them. We designated 35 
such queries and submit them to our system and check 
whether the expected search engine is returned. Phrases 
that we used for search include: “3d architecture”, “Laser 
vision surgery”, “Sports radio stations” and so on. 

In order to compare the usefulness of the three 
pieces of information associated with the search engines 
(engine description, web-page keywords and engine-wise 

keywords), we match the search words each of them 
individually, and add the score to obtain an overall 
ranking for the search engine. We apply different 
weights in order to determine which piece of information 
is more important. Figure 2 highlights the results. 
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Figure 2: Performance of matching with various 

weights 
 
In Figure 2, each entry corresponds to the weight that is 
assigned to the engine description, web-page keyword 
and engine-wise keyword respectively. For each entry, 
we tabulate the number of cases that the appropriate 
search engine appear in the top 10 of the results from our 
algorithm. The number is shown on the y-axis. From the 
figure, we can see that out of the 35 queries we sent, the 
expected search engine turned up at the top 10 in more 
than 70% of the times in most cases. We can also see that 
there is no significant difference in results when the 
weights are adjusted, although the performance tends to 
be better in cases where the description file has a larger 
weight. 
 
Usefulness of the invisible web 
 

Our main goal is to use the specialized search engine 
to discover information that cannot be obtained by the 
typical search engines. In order to evaluate the 
effectiveness of the system for this purpose, we compare 
the web pages obtained from our search engine to the 
ones accessed via Google, a well-established search 
engine over the web. We randomly selected 24 queries 
phrases (different from the last experiment) and search 
via our method and Google. For each query, we obtained 
the top 3 links from our system and compare with the 
corresponding search results from Google to see if the 
web page obtained from us is obtainable from Google. 
Figure 3 tabulate the results: 

From figure 3, we can see that 68% of the results 
contain some related search engines (notice that here we 
do not pick keywords to ensure search engines can be 
found; also in many cases there are only 2-3 search 
engines in our database that relate to search phrases). 
With a larger database we anticipate a higher percentage 
of relevant search engines.  
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Figure 3: Comparing search result with 
Google.com 

 
In the case where our system returns results, we 

obtained related and appropriate information from our 
search. Moreover, virtually every time we are able to 
access Web pages that are not directly accessible via 
Google. (The URL is not in Google’s result set for this 
search). Only in 3% of the cases do Google have directly 
access of the Web page that we returned. While Google’s 
search result do contain relevant information about the 
search phrase, our system can locate information that is 
hidden from them. 

As an aside, 15% of the results are classified under 
“others” in figure 3. They are forms that do not 
correspond to search engines. They are mainly 
subscription forms (“Enter your e-mail to receive free 
newsletter!”); thus one challenge for our system is to 
found out way to filter out such engines during the 
crawling process.  
 
4. Related work 

 
There has been work in building tools to access the 

invisible web. One approach that has been proposed is 
the Q-Pilot project [10]. They proposed a similar 
architecture of storing the search engines and search for 
the results. However, our approach has some important 
difference from theirs. We emphasize on automatically 
locating and collecting information about the search 
engine during crawling. Also, we distinguish the types of 
information that are stored for each engine. It seems that 

the engine-description via the meta-tags provides better 
results.  

As stated in the introduction, there have been some 
systems implemented that maintain information about 
the invisible webs. Most of them are directories of 
specialized search engines with some search capabilities 
for picking which engines to search (but do not send a 
query to them). Some publicly available engines include 
Direct Search [1] and the Invisible Web from Intelliseek. 
Other systems like deep web query and lexibot [3] are 
propriety products. 

Another project that is related to our work is the 
HiWE (Hidden Web Exposer) project [9] from Stanford 
University. They proposed a generic model of a hidden 
web crawler, as well as a human-assisted technique to 
extract the information. While their methods are 
innovative and can be very useful, the large amount of 
human assistance required can be a drawback. Moreover, 
they have not explored on how to pick the right search 
engine to forward the queries. 

 
 
5. Conclusion and future work 
 

In this paper we presented a system that can 
automatically index and search the invisible web. We 
show that our system can locate information that are not 
accessible from general web search engines. Moreover, 
initial experiments shows that our ranking techniques 
provide users a good set of specialized search engine to 
deliver the right information. 

We plan to improve our system in many ways: for 
instance, cleaning of the databases; sending more 
appropriate queries to the specialized search engines so 
that the user can have a higher chance to find what 
he/she wants; and improve on the efficiency of the 
system. 
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