
H9: Synchronization Errors
CSE 335, Spring 2009

Due by Tuesday, April 21 at 11:59 p.m.

Objectives

1. Learn about how not to synchronize threads.

2. Learn how to identify and explain synchronization errors.

3. Gain more experience drawing sequence diagrams representing multithreaded interactions.

4. Gain more experience with the ACE toolkit.

Description

For this homework, you will be looking at a buggy multithreaded program. Similar to the last
homework, you will mainly be drawing sequence diagrams to describe potential behaviors of the
program. The buggy program implements a (bad) solution to the famous Dining Philosophers prob-
lem. In the problem, philosophers are seated around a circular table with a big bowl of spaghetti in
the middle. Between each pair of philosophers is a fork. Philosophers alternate between thinking
and eating. When a philosopher want to eat, he must pick up the forks on his left and right. If a
philosopher wants to eat, but his neighbor is using a fork, he must wait for the neighbor to put the
fork down.

Figure 1 depicts the design of the Dining Philosophers program (in the form of class and instance
diagrams). Observe that the philosophers are implemented as active objects and the forks are shared
passive objects. A philosopher picks up a fork by calling the pickUp member function on the
associated Fork object. A philosopher puts down a fork by calling the putDown member function.
The pickUp and putDown functions acquire and release the mutex lock , respectively. Thus, when
a philosopher is holding a fork, he holds that fork’s lock.

The defect in this program will lead to a deadlock under certain thread schedules. Recall that a
deadlock is where all threads enter the blocking state; thus, none will ever be awakened. Your task
is to understand how deadlock can occur in this program. You will create a sequence diagram that
represent a scenario of interaction that ends in deadlock. The sources for this program are available
in /user/cse335/S09/H9-src.

Tasks

1. Copy the files into your workspace. Note that there are two directories: one holds the sources
for the Dining Philosophers program and the other is for the extra credit (see below). We will
not be using svn for this assignment.

2. Examine the Dining Philosopher source code until you understand it.

1



Philosopher p1 : Philosopher

f2 : Fork

f3 : Fork f1 : Fork

p3 : Philosopher p2 : Philosopher

Fork

lock_ : Mutex

pickup() : void

putDown() : void
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Figure 1: Design of Dining Philosophers program.

3. Build and run the diningPhilosophers application. You will probably never observe the
program deadlock because the failure only occurs under subtle thread schedules. However,
there is a small chance that the program will deadlock. This illustrates the difficulty of making
sure that concurrent software is correct. Testing may never reveal a defect, but once you
release the software, your clients may experience failures.

4. You will now draw a sequence diagram representing a thread interaction that illustrates how
the program deadlocks. In the initial state of the diagram, no forks should be held. At the
end of the diagram all philosophers should be blocking (i.e., the program should be dead-
locked). Use the diagramming conventions discussed in lecture. Make sure your diagram
represents the all the state changes associated with mutex acquires/releases and condition
variable waits/signals. Either draw your diagram by hand on the attached sequence diagram
template, or draw it using a drawing application. If you choose to use an application, you
must be able to submit your diagram as a PDF or PS file (no M$ Office formats!).

5. Extra credit: For up to five additional homework points, draw another sequence diagram.
The second program in the H9 source directory contains a buggy version of the Producer-
Consumer program from the last homework. The bug is that we have changed the while-
loops that contain the calls to wait to if-statements. As a result, this program exhibits race
conditions. Draw a sequence diagram that illustrates how a consumer thread may erroneously
call front when buf is empty. In the initial state of the diagram, the buffer should be empty
and the threads should be at the beginning of their respective run functions. The diagram
should end when the erroneous call to pop front occurs. (You do not have to model this call
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explicitly; rather, you may represent the state change to the buffer that occurs as a result of
the call.)

Submit paper drawings to Scott in class or at his office hours on the day of the deadline. E-mail
digital submissions to both Scott (sdf@cse.msu.edu) and Greg (singergr@cse.msu.edu).
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