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ABSTRACT

Unmanned aerial systems (UAS) are a remarkably capable technology, and their untold potential scales greatly
when multiple units work towards a common objective. However, current wireless and networking architectures
limit the capabilities and applications of using multiple UAS primarily to pre-programmed routines { suppressing
the advantages of multiple unmanned and autonomous platforms. Ad-hoc communications can unlock the true
potential of unmanned and autonomous systems by enabling e cient and direct peer-to-peer data exchange
and removing the system’s reliance on infrastructure { enabling them to operate anywhere. Unfortunately,
ad-hoc communication is poorly supported by current wireless hardware and standards which are designed for
maximized throughput and minimal latency over point-to-point links at the cost of much worse throughput
and latency over multicast channels. Attempts to integrate multi-radio and cognitive radio technologies into the
wireless ecosystem to increase device inter-connectivity have faced many di culties because coordinating network
resources and implementing a routing algorithm that can take all the involved variables into consideration is a
very di cult task in host-centric networking.

Our research uses Named Data Networking (NDN), a data-centric Internet architecture that uniquely iden-
ti es and retrieves data by name directly, to grant individual nodes the capability to make practical forwarding
decisions without the added overhead of complex and centralized routing and coordination algorithms. Each
node receives and gathers network information which then enables it to perform intelligent per-hop forwarding
decisions toward names that identify data instead of addresses that identify hosts. By understanding what kind
of data the node is handling, the requirements to successfully deliver that data, and its standing among other
nodes, it can concurrently send data across multiple data-speci ¢ channels and radios to ensure quick, reliable,
and non-interfering delivery. This will allow the network to e ectively utilize the resources available to it and
scale rapidly.

Keywords: Wireless, ad-hoc network, Named Data Networking (NDN), NDN Forwarding Daemon (NFD),
cognitive radio, multi-radio, UAV

1. INTRODUCTION

Multi-Unmanned Aerial Systems (MUAS) are clearly pioneering advances in remote sensing methods and tech-
niques while making the eld more accessible than ever for researchers and developers. Naturally, as more
Unmanned Aerial Vehicles (UAVs) are networked together, the task speed, sensing capability, and data accuracy
of the collective will increase proportionally. Currently, cellular, satellite, and point-to-point link services are
the options available for remote operation and coordination of an MUAS; however, these services are costly and
cannot guarantee reliability or performance of the MUAS in all domains of operation { a requirement for all
airborne sensor systems. Due to MUAS being a highly capable system, they demand a communication architec-
ture that is just as capable { able to operate with reliability and performance in the absence of infrastructure
services. Fitting this description are wireless ad-hoc links that can request and serve data directly from adja-
cent peers. Used in isolation, ad-hoc links enable e ortless peer-to-peer connections; however, a multitude of
these links will quickly saturate the wireless channel capacity which degrades network performance. Moreover,
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networks operating over wide areas will often nd that data has to traverse multiple intermediary hops/nodes
before reaching the intended recipient. This multi-hop forwarding is enabled by the routing algorithms that
reside at the network layer. Unfortunately, wireless ad-hoc networks completely rely on wireless ad-hoc links
to send data across the network unlike a ber-backed wireless infrastructure in which the wireless connection is
only responsible for last-mile delivery. This inherently decreases the network’s capacity as wireless radios are
half-duplex broadcast devices that must share wireless spectrum to communicate.

This paper addresses the problem of poor multi-hop performance in a mobile ad-hoc network (MANET)
by utilizing Named Data Networking (NDN), a data-centric networking architecture, to automatically con gure
cognitive multi-radio nodes to form and utilize data-speci ¢ channels. We hope this work will make the building
blocks for high-performance ad-hoc networks more accessible for future research.

2. BACKGROUND

As stated in Section 1, our goal is to create a good multi-hop network by con guring multi-radio nodes to form
data-speci c channels; however, the link layer is responsible for Logical Link Control (LLC) and Medium Access
Control (MAC). Why, then, is the network layer overlapping with the link layer by assuming control of radio
parameters? The answer varies for the problem being addressed, but there is a missing element in mobile ad-hoc
networks that prevents link technologies from directly improving network performance; link technologies achieve
greater performance by the day, but a good link does not automatically guarantee a good network { especially
when every node’s behavior is closely coupled with their peer’s. In cases where it is critical to meet speci ¢
application requirements, it may be desirable for links to be managed by a higher level entity that is cognizant
of the application requirements and can work with other nodes in the network to meet those requirements. NDN

ts this description nicely as its network layer is able to route and forward data based on application names.
This cross-layer design decision extends the semantic capability of NDN down to the link layer { enabling the
set up of multi-radio paths for speci ¢ application data.

2.1 Wireless Limitations

To understand why there is a need for a more featured network layer, we have to brie y consider the nature of
RF communication which is fundamentally limited by its half-duplex links and the fact that it has to share the
wireless channel. A wireless ad-hoc network exacerbates these fundamental limitations because the same data is
repeatedly transmitted by consecutive nodes to deliver it to the consumer. The implication this has on wireless
ad-hoc networks is a signi cant increase in co-channel interference which means that packet loss will increase in
proportion to the number of users on the shared channel. Even worse, the half-duplex nature of wireless links
e ectively halves the data rate for each hop a packet must traverse. making ad-hoc networks that span more
than a couple of hops an undesirable scenario and thus limiting their size and capability. This unpleasant reality
is hidden from the users in infrastructure-backed wireless networks by the full-duplex and high-throughput wired
back-haul and the centralized coordination of radio devices. However, no such capability exists for multi-hop
wireless ad-hoc networks meaning they have to bear the full weight of these limitations.

2.2 Dynamic Connectivity Enabled by Cognitive Radio

Luckily, what wireless radios lack in raw performance, they make up for in exibility. Certain wireless radios
have the ability to change their operating channel dynamically to reduce interference and congestion based on
their surrounding wireless environment. This capability denotes these devices as cognitive radios. And Wi-Fi
radios can be considered a component of a cognitive radio system if they are given the ability to opportunistically
and dynamically switch to an under-utilized or less congested channel.

2.3 Multi-Radio IP Con guration

Wi-Fi ad-hoc/1BSS mode allows nodes to form ad-hoc links under an Independent Basic Service Set (IBSS), but
to enable multiple radios in di erent IBSS groups to communicate, there needs to be a way to consolidate all the
interfaces of a node under one address. A layer-2 bridge interface is able to accomplish this by routing packets
using their unique hardware/MAC addresses; however, IBSS mode does not support bridging due to the way it
uses MAC addresses to communicate with peers. A workaround for this is to use the radio in mesh mode and



disable the mesh protocol’s routing and forwarding features so that it acts like an ad-hoc link. The radios, each
in their own unique \mesh", can now be added to the bridge interface as the mesh interface supports this. This
bridge interface allows radios operating on di erent channels/SSIDs (Service Set Identi ers) to operate under
a single network. A single IP address is then assigned to the bridge interface { enabling network layer (layer
3) routing between hosts. This setup is necessary because ad-hoc links have no notion of creating a multi-hop
capable network; they assume every peer is reachable within a single hop. By chaining together multiple radios
in ad-hoc mode, a multi-hop ad-hoc network may be formed { allowing IP to route packets beyond the range of
a single radio (see Figure 1).
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Figure 1. Multi-Radio IP bridging con guration

2.4 IP vs. NDN

Finally, there is the network layer which is the narrow waist of the Internet; hundreds of protocols exist above
and below this layer, and IP is the sole network protocol which ties all the devices of the Internet together. Its
simplicity and wide adoption has allowed devices ranging from microcontrollers to supercomputers to communi-
cate with one another across the Internet. NDN, an alternative networking protocol to 1P, seeks to address some
of the shortcomings of IP for a modern Internet era where content dissemination makes up the bulk of Internet
tra c. Fueled by research and insights garnered throughout the years since the inception of the Internet, NDN
o ers a new and feature-rich way of building data-centric networks.> A shift in the handling of packets at the
network layer brings the possibility of performant ad-hoc networks closer to usage in compatible applications.
This is accomplished by naming the data bits themselves rather than the location they are stored.! NDN imple-
ments this by identifying packets with name pre xes and using complementary Interest and Data packet types.
IP, in contrast, identi es network nodes with addresses and encapsulates the data with a source and destination
address to specify where it should go.

2.5 NDN Principles

The basic operating principle of NDN is that for each Interest packet sent into the network, there will be a
corresponding Data packet from the network to match the Interest packet. The FIB (Forwarding Information
Base), PIT (Pending Interest Table), and the Forwarding Strategy handle how these packets get from consumer
to producer and vice versa by handling packet forwarding at each hop. When an Interest packet is generated or
forwarded, an entry is added to the PIT while the forwarding strategy selects the appropriate face to forward



the Interest packet. Faces, here, are simply a generalization of any network interface. The FIB expedites this
process by keeping track of name pre xes alongside the faces they were known to come from. Once the Interest
packet reaches a suitable producer, a Data packet is sent back to the consumer node along the same path the
Interest packet took to reach said producer.

3. MULTI-HOP NDN AD-HOC NETWORK WITH MULTI-RADIO CAPABILITY

In contrast to IP’s host-centric networking architecture, NDN’s data-centric networking architecture greatly
simpli es the creation of a multi-radio ad-hoc network as the bridge interface is no longer needed to consolidate
the separate radio interfaces under a single host address. In a nutshell, NDN does not need to know the
address of the device hosting the data { it directly retrieves data using data names which remain constant across
all networks. Data and Interest packets are identi ed and forwarded based on their names over any capable
interface. If a node receives an Interest packet, it can reply with a corresponding Data packet. If it does not
have the matching data, it then decides to either broadcast the interest to any node in range or suppress its own
transmission. At this point, and with very little setup, the nodes have e ectively formed an ad-hoc network and
each node can utilize multiple radios to send and receive NDN packets simultaneously (see Figure 2). However,
the user has to manually choose and set up the optimal combination of channels to ensure that the radio on
each sending node and radio on the corresponding receiving node are communicating on the same channel. Such
manual con guration is impossible in any kind of mobile ad-hoc networks.

Currently, most protocols? perform this con guration and management at the link layer in the form of a
MAC protocol because handling channel assignment has to do with medium access. The link layer is also
adjacent to the physical layer which a ords it greater control and speed. However, any work at the link layer is
a large undertaking and requires extensive theoretical and implementation knowledge. Due to this complexity,
the resulting protocol is often compatible with very few if any devices. Additionally, the link-layer is not privy
to information higher layers are privy to; they have to rely on header information supplied by the protocol to
make executive decisions at the link layer. In short, link-layer development is hardware-dependent, slow-moving,
and has limited network knowledge. Moving development to the network layer is not a possibility with IP due
to its minimalist principles. On the other hand, NDN can tap into application data names at the network layer
which not only enables it to supply information to forwarding strategies but also the adjacent link layer. We
propose the concept of Named Pipes to automatically set up nodes with matching radio channel con gurations
to support data with speci ¢ application requirements (e.g., high bandwidth or low delay).
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Figure 2. Multi-Radio NFD con guration



3.1 Named-Pipe Concept

Named pipes form in a decentralized manner and augment the throughput of a speci ¢ data name pre x between
two nodes whether they are physically adjacent or connected by one or more intermediaries. This concept relies
on the movement of data in the common channel as the path data takes is a natural metric for establishing links
to augment data transfer. This means that this augmentative protocol relies on the performance of the default
forwarding strategies used on the common channel, but this is not such a bad thing as it allows these components
to be decoupled and independently developed { both bene ting the other.

Named pipes need radio frequency (RF) and data cognition to properly function which is made available
through certain Wi-Fi radios and the NFD, respectively. Some Wi-Fi radios support monitor mode which allows
them to listen to Wi-Fi transmissions from other devices. NFD provides an application programming interface
(API) to count data and Interest packets per data-pre x. Together, these capabilities a ord each node the ability
to cooperatively form data-speci ¢ channels based on previously handled data.

Pipe initiation begins when the consumer broadcasts an interest for data, i.e., \/test/pipe/example/block01",
on the common channel. After the interest is propagated through all nodes, the producer of the requested data
will send a corresponding Data packet back to the consumer along the trail left by pending interest table (PIT)
entries. If the consumer’s request is ful lled, it con gures one of its auxiliary radios into IBSS (ad-hoc) mode with
a speci cally formatted SSID, i.e., \/test/pipe/example:0". The newly con gured radio will begin to broadcast
beacon frames to announce its presence. Peers that can hear this beacon will check if they have ful lled interests
under the pre x \/test/pipe/example” before; if they have, they will connect to the initial SSID with a beacon
interval of 100 time units (TU) and then con gure their auxiliary radio to form a new ad-hoc link using a random
orthogonal channel with at least one channel of separation from the initial channel. The newly created SSID will
be "/test/pipe/example:1"; the appended number indicates hop count. A new unicast NFD face will be formed
using the initial and the current nodes’ MAC addresses, and an NFD route will be added using the newly created
face and the pipe’s data name pre Xx. This procedure is repeated until a pipe is formed between the consumer
and producer { enabling multi-radio multi-hop forwarding of data from producer to consumer.

Named Pipe

Jtest/pipe/example

Figure 3. Named pipes concept.

4. EVALUATION

Performance of a network is often assessed by its capacity to handle large amounts of tra ¢ without signi cant
congestion. As the goal of this paper is to enable better ad-hoc networking, the focus of our evaluation will be
on con guring and assessing multi-hop forwarding performance. To do this, quantitative testing will be done
to assess the performance gains of multi-radio operation, and qualitative tests will show that these potential



improvements can be enabled by developing a simple protocol utilizing NDN to dynamically and automatically
form data-driven multi-hop data pipes to increase network capacity on demand.

4.1 Methodology
4.1.1 Test Equipment

Wi-Fi radios are used for experimentation due to their relative a ordability, mature ecosystem, and high perfor-
mance. Despite the use of speci ¢ hardware, our methodology is agnostic to the link-layer hardware, rmware,
and software. IBSS and mesh modes are selected for forming ad-hoc links in this work { requiring the use of ra-
dios that support these modes; however, the data-centric nature of NDN potentially allows more common Wi-Fi
modes to be used as well, i.e., access point (AP) or station (STA) { allowing for the use of more accessible radios
to o set the demands of a multi-radio system. The physical nodes are laptops running Linux to enable exibility
in testing over various distances. Each node is equipped with at least two Wi-Fi radios with the MT7612U chip
as these have the best support for ad-hoc Wi-Fi modes. Moreover, each node runs an NDN Forwarding Daemon
(NFD), a network forwarder developed for NDN.

4.1.2 Testing

Once the network is set up, its multi-hop forwarding performance has to be stress-tested by pushing data
through the network as fast as it can handle. For this reason, IP is used due to its extensive performance-oriented
optimization and existing tools. Ping and iperf3 are simple and useful 1P-based tools to test a network, and while
the NDN project has produced approximations of these tools such as ndn-ping and ndn-tra c-generator, these
tools have yet to adequately stress forwarding performance because NDN emphasizes modular and extensible
development to allow easy experimentation with new protocol features and applications. NFD performance
improvements have been proposed in other research,® but due to the current disparity in tooling and integration
into existing systems, tests which quantify forwarding performance will be conducted using IP-based tools while
the features of the NDN protocol will be conceptually utilized to demonstrate its potential to self-tune and
self-optimize a wireless ad-hoc network.

4.1.3 Baseline Setup

To establish a reference point to act as a baseline, radio performance is rst measured in a point-to-point manner
at the highest transmit power possible to maximize range. Two nodes are placed at ranges of 40, 80, 120, and 160
meters. A script then performs an iperf and ping test for each modulation and coding scheme (MCS) index. After
each index’s throughput and latency is measured, the transmit power is decreased and the tests are repeated
until the minimum transmit power is reached.

4.1.4 Single-Radio Test Setup

The IEEE802.11s amendment to Wi-Fi enables multi-hop over ad-hoc links { making wide-area ad-hoc networks
possible. As this standard is designed for operation with single-radio nodes, it is a suitable baseline for comparison
against a point-to-point link and a multi-radio-enabled multi-hop chain. To make the most use of the space
available, nodes are placed in a zig-zag manner with 120 meter intervals between linked nodes as shown in
Figure 5. To ensure the best performance, the test was performed with all radios at their maximum transmit
power (20 dbm).

4.1.5 Multi-Radio Test Setup

Performed in the same manner as the single-radio tests, the multi-radio tests will assess how much performance
can be improved with the addition of an auxiliary radio for multi-hop forwarding. The radios are set up as
described in Section 2.3.

4.1.6 Future Testing

As the named pipe concept is still in the development phase, the only plausible metric is a pass/fail metric.
Subsequent testing will allow for the observation and assessment of protocol characteristics such as overhead,
edge cases, and system compatibility.
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