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Abstract 
In wireless ad-hoc networks, the participating wireless stations use a routing protocol called as Dynamic 
Source Routing (DSR). Such networks are highly vulnerable to (packet) routing misbehavior which is 
generally due to malware, faulty or compromised stations. For such networks, the traditional way of 
implementing firewalls at switches, routers or gateways and encryption software are not sufficient and 
effective because the mobile ad-hoc environment does not have such traffic concentration points, thus 
requiring behavior monitoring of the individual stations. Intelligent machine learning techniques are 
therefore helpful for misbehavior detection that aims at keeping such vulnerable behavior under check. In 
this work, the use of an anomaly detection algorithm, inspired by biological immune systems in vertebrae, 
is investigated to detect such misbehaving nodes. This is a model based on behavior-based intrusion 
detection techniques which assume misbehavior identification by observing a deviation from normal or 
expected behavior, of the nodes’ protocol event sequence in wireless routing traffic. The objective is to 
build an effective technique, which like its natural counterpart, intelligently learns and detects unknown 
(and new) anomalous behavior with very low false positives. The solution for the classification task of 
normal versus abnormal will be employed using hybrid negative selection for learning and adaptation, used 
primarily by the natural immune system. To evaluate the performance of the proposed technique, a radio 
based wireless network is employed for the simulation experiments, namely GloMoSim. The system is 
designed to produce multi set detectors produced using monitored behavior of neighborhood nodes, which 
will eventually be distributed independently for each network node that can run different specialized 
detector set thus fortifying the overall strength of the active wireless nodes. 

1. Introduction 
  Ad-hoc wireless networks are peer-to-peer wireless network where each computer with a wireless 
interface can communicate directly with all its participants. The nodes self-organize because of non existent 
central management and lacking of provisions for any special infrastructure. The ad-hoc network is 
established by using radio communication whose limited range is dealt with by making nodes act as both 
data terminals and data transfer equipments. Nodes, in the ad-hoc Network are free to move around causing 
the network topology to change in time resulting in route updates within the network. The participating 
nodes posses limited transmission ranges and seek neighboring nodes in the topology for building routes in 
order to forward the packets. The topology change depends on different factors such as mobility model, 
node speed etc. When old routes are broken and new ones are established there will always be a risk of 
packet losses, which is of interest. 
 
  Security in ad-hoc networks [16] is of serious concern because of several established reasons, as 
follows: 1. Vulnerabilities resulting from radio communications involves eavesdropping and spoofing of 
MAC address. 2. Lack of infrastructure makes it impossible to assign well-defined roles such as trusted 
third parties and key management servers. 3. Lack of dedicated routers and servers hamper the performance 
of basic networking operations such as packet forwarding and routing because of malicious network 
behavior or lack of cooperation. 

  In this regard, our first results with ad-hoc networks concerns with the identification and 
successful detection of the most common vulnerability - eavesdropping, spoofing and performing Denial of 
service (Dos) attack by examining the MAC layer sequence numbers. We have illustrated the last two 
scenarios with comparative results here while the interested readers might refer [1] for details. The 
Sequence Number that defines the frame and the Fragment Number that defines the number of the 
fragments in the frame are the subfields in this network traffic that were analyzed in detail. Section 3.3 
briefly describes it.  



  In this paper, we focus on routing misbehavior for the nodes that do not execute the DSR protocol 
correctly, with the objective of successfully detecting the misbehaving nodes by examining the entire 
network profile. Such a network is vulnerable to routing misbehavior due to faulty or malicious nodes. 
Misbehavior detection aims at removing this vulnerability. Traditionally, the knowledge of expected 
misbehavior patterns have been used [15] where detection is done by looking at specific event sequences. 
Statistical techniques [4] can be utilized for such known misbehavior, however, learning and adapting to a 
new misbehavior, anticipating in advance and explicitly addressing them in the detection framework is the 
important motivation behind our approach. The primary challenge then, is to successfully identify faulty 
nodes that, from time to time, suffer from node misbehavior due to faulty software, hardware/firmware or 
does not forward packets or are disastrously infected with Internet worms and viruses that maliciously 
attempt to bring the network down. 
 
  Behavior-based intrusion detection techniques assume that an intrusion can be detected by 
observing a deviation from normal or expected behavior of the system or the users. The model of normal or 
valid behavior is extracted from reference information collected by various means. The intrusion detection 
system later compares this model with the current activity. When a deviation is observed, an alarm is 
generated. In other words, anything that does not correspond to a previously learned behavior is considered 
intrusive. Therefore, the intrusion detection system might be complete (i.e. all attacks should be caught), 
but its accuracy is a difficult issue (i.e. we might get a lot of false alarms). 
 
  Advantages of behavior-based approaches are that they can detect attempts to exploit new and 
unforeseen vulnerabilities. They can even contribute to the (partially) automatic discovery of new 
behaviors. They are less dependent on operating system-specific mechanisms. They also help detect “abuse 
of privileges” types of attacks that do not actually involve exploiting any security vulnerability. In short, 
this is the paranoid approach: Everything which has not been seen previously is dangerous [7].  

 
  Our behavior-based approach involves a novel pattern recognition method developed in our 
previous works [1], which is based on an established Anomaly Detection technique - Negative Selection, to 
generate novel pattern recognizers also known as detectors. The detectors are capable of distinguishing 
well-behaving nodes from the mis-behaving nodes with a good degree of accuracy. The False positives (or 
False Alarms) could be minimized to good extent though some False Negatives exist because of subtle 
differences between good and bad behaviors in this experimentation. Countermeasure against misbehavior 
will involve the gradual isolation of misbehaving nodes though this work does not involve this step. 
 

The remainder of this paper is organized as follows: The next section revisits some related works. 
This section also has illustrations of the scenarios and results on one of our related initial work. Section 3 
presents our intrusion detection model followed by section 4 where the entire simulation description, data 
collection, data preprocessing and simulation parameters are described. This section concludes with the 
Experimental setup and performance metrics. Section 5 is the Experiment result section with detailed 
discussion of the results. The last two sections deal with further work in this research and the conclusion of 
this work. 

2. Background 
2.1. Dynamic Source Routing (DSR) protocol  

The DSR protocol [11] is a standard proposal for the future routing standard in mobile ad-hoc 
networks. It employs IP source routing wherein a list of nodes is maintained within the data packet header 
at the source, which are all the intermediate relays leading to the destination. During route discovery by the 
source node, a Route REQuest (RREQ) packet is broadcasted locally with the address of the destination 
node. The intermediate relays simply look up the source route list to determine the next hop. Those nodes 
having no information about the destination node or are first time recipients of the RREQ packets append 
their IP addresses to RREQ packets and re-broadcast it. The RREQ packets stop their hop journey until 
either the destination is reached or an intermediate node is reached that already has a route to the 
destination. On successful delivery, the destination node or this intermediate node may create a Route 
REPly (RREP) packet containing the entire list of intermediate relaying nodes traversed by RREQ packet.  



The DSR specification describes the source discovery, maintenance and usage of source routes. 
The nodes maintain a Path cache scheme [10] wherein all the nodes forwarding or promiscuously listening 
for control or data packets add sufficient information to their cache thus helping in limiting the route 
discovery search for any subsequent route discoveries. For the bidirectional links, the route replies are sent 
over the reversed collected routes. On the other hand, for unidirectional links, the route replies are sent to 
the source node initiating the corresponding RREQ packet at the beginning. As per the design 
implementation, the source node can accept one or more RREP packets from the same destination, while 
the destination node might respond to one or more incoming RREQ packets. The Route REPly can be 
based on the minimal hop count or latency. In the latency scheme, the replies that arrive earlier than others 
are indicative of better routes, because the waiting time for a node to send a route reply is directly 
proportional to the number of hops in the route leading to the end of path. If during this wait, the node 
overhears a neighboring node’s answer, it supposes that the route it possesses is worse than one at its 
neighbor’s and does not answer. This helps to avoid RREP storms and other unnecessary overheads. 

Once the route is discovered, data packets are sent over the established route during which time 
the route is maintained. If for any reason the link breaks, the detecting node should send a route error 
message to the source (RERR packet). Depending upon the implementation, these nodes should moreover 
salvage the packets and re-route them over alternate partial routes to the destination. 
 
2.2. Related Works 

The following are some Intrusion detection systems (IDS) that were designed to secure WLAN. 
The IDS used for detecting abnormalities in Ad-Hoc networks is described in [23]. It suggests that the 
current existing IDS used for wired networks are not sufficient for wireless networks. The proposed IDS 
detect intrusions like abnormal routing table updates and attacks at the MAC layer. It also provides a multi-
layer integrated intrusion detection and response. On similar grounds one more IDS is reported in [14]. In 
this they propose new IDS for WLAN, which encompasses components like data collection, intrusion 
detection and an additional secure database used to log the anomaly signatures, detected so far. Recent 
research on Mobile ad-hoc networks (MANETs), focus on routing protocols because they are expectedly 
the most critical part in the network control. In [16], the authors specify the security requirements for ad-
hoc network layer and corresponding solutions. The authors in [18] investigate the effect of wormhole 
attacks in MANETs by using a simulator called NS-2. It describes the concept of virtual tunnel in the 
network which the misbehaving nodes use to conduct a variety of attacks. Their work presents a trust based 
scheme for identifying and isolating nodes that create wormhole in the network without engaging any 
cryptographic means. In [19], the authors implement an Immune inspired technique to build a misbehavior 
detection system that learns and detects new misbehaviors. They use GloMoSim simulator and embed their 
enhanced code to test their misbehaviors. This trust based scheme, however, is comparatively found to be 
low in detection rates in the detection of all the misbehavior nodes compared to our work which is based on 
separate learning and detection phases with the use of complete network profile instead of scoring each 
node’s detection capability relying on trust of the neighbors by an observer node. 

3. Proposed Model 
This section is briefly described here covering the basics with respect to this implementation. 

Interested readers can find the details in [2]. As this technique has an inherently anomaly detection 
background, we provide the related terminology briefly. Then the hybrid representation for detector 
representation and the method employed for its creation is explained in brief. 
3.1. Anomaly detection 

In Immunology, the anomaly detection process aims at distinguishing a new element in a problem 
space as either part of self or non-self, given a model of the self set. The problem space, denoted by X, is an 
n-dimensional space; the self set is denoted as S and let N  be the complementary space of S. It is assumed 
that each attribute is normalized to [0,1], then 
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3.2. Structured GA 
A structured GA (sGA) is a particular form of evolutionary algorithm introduced in [5]. A 

structured GA incorporates redundant genetic material, which is controlled by a gene activation 
mechanism. It utilizes multi-layered genomic structures for the chromosome. All genetic material 
(currently expressed and currently neutral) is ‘structured’ into a hierarchical chromosome. The activation 
mechanism enables and disables the encoded genes. The explicit redundancy has the potential to help 
maintain genetic diversity – identified as necessary for dealing with complex applications. The capacity to 
maintain such diversity depends on the amount of redundancy in the structure. 

The sGA interprets the chromosome as a hierarchical structure; thus, genes at any level can be 
either active or passive, and high-level genes activate or deactivate sets of low-level genes. Thereby, the 
dynamic behavior at any level, whether the genes will be expressed phenotypically or not, is governed by 
the high level genes. 

  
Figure 1. Generalized representation of a chromosome 
with n different gene sets 

Figure 2.  A single chromosome having high level control 
and low level parameters for three different hyper-
shapes; hyper-spheres, hyper-rectangles and hyper-
ellipses. 

The above diagram (Figure 1) shows a multi-level genomic structure which is organized as 
follows: the highest level control bits will activate different gene sets. Given that higher level bits act as the 
controls, care should be taken to ensure that only one control code is considered for any given 
chromosome, to individually express a set of genes. A typical example is a multi-shaped detector scheme as 
shown in Figure 2. This illustration shows that the representation scheme for a chromosome tree has a 
control gene activating one of the shape in the phenotype (final real-valued representation) where in each 
shape is a boundary representative of a detector shape. A detector is defined in an n-dimensional space as a 
geometrical shape, such as a hyper-sphere, a hyper-rectangle or a hyper-ellipse. The matching rule is 
expressed by a membership function associated with the detector, which is a function of the detector-
antigen distance [9] (Euclidean or any other). A set of good samples (also known as self samples), 
represented by n-dimensional points are given as inputs to the algorithm.  

In order to apply an evolutionary algorithm for detector generation (Figure 4), suitable 
representation for each detector shape is proposed and the respective membership functions are defined. 
The encoding scheme for representing a detector and the mathematical model for each detector shape are 
explained in thorough details in this article [2]. 

  
Figure 3. General framework for detector generation. Figure 4. Modular subdivision of the detector 

generation process. The hierarchical organization of the 
algorithm is shown. 



As depicted in Figure 3, the goal of the algorithm is then to evolve a set of detection rules (each 
detector represents a boundary or a rule) to cover the non-self space. The iterative process will generate a 
set of detectors driven by two main goals: 

� Minimize overlap with self, and 

� Make the detectors as large as possible and keep them separate from each other, in order to maximize 
the non-self covering (This is referred to as the coverage parameter in all our experiments); this is to 
help generalize the unknown or non-self space as closely as possible. 

 
In this work, using the above mentioned approach, the self data points represent the events of good 

traffic network behavior while non-self data points represent the misbehaving event sequences produced in 
the network traffic. The significance of this approach is to learn the behavior using the defined rules while 
maintaining a low ratio of False Positives to Detection Rates. 
 
3.3. An application of this Model 

From the work of [12] it was seen that 802.11b wireless networks suffers from some inherent 
flaws and are therefore prone to more attacks than wired networks because there is no need of any physical 
access to wireless networks. We implemented three familiar attacks on her guidelines. The three attacks 
implemented are MAC Spoofing Attack, Denial of Service attack from an attacker machine outside the 
wireless network, and Denial of Service attack from a compromised machine inside the wireless network. 
The first two attacks were launched on a real environment consisting of some wireless stations and an 
Access Point, while the third one is implemented using a network simulator tool called NS2. The technique 
mentioned underneath has been earlier used by us [1] in the study of some of the vulnerabilities [3, 21] and 
possible attacks on Wireless networks (802.11b) to determine the efficiency of the novel detector 
generation system [1, 6] in detecting such attacks. The detection results indicate that in all the three cases 
the Negative Detectors were able to detect the attacks with good detection rate. We briefly illustrate the 
attack scenario and the results for the adhoc network case. The two setup scenarios mentioned underneath 
for simple ad-hoc attacks is done as described in [12]. The experiments are repeated here for comparing our 
technique to the one explained by the author in [12]. 
 

 
 

Figure 5. Ping Flood DoS in Ad-Hoc Network from an attacker 
machine outside the wireless network 

Figure 6. DoS attack by a compromised node in the 
WLAN implemented in NS-2 [12] 

 
The tables 1and 2 depict the results for the two different attack types in the ad-hoc environment in 

terms of the correct classifications (positive detection of the network trace that is out of sequence, 
indicating an attack) and misclassifications (False alarm rates resulting from wrong classification of normal 
or good sequences as abnormal) for the complete MAC sequence number trace observed at the victim node. 
The coverage parameter is used to show the normalized real-valued space covered by the negative detectors. 
The higher the coverage, the better is the coverage of the boundary separating the normal sequence from 
the abnormal sequence and hence a higher detection rate. As discussed in [2] about the effects of Ratio 
(learning threshold), we observe that lower values result in more accurate classification but in certain rare 
cases yield more False positives (or false alarm rates) if exists. The performance metrics section 4.6 has 
more information about the terms - Detection rate, False Alarm rate, False Positives and False Negatives. 
 



Table 1. The Detection result for mixed shaped 
detectors for various self threshold parameters. 
(D.R. is detection rate, F.A. is False Alarm rate, 
F.N. is False Negative is expressed as a percentage 
over the entire data points, F.P. is False Positive) 

Table 2. The Detection result for mixed shaped 
detectors for various self threshold parameters. 
(D.R. is detection rate, F.A. is False Alarm 
rate, F.N. is False Negative, F.P. is False 
Positive) 

 
 

 

  
Figure 7. Detection level produced by Fuzzy System for the 
test data set generated in scenario 3.1, indicating the 
abnormality in icmp sequence number. 

Figure 8. Detection level provided by the fuzzy system 
for the test data set generated in Scenario 3.2 

 
3.3.1 Scenario Setup for Dos Attack from external compromised machine 

The test bed comprises (Figure 5) of an Ad-Hoc WLAN with three wireless stations 
communicating with each other. The constant pinging of packets between nodes tries to establish normal 
network traffic with a low pinging rate, just for this purpose. An attacker machine causes a PING FLOOD 
attack on one of the wireless nodes. This attack is launched by running the following command on the 
attacker machine: 

$ ping –f <IPAddressofVictim> -s 1 

where, –f option tells the machine to send flood of ICMP packets to the IP address of the victim machine. 
 

The ping ICMP (Internet Control Message Protocol) Sequence numbers are collected at the Ad-
Hoc node different from the victim machine which keeps on pinging the victim machine through out the 
experiment. The time taken for each packet to reach the destination host is noted when each ping (ICMP) 
packet is sent. It is observed that during the occurrence of attack, there happen to be some drops in the 
ICMP sequence number. Also, the time taken to reach the destination host increased when the attack was 
launched. 
 
3.3.2 Scenario Setup for DoS attack from an internal compromised machine 

The test bed is a simulated network using network simulator NS2 version 2.1b9a consisting of ten 
wireless stations communicating in an Ad-Hoc network. Figure 6 shows the ten stations and the traffic flow 
among them. These stations are named as nodes ranging from Node 0 to Node 9. Constant Bit Rate (CBR) 
traffic is defined between Node 0 and Node 2, Node 3 to Node 4, Node 4 to Node6, Node 5 to Node 3, 
Node 6 to Node 7, Node 1 to Node 8, Node 9 to Node 2, Node 8 to Node 7 and File Transfer Protocol 
(FTP) traffic flows between Node 1 and Node2. The start times for all these traffics are preset.  The attack 
is launched from Node 0 to Node 2. The attack is in the form of heavy traffic flowing with less time 
interval between packets. During the periods when the attack was launched, the number of legitimate 
packets received by the victim node (Node 2) was reduced. This indicates a Dos attack. If the attack was 



even more powerful, that is as the flood of packets was increased and the interval time for sending the 
packets was reduced, then Node 2 ended up in even more worse situation receiving no packets at all. The 
sequence numbers resulting from the connection between different nodes and Node 2 were collected. 
 

We are using this approach in order to test our detection model, although a more realistic approach 
(the complete network profile rather than monitoring a single node) is used in this work for misbehavior 
detection. The primary objective was to evaluate our model in terms of good detection rates and low alarm 
rates for wireless ad-hoc network’s MAC layer. Figures 7 and 8 are the results published by the author in 
[12] for showing the detection levels produced for the entire test data set, using Fuzzy Rule set. The 
detection rates in that case is good for the second scenario whereas detection levels for the first scenario 
have high deviations. Similarly, in our results we could achieve very good detection rates for the second 
scenario with a few misses (false negatives) while considerably high detection rates in the first scenario as 
well. With further tuning of our algorithm, better results could be achieved. 

4. Simulation 
4.1. GloMoSim (Tool for Simulating Misbehavior in Wireless Ad-Hoc Network) 

Global Mobile Information System 
Simulator (GloMoSim) provides a scalable simulation 
environment for large wireless and wireline 
communication networks. Its scalable architecture 
supports up to thousand nodes linked by a 
heterogeneous communications capability that 
includes multi-hop wireless communications using 
ad-hoc networking. Provisions exist for setting the 
general Simulation Parameters, Scenario Topology, 
Mobility Radio and Propagation Models, MAC 
Protocol, Routing Protocol. Using the application 
configuration file, the following traffic generators are 
supported: TELNET and CBR. More details in [17]. 

The visualization tool indicates packet 
transmissions among nodes within the power range. 
Yellow link indicates links within range, green 
indicates successful reception and red line is 
unsuccessful reception. global configuration 
parameters in GloMoSim  

 

 

  
Figure 9. A simplified scenario of a multi-hop ad-hoc 
wireless network nodes (a single node enlarged showing 
the basic elements for consideration in a wireless network 
for attack detection). 

Figure 10. Shows a snapshot of a profile (logical) 
collected during the simulation run. S denotes an 
event sequence creation while “ -”  denotes an absence 
of any sequence. ∆t is used for sampling. 



4.2. Simulation Description 
The network comprises of mobile nodes acting both as terminals and information relays with 

sufficient infrastructure for radio communication. This setup relates to an ad-hoc network that usually 
utilizes multi-hop routing scheme. Each of these nodes participates in a common routing protocol, such as 
DSR (which is being considered for standardization). The elements of each of these nodes are as shown in 
Figure 9. As illustrated, each of these nodes, forming a part in the ad-hoc network framework, has the set of 
protocol layers clearly defined. In each of these layers, important protocol events are generated whose 
sequences are of particular interest in this work. For the DSR protocol block, main events of concern are 
the data packet sent/request, route packet sent/request, broken link error packets received. This collected 
sequence, stated as S in Figure 10, could be time-sliced a short time interval (∆t = 10s, for example) over a 
period of time to aggregate (or log) active/non-active observed sequences per monitored node per observer. 
These are categorized separately under each of the observer node. This simple scheme is applied to collect 
good and bad data in two separate simulations, one for learning and generating pattern recognizers while 
the other for performing detection. Such profiles after assembling through proper pre-processing provides 
an overall behavior of the network routing traffic In this scenario, some of the nodes misbehave resulting in 
the change of specific nodes’ behavior and alteration (or deviation) in these profiles. This model 
encompasses the benefits of a simple schematic of the reputation system as dealt by the authors in [4]. A 
simplified scenario involving the multi-hop ad-hoc wireless network nodes assumes the Dynamic Source 
routing protocol that all the participating nodes are involved in commonly. The active nodes in the network 
are connected in bold lines. Certain nodes in this scenario are assumed to be sources of traffic initiation. 
Such nodes are specifically made observer nodes that monitor the activity of all the other active nodes 
based on the RREQ packets sent and/or received, RERR sent and/or received and DATA  sent (IP source 
address not of monitored node) and or/received (IP destination address not of the monitored node). The 
profile of the monitored nodes is built up by the observer nodes thus forming the basis of a reputation 
system. Such profiles can be assembled as shown in Figure 10. This will require proper pre-processing and 
a generalized assumption for aggregating a complete behavior of the nodes in the entire network. As the 
nodes might misbehave, it results in an Alert signal to propagate along the Source Route to reach the final 
originator. 

As illustrated in Figure 9, these wireless elements are responsible for certain sequences of events 
in the routing protocol can lead us to build a useful profile of the Node under preview. Such profiles can be 
aggregated as a complete behavior sketch for the network system. Over the time, such profiles could either 
adapt or develop into new profile sets. Such a development can trigger the modification of the pattern 
detectors and hence lead to a highly stable and robust detection system. 
 

Table 3 Tabulation for Simulation and Detection parameters 
3a. Simulation System parameters 3b. Detection System Parameters 

Parameter Default  
value(s) 

Parameter Default 
 value(s) 

Routing protocol DSR Upper limit for Events sequence sets of a 
Monitored Node for learning 

500 

Simulation time 60 mins Number of subsequences in a sequence set 4 
Simulation area in metres 800x1000 Upper limit for the number of events in a 

sequence set. 
40 

Number of nodes 40 Upper limit for a sequence set collection 10s 
Radio range 380 m Misbehavior probability 0.8 
Propagation Pathloss model Two-ray Learning data threshold 0.001 - 0.1 
Mobility model Random 

way point 
Threshold for detection (% of Detection rate) 0.25 

Mobility speed (no pauses) 1m/s Mutation probability 0.05-0.1 
Misbehaving nodes 5, 10, 20 Crossover probability 0.6 
Traffic type telnet, 

CBR 
Normalized space range [0.0, 1.0] 

Payload size 512 bytes Number of dimensions 4, 2 
Frequency/rate 0.2-1s   
Radio-Bandwidth/link speed 2Mbps   



4.3. Data Collection and preprocessing 
Each node in the system captures the events of interest (only at routing level associated with DSR 

protocol) about the monitored nodes in its neighborhood and collects series of small event sequences 
comprised of only the events of interest. These sets of event sequences are collected by each observing 
nodes for the monitored neighbor nodes for all the 40 nodes (except its own). The aggregation of these 
sequence sets by all the observer nodes over a monitored node helps to build its event profile. This is done 
as explained earlier and thus aggregates to build up the complete network profile. The events of interest or 
protocol events [19] recorded by a Node are labeled for both transmitted and received cases as shown 
below: 
 

Packets Transmitted Packets Received 
Label Event Type Label Event Type 

A RREQ E RREQ 
B RREP F RREP 
C RERR G RERR 
D DATA sent and IP address not of 

monitored node 
H DATA received and IP destination address is not 

of monitored node 
 

The sequence could look somewhat like this for an event sequence T: 
(EAFBHHEDEBHDHDHHDHD). 
A set of commonly occurring events’ subsequence is used to produce a four dimensional vector denoting 
the number of occurrences for each of the four elements. To achieve this, four different subsequence 
expressions have been used. 
Expression1:- number of E in sequence (T); #E 
Expression2:-number of E with 1or no event followed by either an A or a B in sequence (T); #(EX(A|B)). 
Expression3:- number of H in sequence (T); #H 
Expression4:- number of H with one or none event followed by a D in sequence (T); #(H?D) 
 

These expressions are evaluated one after the other on the event sequence such as T to produce a 4 
dimensional vector as shown: S = (3 2 7 6). Our aim is to collect such series of vectors both for training as 
well as detection cases. 
 

The schematic of data collection is shown in the Figure 10. This represents the initial preprocessed 
profile set as a matrix of nodes versus events trace that are sampled over the events’ time series.  The 
Nodes in the 1st column, labeled Node 0 to Node N (There are total of N +1 nodes in this assumption) are 
all behaving as observers for each of their neighbors except themselves. Each of these nodes build a small 
events’ profile of their monitored neighbors (it could be some or all), during the activity time (only ∆t times 
the total active monitored time). All these profiles are later aggregated for each monitored node to yield an 
events’ dataset respectively which is later used by the learning process. The S in this illustration refers to a 
short, heterogeneous event sequence of variable length collected in a short interval of time, ∆t. It is 
illustrative of the generation of a small window of event sequence generally spoken to of as a trace in ∆t 
period. Each S is more likely to be quite different from the other S’s, most of which belonging strictly to 
one of the classes - either well-behaving or mis-behaving. There are certain intervals of observations where 
no sequences might be observed. These are represented as “-” in the above table. This generally happens 
for no or low activity for the concerned neighboring monitored node or even for monitored nodes beyond 
the listening range of the observer node. It is to be noted that the event trace sequence for a long 
observation interval typically 2 minutes or more might generate a single sequence that may well be over 1 
Giga-bit long [13], thus making the generation of a large number of distinct patterns difficult. This will 
further make our task of generating appropriate detectors during the behavior learning process almost 
fruitless. Thus it helps to keep the observation window period small (about 10s - 20s for ∆t). 
 
4.3.1 Misbehavior 

The incorporation of misbehavior into the network is the same as done in [19]. We reiterate for 
clarity. The nodes can be set to misbehave as a Boolean parameter. It can be set or reset. Using this 
implementation capability we could have different numbers of misbehavior set up (In our experiments, 5 10 



and 20 were involved). The misbehavior are implemented in two ways - (1) Nodes neither forward route 
requests nor answer the route replies from their route cache. (2) The nodes do not forward data packets. 
The misbehavior probability is a control parameter such that the misbehaving nodes behave badly only 
during certain times in the simulation run. The same or different probabilities could be utilized in either 
case. 
 
4.4. Data set Normalization 

The data set composed of series of S is normalized in each element of the vector, where the actual 
values of the variables are scaled to fit a defined range [0, 1] using 40% of maximum (addition factor) and 
40% of minimum (subtraction factor) value for each dimension in the data set. Any value in this 
normalization above the maximum and minimum is taken as 1.0 and 0.0 respectively. This normalization is 
done for training and testing alike. 
 
4.5. Experimental Setup for Simulation 

We used an implementation [20] of the routing packets traffic data using DSR protocol, in 
GloMoSim [22] that provides an excellent environment for wireless mobile ad-hoc networks. For data set 
collection, detection and analysis, crucial simulation and detection parameters, as defined in Table 3 were 
used. As we employ a simulated environment, certain designated nodes were labeled as misbehaving with a 
certain probability. High Telnet traffic and low CBR rates were tried to generate the overall traffic in this 
simulation. A configuration file for setting up these traffic types is provided with the simulator. The Global 
system configuration for the simulation is defined in a separate file, which has support for DSR protocol in 
promiscuous mode. Table 3a enlists these.  

During the learning phase, all the nodes were made to behave well (we restricted any node from 
misbehaving) so that a generalized profile for the entire network traffic could be built and our potential 
detectors could be generated and trained. The simulation time was set for a long duration, so as to capture a 
considerably large and proper profile of the system as also to collect sufficient good behavior, which is an 
important concern for Anomaly detection problems.  

During the detection phase, certain numbers of nodes (with known addresses) were made to 
misbehave. Our trained detectors were tested against this behavior towards the end of the simulation for the 
rates of detection and false positives in misdetection of the well behaved nodes. Significant set of 
parameters, as given in Table 3b, were used for the detection phase in deciding the true positive (Detection 
Rate) classification and the false positive (False Alarm Rate) classification rates. A critical parameter called 
the “learning data threshold” was used for our purpose to keep a balance between high detection rate and 
low false alarm rate. This parameter is applied to each data point (a data point is a vector of 4 dimension 
data) so as to generalize the overall profile (as not all possible good behavior can be captured easily in any 
given profile, or in other words, no profile is ‘so called’ complete). In the results we could see the 
significant effects of this parameter with relation to the change in detection rates as well as false alarm 
rates. For our analysis, a threshold for detection was also used, wherein a high detection rate for detecting 
the misbehavior had to be a minimum of 25%. 

We ran two series of experiments: 
� Using All 4 Event types (all 4 parameters): - This analysis involves the misbehavior detection for 

the nodes that are neither replying from its route cache nor forwarding route requests as well as 
non forwarding data packets. 

� Using more prominent event types (last 2 parameters):- This analysis is more significant and 
pronounced if the initial route set up for the monitored node is not taken into account for 
misbehavior. It concerns more those misbehaviors that happen during the data packets’ transfer 
among the nodes. This is more crucial for detecting those misbehaving nodes that do not forward 
data packets. Unless this assumption is made in the simulation, this analysis will fail.                                                                             
 
It is to be noted that for this case, the first initial stages of route set-up event sequences data 
collected were disregarded (not collected).  
 



Our belief is that these events’ subsequences are more effective for difference analysis however 
we need to perform more sets of rigorous experimentation and analysis to prove our claim. The results 
section however indicated better results than that involving all the 4 parameters.  
 

Ten independent replications of all experiments were performed in order to obtain high degrees of 
confidence intervals. The Average, best and worst cases were recorded in each case. 
 
4.6. Performance Metrics 

The experimental simulation aims at finding and reporting the detection behavior of the generated 
nodes in correctly identifying the misbehaving nodes as well as how well it could identify such deviations 
in behavior. Our experimental results are based on the following metrics: 

1. Average detection rates for the misbehaving nodes;  

defined as detection rate (D.R.) =  (true positives)/ (true positives + false negatives). 

2. Average False Alarm rates for misclassifying the well behaving nodes; 

defined as false alarm rate (F.A.R) = (false positives)/(false positives + true negatives). 

where, true positives refer to the number of abnormal cases identified as abnormal in the given data set of 
vector points; false positives refers to the number of normal cases mistakenly identified as abnormal; true 
negatives refer to the number of normal event sequences (normal cases) in the entire sequence correctly 
identified as normal while false negatives are the count of the number of those abnormal sequences that the 
detector set classified as normal. 

Whenever and wherever we refer to positive detection and misclassifications, we refer to these 
metrics respectively. 

5.  Experimental Results 
Based on the Performance metrics we present the following results here for clarity. We present here two 
series of experiments for this initial work. Other dependence like the effect of mobility speed and 
simulation area was not conducted at this time. 
 

5.1. Using All 4 parameters:  

    
 
Figure 11. Average Detection Rates for all misbehaving nodes - 5, 10 and 25 with learning thresholds of 0.001, 0.002, 0.005 and 0.01. The 
Learning Threshold parameter has a significant effect on the detection rate in all three cases. 

 

    
 
Figure 12. The average misclassification (false alarm rates) for well behaving nodes - 20, 30 and 35 with learning thresholds of 0.001, 
0.002, 0.005, 0.01. The false positives are within the upper limit of 0.03 in most cases. 



5.2. Using last 2 parameters: 

    
 
Figure 13. Average Detection Rates using partial parameters for learning (ignoring the routing setup data) misbehaving nodes - 5, 10 and 25 
with learning thresholds of 0.001, 0.002, 0.005 and 0.01. The Learning Threshold parameter has a significant effect in each of the cases. 

 

    
 
Figure 14. The average misclassification or false alarm rates for the partial events’ sequence are within an upper limit of 0.02 in most cases. 

 
5.3. Results Discussion 
• Detection capabilities: In all these experiments our average detection rates were substantially higher 

than the detection threshold. Thus in all these cases the misbehaving nodes were detected and 
classified as misbehaving while the well behaving nodes were classified as good. Depending on the 
detector sets the average rates of detection and misclassifications were close to the median of best and 
worst cases. This shows the average good coverage of the multi-shaped detectors. The 
misclassification values for the good nodes are within a small range of 0.001 and 0.03. We have not 
shown the effect of different types of detector representations which can produce even more varied and 
interesting results but we opine that the mixed representation scheme using structured hybrid 
representation produces more stable and better detection rates [2]. 

• Impact of the learning threshold parameter: It is clearly discernable from the above results that 
most of the misbehaviors are subtle and hence difficult to distinguish from the benevolent behaviors. 
This results in high false negatives thus lowering the detection rates. Thus the lower threshold values 
have higher detection rates compared to the higher ones. A value of 0.001 is thus best in our case 
among others. For a given learning threshold value, the number of misbehaving nodes also play a 
distinguished role. As the misbehaving nodes number increase detection rates decrease slightly but in 
most case are roughly stable because most of the misbehaviors are already similar and the increase 
creates some newer and subtler patterns making it difficult to detect. This we hope to improve in our 
further works.  

• Effect of using partial events’ subsequence: As already discussed earlier, this criteria (using the last 
two parameters in the events’ sequence) had an improved effect in our detection results though detailed 
analysis can be useful when this is implemented with real network traffic environment. It can be 
concluded however that these subsequences have a pronounced effect in differentiating the behavior 
clearer than that involving all the four. We also find that these subsequences have events that are 
generated in larger amounts than the other two events thus leading us to believe in its deterministic 
behavior. We leave this further analysis to our subsequent works.  

6. Conclusions and Further Work 
We have implemented a hybrid learning technique in which learning of good behavior and 

detection of misbehavior is carried out in a simulated wireless environment. The main purpose of this work 
was to identify misbehaviors in wireless traffic with high positive detection and low false positives in 



misdetection of good behaving network elements. The hybrid approach generated multi-shaped detectors (a 
set of rules) defining a boundary for the unknown regions in the mapped negative areas of the training data 
(generally taken to be all good). The primary concern in misbehavior detection is one involving the 
detection of unknown (and new) and the other in accurately detecting the detected. This would in certain 
cases require a large amount of learning data as well as the number of good detectors required will be huge. 
Sometimes, for very subtle misbehaviors, the detection has to be more accurate for which the coverage of 
the detectors and the goodness of the search process needs to be very efficient. With the use of a small 
subset of protocol event sequences which represents a subset of the entire traces of observed protocol 
events, the dataset in this work was somewhat within limits. With the use of learning threshold for the 
detectors’ learning, certain subtle abnormalities are supposedly captured. We have found that the 
performance of the system is very sensitive to some parameters that require careful tuning. It is quite 
unclear as to the best choice of good values or to employ certain stable control mechanisms that might not 
necessitate accurate tuning. Finally, our observation found that the preprocessing of raw data for matching 
the misbehavior is done based on an earlier established work that needs to be carefully analyzed. 
 

Since we could successfully detect the misbehavior by using the complete network behavior, it 
makes sense to go an additional step forward wherein we utilize and maintain separate collections of 
detectors in the network elements - the mobile wireless nodes. The network nodes in this case monitor and 
produce the profile of their neighbors, those that are within their listening range and could listen to 
sufficient number of packets from neighbors denoting enough activity data in such nodes so as to be able to 
generate individual sets of detectors for each node. Later these detectors could be used to detect (if any) 
misbehaviors among the neighboring nodes (within listenable range with sufficient activity). Each of these 
nodes detection rates could be used to score individual nodes detection capability.  As we have an 
established technique set forth, the new task would be our next logical step for implementation. 
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