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Abstract

In BGP routing updates a Multiple Origin AS (MOAS) conflict oc-
curs when a particular IP address prefix appears to originate from more
than one autonomous system (AS). In certain cases MOAS conflicts are
a result of current operational practice; in other cases, however, MOAS
conflicts are caused by mis-configurations, protocol implementation er-
rors, or even intentional attacks. The current BGP specification and
implementation provide no distinction between the former and the lat-
ter cases. In order to detect network faults and attacks, in this paper we
present a simple spoof-resilient solution to the MOAS conflict problem.
Our solution is backwards compatible and incrementally deployable. It
allows BGP routers to distinguish valid MOAS conflicts from invalid
ones, thus it substantially reduces, if not eliminate, the risk of traffic
hijacking through false routing announcement due to either malicious
attacks or protocol faults.

1 Introduction

This paper presents a backwards compatible and incrementally deployable
BGP extension for detecting invalid Multiple Origin AS (MOAS) conflicts.
The Internet is made of thousands of Autonomous Systems, loosely defined
as a connected group of one or more IP prefixes which have a single and
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clearly defined routing policy[l]. BGP][2] is the standard inter-AS rout-
ing protocol. A BGP route lists a particular prefix (destination) and the
path of ASes used to reach that prefix. The last AS in an AS path should
be the origin of the BGP routes. A Multiple Origin Autonomous System
(MOAS) conflict occurs if a prefix appears to originate from more than
one ASes. More precisely, suppose prefix d is associated with AS paths
asp1 = (p1,p2,---pn) and asps = (q1,92,---qm). We say a MOAS conflict
occurs if pp # gm-

In an effort to improve the fault-tolerance and security properties of the
BGP routing protocol, we have been measuring the behavior of BGP. The
MOAS conflicts are interesting to us for a number of reasons. First, RFC
1930[1] recommends that a prefix should originate from a single AS, but
MOAS conflict may occur for a limited number of valid reasons. Second,
MOAS conflicts could be the result of a fault or an attack, where a BGP
router falsely originates routes to some other organization’s prefixes. There
is no BGP mechanism for distinguishing between the valid MOAS that occur
due to legitimate operational policies and the MOAS conflicts caused by
faults or attacks. We propose a new use of the existing BGP community
attribute and a new DNS resource record that allow us to distinguish the
valid conflicts from the invalid ones.

The remainder of the paper is organized as follows. Section 2 reviews the
related work. Section 3 describes the MOAS conflict data and the method-
ology we used to collect and process the data. Section 4 provide detailed
analysis of the results and our explanations of the results. Section 5 pro-
poses to use assertion to validate the MOAS conflicts. Section 7 summarizes
the paper.

2 Related work

MOAS conflicts have been observed by a number of researchers, but no one
has considered the problem in detail. The most relevant work comes from
Geoff Huston’s BGP Table Statistics website[3]. Starting on 2/18/2001,
this site began tracking a daily count of MOAS conflicts' using data from
some ISPs and from the Oregon Route Views Server. On 04/19/2001, the
website switched to tracking MOAS conflicts on a bi-hourly instead of daily
basis. However, the BGP Table Statistics work provides only a basic count
of MOAS conflicts and no further explanations or analysis is offered.

'"Huston uses the term ” multiple-origin prefixes” in place of our term ? MOAS conflicts”



The MOAS conflict issue has also been discussed within the IETF. RFC
1930[1] recommends that a prefix should belong to only one AS. If this
recommendation was followed, MOAS conflicts would not occur, with the
possible exception of a few unique cases discussed further in [4]. This view
of MOAS conflicts does not correspond with the MOAS conflicts actually
seen in the Internet.

There is also related work on determining the correct origin AS (or ASes)
for a particular prefix. Bates et al [5] proposes to use DNS to store (pre-
fix,origin AS) pairs in the originator’s DNS side and then each incoming
route update can be checked against the DNS record. However, this ap-
proach requires a new domain name hierarchy must be deployed in the cur-
rent DNS system, which is considered to be a non-trivial administrative
task. In addition, BGP routers must interact with the DNS when making
routing decisions and DNS data are assumed to be correct. [6] proposes a
filtering model that uses the Internet Route Registry (IRR) records to do
the similar checking. However, updating the IRR record is not a manda-
tory operation for ISPs and some IRR records are outdated or inaccurate,
reducing the effectiveness of this approach. Kent [7] proposes to use some
form of public key infrastructure (PKI) to verify the origin of the route ad-
vertisement. However, this approach calls for a significant modification of
the current Internet infrastructure.

3 MOAS Conflicts in the Internet

Data observed from Internet routers shows that MOAS conflicts are a com-
mon occurrence. Based on the number of conflicts and the conflict durations,
we believe the nature of these conflicts differs from what one might expect
based on documents such as [1]. Using off-line techniques, we identified
examples of both valid caused by legitimate operational policies and and
invalid MOAS conflicts caused by faults. A summary of the MOAS conflict
data is provided below and a more detailed analysis is provided in [4].

3.1 Methodology

In our previous work[4], we provided detailed analysis of MOAS conflicts
based on the data from the Oregon Route Views server [8]. Currently, the
Oregon Route Views server peers with 54 BGP routers in 43 different ASes.
FEach peer exports its BGP routing table to the Route Views server.The
routing table of Oregon Route Views server is archived on a daily basis from
11/08/1998 to present by NLANR[9] and PCH.net [10]. The large number
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Figure 1: The number of MOAS conflicts from 11/1997 to 07/200

Year | Median of MOAS conflicts | Increasing rate
1998 | 683

1999 | 810.5 18.7%

2000 | 951 17.3%

2001 | 1294 36.1%

Figure 2: Median of MOAS conflicts per year

of AS peers and access to archived routing data makes the Oregon Route
Views data an ideal location for observing MOAS conflicts.

3.2 Results
3.2.1 Total Number of MOAS Conflicts

Figure 1 shows the total number of conflicts from 11/08/1997 to 07/18/2001
2. Overall 38225 conflicts were observed over 1279 days. The median number
of MOAS conflicts for each year are listed in the Figure 2. There is an
increase from 683 conflicts in 1998 to 1294 conflicts in 2001.

3.2.2 Duration of MOAS Conflicts

Figure 3 shows the duration of MOAS conflicts, based on the data (Figure
1). Figure 3 shows that most of the conflicts are short-lived. 13730 out
of 38225 conflicts appeared only once and lasted less than one day. 11358

>The maximum of conflicts reached 11842 on 04/07/1998 and 10226 on 04/06/2001.
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Figure 3: Duration of MOAS conflicts

Expectation (days) | Measured data set
30.9 longer than 0 day
47.7 longer than 1 days
107.5 longer than 9 days
175.3 longer than 29 days
281.8 longer than 89 days

Figure 4: Expectation of the duration of MOAS conflicts

of these one-time conflicts can be attributed to a configuration fault that
occurred on April 7th, 1998. Excluding the one-time conflicts, the expec-
tation of the duration is 30.9 days. Taking into account that many other
short-lived conflicts might also be due to faults, we considered the data set
which contains only conflicts whose duration is greater than 9 days (a total
of 10177 conflicts). For these conflicts, the expectation of the duration is
107.5 days with 1002 conflicts lasted longer than 300 days. Figure 4 lists
the expectation of the duration from the different data sets. The longest
duration was 1246 days out of a possible 1279 days and 1326 conflicts were
still ongoing as of the date the paper was written.

The duration of an individual conflict counts the total number days of the
conflict was in existence, regardless of whether the conflict was continuous
and whether the same ASes were involved.

Overall, these results show that there are number of MOAS conflicts may
be caused by some other factors than multi-homing which usually implies
longer MOAS conflicts durations.



4 Causes of MOAS Conflicts

There are three main causes of MOAS conflicts: some forms of multi-homing,
faults or attacks, and special prefix types. [4] describes each of the potential
causes in more detail and confirmed their occurrence in the Internet. In
order to show our proposal can distinguish valid from invalid causes, we
present the summary of causes in the following.

4.1 Special Prefix Types

Some prefixes are naturally associated with more than one AS. In particular,
the prefixes associated with BGP exchange points may be advertised by each
AS connected to the exchange point. Anycast address also can be advertised
by several ASes. In both cases, MOAS conflicts are expected and simply
reflect the fact that multiple ASes can directly reach the prefix. RFC 1930[1]
also notes that aggregation could result in routes that end in AS sets and
the concept of MOAS conflict is not well defined with respect to an AS set.
In our study, we typically observed 12 prefixes which ended in AS sets and
these AS sets were consistent with each other. Overall, the number of MOAS
conflicts caused by special prefix types make up only a small percentage of
the total MOAS conflicts observed in the Internet.

4.2 Multi-homing

Various forms of multi-homing policies can result in MOAS conflicts. In
some cases, an organization may connect to multiple ISPs but not use BGP
with all these ISPs. In this case, these ISPs may be statically configured to
advertise the organization’s prefixes or may import these prefixes from the
IGP routing protocol. In both cases, each ISP originates the BGP route to
the prefix and each ISP uses its own AS as the originating AS. From a BGP
perspective, it appears as if each AS can directly reach prefixes belonging
to the organization and the result is a MOAS conflict.

One would expect these conflicts to be long lasting in duration since
static routes or non-BGP peering agreements are likely to have a long life-
time. Note that these MOAS conflicts are valid, but could present a problem
for packet forwarding if the links necessary to support the static routes fail.

In a similar case, an organization may peer with several ISPs using a
private AS number. To prevent AS number exhaustion, Haas [11] suggests
that a multi-homed customer uses a private AS number which is mutually
agreeable to all providers. This technique is called AS number Substitution



on Egress (ASE). If deployed, this approach could produce MOAS conflicts
because the private AS number should be stripped off by the upstream
providers and the real origin information will be lost.

Because the links using non-BGP routing mechanisms or private AS
numbers are “hidden” to BGP, a BGP router can not tell whether or not a
MOAS conflict is due to multi-homing without BGP or multi-homing with
private AS number. However, by contacting individual ASes, we did confirm
such occurrences.

4.3 Faulty or Malicious Configurations

MOAS conflicts can also occur when an AS incorrectly originates routes to
some other organization’s prefixes. This could occur due to configuration
errors or even intentional attacks. Often, the faulty AS does not have a route
to the incorrectly originated prefixes and packets that use the incorrectly
originated route will reach the faulty AS and then be lost.

Figure 1 shows several notable examples of MOAS conflicts caused by
faults. The graph shows a large spike on April 7th, 1998 and AS 8584
was involved in 11357 out of 11842 conflicts that occurred during that day.
Discussions on a network operators mailing list[12] indicated that AS 8584
falsely originated routes to those conflicted prefixes. Consequently, some
ASes selected the incorrectly originated route. Packets sent along this in-
correctly originated route would reach AS 8584 and would then be lost.

The graph also shows a large spike on April 10th, 2001 and the sequence
(AS 3561, AS 15412) was involved in 5532 out of 6627 MOAS conflicts
that occurred during that day. Based on the archived data from RIPE
RIS [13], AS 15412 normally originates only 5 prefixes. However, on April
6th, AS 15412 suddenly originated thousands prefixes due to a configuration
error|14].

On April 25th, 1997, a severe Internet outage occurred[15] when one
ISP falsely de-aggregated most of the Internet routing table and advertised
the prefixes as if they originated from the faulty ISP[16]. The falsely origi-
nated prefixes resulted in MOAS conflicts. These examples show that invalid
MOAS conflicts do occur and can have serious impacts on Internet routing.

Faulty aggregation could also cause MOAS conflicts. In faulty aggre-
gation, an AS advertises an aggregated prefix, even though some of more
specific prefixes are not reachable by the AS. A MOAS conflict occurs if an
aggregate route is also generated by some other AS. Packets that use the
faulty aggregated route will travel to the faulty AS and then may not be
able to reach all the more specific prefixes.



4.4 Using Duration as Heuristic to Validate MOAS Conflicts

With the exception of faults and intentional attacks, the possible explana-
tions should have created long duration MOAS conflicts. MOAS conflicts for
exchange point prefixes should remain as long as two or more ASes choose to
advertise a route to the exchange point. The data confirmed this expected
pattern and exchange point MOAS conflicts persisted for most, if not all, of
the study. Multi-homing without BGP and multi-homing with Private AS
numbers both require router policy configurations at two or more ASes and
the resulting MOAS conflicts should persist for as long as the multi-homing
policy remains in place. We expected that multi-homing policies (and the
resulting MOAS conflicts) would occur over months, not days. But the data
in Section 3.2 shows a large number of short duration conflicts.

One possible reason for short-lived MOAS conflicts is that MOAS con-
flicts could occur during a transition period when a non-BGP customer
switches from one provider to another. To guarantee the connectivity to the
non-BGP customer, it is possible for both providers to originate the cus-
tomer’s prefix for a short period. Another possible and more likely reason
for short-lived MOAS conflicts is router mis-configurations or other faults.
These conflicts disappear when the faults are detected and corrected.

Overall, the duration can be a useful heuristic to distinguish between
valid MOAS conflicts and invalid ones. However, such differentiation is not
accurate enough to be a solution to validate MOAS conflicts.

5 Validation of MOAS conflict

5.1 Assertion

From the standpoint of fault tolerance and security, MOAS conflicts pose
an interesting challenge. On the one hand, MOAS conflicts can occur for
valid reasons, such as multi-homing without BGP and advertising exchange
points addresses. Packet forwarding is not adversely affected if each AS
in the MOAS conflict has a (non-BGP) route to the destination. On the
other hand, router misconfigurations or intentional attacks could also pro-
duce MOAS conflicts. Packet forwarding is adversely affected if the packets
rely on the invalid routes. Large scale network outages and other problems
have been associated with MOAS conflicts. Thus, the validation of MOAS
conflicts is necessary.

The basic idea is establish a mutual agreement between the multiple
ASes who are entitled to originate a particular prefix. This agreement is at-



tached to the route advertisement so that anyone observing a MOAS conflict
can verify that the conflict has been authorized by all the prefix originators.
If a fault or attack creates a conflict, this faulty route will not be in agree-
ment with the valid advertisement. This idea is captured by the following
assertion:

Assertion 1 If prefiz p is originated from multiple ASes, then each origi-
nating AS must list all the potential origin ASes and the AS path must end
in one of these ASes.

Any MOAS conflicts violating the above assertion will be regarded in-
valid, then an alarm should be generated and further investigation should
be followed.

For example, suppose multi-homing allows prefix p to be originated by
both AS 1 and AS 2. Each AS will originate the route and attach the
agreement indicating that both AS 1 and AS 2 can originate the route.
For an exchange point prefix, any AS attached to the exchange point may
choose to originate the route. An AS attached to the exchange point and
originating the route should attach an agreement listing all the other ASes
at the exchange. 3

We claim the assertion based approach has the following properties:

Effectiveness: Assuming an origin AS has been configured to attach the
agreement with all its route announcements, when one of its prefixes
is falsely originated by either a fault or a compromised AS, other ASes
can easily detect an invalid MOAS conflict. The false route announce-
ment either carries an origin AS that is not listed in the correct agree-
ment, or carries an agreement which is different from the one generated
by the valid origin ASes.

However, because of routing policies and route propagation rules, these
conflicting routes will not be observable at all points in the Internet.
But at some points in the network, a BGP router will receive both
of the valid route and the incorrectly originated route. This router
detects a MOAS conflict. We can not make any claim about the prop-
erties of the invalid route and what agreements it might attach. But
we can be certain that the valid route has not agreed upon a MOAS
conflict with the faulty AS. This MOAS conflict is not agreed upon
by both parties and can be definitively identified as an invalid MOAS
conflict.

3Note that this does not imply that all ASes at the exchange actually do advertise the
prefix. It only indicates that any of them may choose to do so.



Spoofing resilience: If the origin ASes has only one path to reach the
rest of the Internet and the attacker blocked theirs correct route p
announcements, the potential invalid MOAS conflicts cannot be easily
detected. In this case the attacker has compromised the only path to
reach p and can cause other arbitrary damage to p as well. However
in more general cases where multiple origin ASes are making route
p announcements, or an origin AS announces routes to multiple AS
peers, then it is difficult for an attacker to block the correct route p
announcement carrying the agreement. In this case even though an at-
tacker can still inject invalid route with false MOAS list, other routers
can easily detect the agreement inconsistency and alarm the network
operator. Similarly, an attacker may try to modify the agreement on a
valid announcement. As long as the attacker can not modify all routes
to the origin, the change may result in an alarm.

The approach of attaching the agreement to the route advertisements
might be fragile in some situations. For example, a router may decide to
remove the agreements because of local policies or route aggregation. To
further enhance the effectiveness of our assertion-based approach, we also
suggest to put the agreements in DNS records. One could check the MOAS
conflicts with DNS in the cases that the agreements information attached
with the route advertisements is incomplete. In addition, supported by DNS,
a router may be able to further identify the faulty AS.

5.2 Attaching Agreements to Routes

We use the existing BGP community attribute[17] to define a new BGP
community, termed “MOAS List”, to represent the agreement. The com-
munity attribute is an optional transitive attribute of variable length, which
can be used to convey additional information to the global routing system
for a group of prefixes that share some common properties. Each commu-
nity attribute consists of four octets. By convention, the first two octets are
used to encode an AS number and the semantics of the final two octets may
be defined by the AS listed in the first two octets. We reserve one of the 26
values available in the last two octets to indicate a MOAS List. This value
is denoted by M LV al in the remainder of this paper. Thus the community
attribute (X : M LV al) indicates that the route originator agrees AS X may
originate a route to this prefix.

For example, if a prefix p which is originated from a set of ASes, ASi,
ASs, ... AS,, the route updates from AS;, (1 < i < n) will include the
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AS1
MLVal
AS 2
MLVal

Figure 6: Example MOAS List

MOAS List (AS1, MLVal),...,(ASp, MLVal) In Figure 5, AS 1 and AS 2
agree that both of them may originate routes to the same prefix p and when
AS 1 originates p, AS 1 will attach the MOAS List, shown as in Figure 6,
and the corresponding configuration file is shown in Figure 7. So does AS
2.

When a BGP router receives route announcements for the same prefix
p from multiple peers, it must check to see whether all the MOAS Lists for
p are consistent. Here consistency is defined as the same set of ASes listed
in the MOAS List, the order in the list may differ; if the number of ASes in
the list from different peers differs, or if the AS set is different, we consider
the MOAS List inconsistent.

router bgp AS1

neighbor a remote-as Y

neighbor a send-community

neighbor a route-map setcommunity out
route-map setcommunity

match ip address p

set community AS1:M LV al AS2: MLV al

Figure 7: Example configuration file

11



If the BGP router notices any inconsistency in the MOAS Lists received
from multiple peering neighbors, it should generate an alarm signal to inform
the network operator. The operator can then further investigate the cause
of the inconsistency. Also, in this case, the local policy will decide to accept
the corresponding route or not.

In the example shown in Figure 5, both AS 1 and AS 2 attach a MOAS
List, (AS1 : MLVal,AS2 : MLVal), to their route announcement up-
date for p. If AS Z also falsely originates p with a MOAS List (AS1 :
MLVal,AS2: MLVal,ASZ : MLV al), assuming all three routes are prop-
agated to AS X, AS X will observe an inconsistent MOAS List and should
generate an alarm signal to the network operator.

Attaching MOAS List to route announcement requires only BGP config-
uration changes, but checking MOAS List consistency may need BGP imple-
mentation be modified accordingly. However, to quickly deploy the MOAS
List checking in the operational Internet, one could run an offline monitoring
process which periodically downloads the BGP routing table and check the
MOAS List consistency from multiple peers. If the router is equipped to
support the new BGP MIB [18], one could run a management application
to access the BGP MIB to get all MOAS List, along with other information,
through the MIB interface and check the MOAS List consistency.

There are some practical concerns. A MOAS List for prefix p might be
dropped along some of the propagation paths due to local policy, aggre-
gation, or improper configuration at some BGP routers. A router further
down the road that receive route P announcement may see some of the an-
nouncements carrying a MOAS List, and some not. However, all of received
MOAS Lists should be consistent. Otherwise, the router should generate an
alarm signal. More detailed discussion can be found at [19].

5.3 Storing Agreements in DNS records

Similar to the work[5], we use DNS records to store the agreements. We in-
troduce a new DNS Resource Record (RR) dedicated for verification of route
updates involving a MOAS conflicts. The new RR, denoted by MOASRR,
consists of two fields, 'Prefix Length’ and *AS List’. The 'Prefix Length’ field
contains an octet encoding the length of the address prefix associated with
the node named by the RR (0 through 32). The ’AS List’ field contains an
list of origin ASes, each encoded as a two octet unsigned integer (0 through
65535). More detailed information about the implementation and lookup
procedure could be found in [5].

In above example, name server for prefix p will add a new RR in the

12



zone file. The new RR will looks like:
MOASRR x AS1 AS2

where the z denotes the prefix length.

To verify the origin AS of p, one could do a DNS lookup for prefix p
by specifying the type as MOASRR. If the origin AS appearing in a route
update doesn’t match any AS number in the AS list of MOASRR record,
such route update should be considered as a bogus update, therefore should
be dropped.

There are some practical concerns. One would be the vulnerability of the
current DNS system|[?]. If the DNS system can not guarantee the correct an-
swer, putting agreement in the DNS record can not be effective. DNSSEC|[?]
will be a security solution for this problem. However, taking the deployment
of DNSSEC into account, we do not require DNSSEC as a necessary compo-
nent. Another concern would be the compatibility of current DNS software.
By introducing a new RR, it implies a modification of current DNS software
which may take longer time for implementation and deployment. To get
around this problem, we could use T'X T record as a temporary solution.

6 Simulation Results

Our proposed extension to BGP, the MOAS community attribute, enables
routers to easily detect inconsistency in routing announcements, and thus
it protects the routing system from potential attacks or faults. However,
there is still a possibility that attackers may block valid routing announce-
ments to propagate to parts of the Internet. Therefore, in this section, we
evaluate the effectiveness of our scheme in protecting networks from false
routing announcements. More specifically, we let attackers inject false rout-
ing announcements at randomly selected locations, and then we compare the
damage they cause with and without our scheme. The simulation results
show that our scheme substantially reduces the percentage of networks that
adopt the false routes. Furthermore, we have observed that with our scheme,
larger networks are even more robust against randomly selected attackers.
Finally, we demonstrate that our scheme can still protect the routing system
against false routes even when it is partially deployed.

In the following sections, we first describe the simulator and the topolo-
gies used in our simulation and then present the results from three experi-
ments.
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6.1 Simulation Setup

(a) 21-AS Topology (b) 63-AS Topology

Figure 8: Simulation Topologies

We use the SSFnet [20] simulator in our simulation, and we have mod-
ified the BGP protocol in SSFnet to support MOAS detection. Figure 8
shows two topologies that we mainly use, one with 21 nodes and the other
with 63 nodes (see Figure 8). In these topologies, each node represents an
Autonomous System (AS), and a link between two nodes represents a BGP
peering relationship (i.e. the two AS’s exchange routing information).

To generate these topologies, we first get the BGP routing table from
the Oregon RouteViews server [8]. Then we infer BGP peering relationship
based on the AS Path attribute in BGP routes. For example, if a route to
a prefix p has the AS Path 1239 6453 4621, we consider AS6453 to have
two BGP peers, AS1239 and AS4621. We also mark AS6453 as a transit
AS since packets to and from AS4621 may traverse through it (note that
AS1239 is also a transit AS). If an AS does not appear to be a transit AS in
any of the routes, we consider it a stub AS. Transit AS’s are usually ISP’s
(e.g. AS1239 is Sprint), while stub AS’s are networks at the edges of the
Internet such as small organizations and universities. Next, we randomly
select £% of the stub AS’s and construct a topology containing these stub
AS’s and their peers, with the peering relationship among them completely
preserved. We prune transit AS with too few peers to get the final topology.

Since most TP prefixes are originated by stub AS’s, we randomly select

14



the origin AS’s from the stub AS’s. According our measurement, 96.14% of
MOAS conflicts involve two ASes and 2.7% involve three ASes. Therefore,
we only simulate the scenarios where a prefix is originated by one or two
AS’s. We choose the attackers randomly from all the AS’s. Note that,
although the attackers may tend to intrude small networks with lower level
of security, they can cause more damage if they are located in the transit
AS’s.

6.2 Experiment 1: Effectiveness of MOAS Community At-
tribute

In this experiment, we evaluate how effectively our scheme prevents the prop-
agation of false routing information, by comparing the number of routers
adopting false routes with and without using the MOAS community at-
tribute. We assume that all the nodes check the MOAS attributes received
from their peers and, once they detect a MOAS conflict, they stop the fur-
ther propagation of a false route (e.g. by checking with DNS as proposed in
the paper or using some other mechanism).

We use the topology with 21 nodes (Figure 8(a)). Each simulation is
performed with a random selection of N origin AS’s and M attacker AS’s.
It is easy to see that the number of different selections can be rather large
for large topologies. Therefore, rather than simulating all the possible selec-
tions, we perform 15 runs for a given number of origin AS’s and attackers
4. In other words, each data point is the average of 15 simulation runs.

In Figure 9, X is the pencentage of attackers over all the ASes, and Y
is the percentage of AS’s(excluding attackers) adopting attackers’ routes.
As you can see, when the number of attackers increases, more AS’s are
affected by the false routing information. However, our approach reduces
the percentage of AS’s adopting the attackers’ routes by more than 20%.
Even when 57% of the AS’s are intruded by the attackers, our approach
controls Y to be below 25% and 40% when the prefix is originated by 1
origin AS and 2 origin AS’s respecitively.

Furthermore, we obtained similar results using another 21-AS topology
with different connectivity structure (see Figure 10).

“To get the 15 combinations of orgin AS’s and attackers, we first select 3 sets of origin
AS’s from the stub AS’s. Then we select 5 sets of attackers for each set of orgin AS’s.
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Figure 9: Spoof-Resilience of Our Scheme in the 21-AS Topology

6.3 Experiment 2: Larger Topology

In this experiment, we are interested in finding out if our scheme will still
be effective in a larger topology. We also want to compare the results from
this experiment with those from the previous experiment to know whether
the larger topology is more or less robust against attackers with the same
percentage of AS’s being intruded by the attackers. The topology we use
here is the network with 63 nodes (Figure 8(b)). We have run the experiment
with both one origin AS and two origin AS’s, but the results are similar as

you can see from Figure 11.

One can make the following observations from Figure 11(a):

1. With our scheme, the larger topology is much more robust against
random attackers than the smaller topology. For the larger topology,
when the attackers are less than 25% of the total number of AS’s,
almost none of the AS’s are affected by the false routing information.
Even when about 50% of the AS’s are attackers, Y is about 5% for the

63-AS topology, compared to about 30% for the 21-As topology.

2. Without our scheme, the effects of the attackers on the two topologies
are quite similar (the gap between the top two curves is much smaller

than the gap between the other two curves).

The above results suggest that our scheme is even more effective in larger
topologies. We do not have a complete explanation for this phenomenon yet,

and it is a topic of our future research.
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Figure 10: Results from Another 21-AS Topology

6.4 Experiment 3: Partial Deployment of MOAS Checking
Capability

The previous experiments have demonstrated that, with a simple commu-
nity attribute attached to BGP updates, the Internet routing system can
effectively protect itself against maliciously or inadvertently injected rout-
ing information by leveraging the distributedness of the Internet topology.
Even though our scheme requires only minor modification to the existing
routing software, it would be interesting to see if the scheme provides any
benefits when only part of the Internet deploys it.

We randomly select 50% of the nodes to have the capability of processing
MOAS community attribute. These nodes will be able to detect MOAS
conflicts and eliminate false routing announcements. The other nodes will
not process the attribute. This means they may install a false route in their
routing table if this route is the best path to the prefix and advertise the
false route to its peers.

In Figure 12, we compare the effect of partial and complete deployment
of MOAS detection. As you can see, although only half of the nodes can
detect MOAS conflicts, they can still provide great protection for the other
nodes since they prevent the false routes from further propagation. For
example, in the 63-AS topology, the effect of partial deployment is as good
as full deployment when the attackers intrude less than 25% of the AS’s.
Again one can observe that the larger topology performs much better than
the smaller topology for partial deployment except when more than 40% the
AS’s are attackers.
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Figure 11: Comparison between 21-AS and 63-AS Topology

7 Discussion

In this paper, we examined the MOAS conflicts from the archived BGP
routing data. The basic analysis was conducted on the number of MOAS
conflicts and the duration distribution. The possible reasons for MOAS
conflicts are valid operation practice and faults. From the fault tolerance
and security point of view, it is necessary to differentiate the valid MOAS
conflicts from invalid ones. Thus an assertion based approach is proposed
and both a BGP community based and a DNS based solution are suggested.

In the ideal situation, the BGP community based solution works well
when all the MOAS Lists from all of origin ASes are observed. An invalid
MOAS conflict will be detected and the corresponding faulty origin AS will
be identified. However, there is a possibility that MOAS List might be
deleted along the propagation path. In this case, it is impossible to tell
whether a MOAS conflict is valid or not, even not to mention which origin
AS is faulty.

The DNS based solution can guarantee to identify the invalid MOAS
conflicts under the assumption that DNS provides the correct information.
In addition, the agreement stored in DNS could help to identify the faulty
origin AS. But this is not always the case. For example, if a prefix owned
solely by a single AS was conflicted by another AS, we can see this as an
invalid MOAS conflict, but we could not tell which AS incorrectly originated
the prefix.

Because BGP community based solution only requires configuration level
modification, as well as self-contained nature of such implementation does
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Detection

not interfere with other systems, such as DNS, we would like to recommend
to deploy such approach at first. Although it has some limitations, we are
expecting some of the invalid MOAS conflicts could be detected by this way.

To further enhance the effectiveness of our assertion-based approach, we
would like to recommend the deployment of DNS based approach as soon
as possible. In the cases that we couldn’t identify the faulty origin AS, the
further investigation approach should be developed and deployed.

SBGP is considered as a good solution for this problem. If SBGP could
be used, by consulting the SBGP certificates database, we will detect the
invalid MOAS conflicts as well as the faulty origin AS. However, as we men-
tioned before, SBGP requires a large scale modification of current Internet
infrastructure, so SBGP as a solution may not be immediately available.

It should be noted that the MOAS conflicts are only one part of the
general BGP authority problem, which focus on how to verify if an AS has
authority to originate a particular prefix. The generalized approach to this
problem is our future work.
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