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Implantable healthcare devices are being used in diverse applications, including patient
identification, continuous monitoring of patient vital signs, and automatic delivery of
medications. Many implantable devices have the ability to communicate wirelessly with other
devices. This can be very useful; for example, an implanted insulin pump might be
reprogrammed to alter its dosage without having to be removed from the patient. However,
wireless communication presents vulnerabilities: an attacker may be able to eavesdrop on
patient information, track or spoof patients, or even cause direct physical harm to patients by
maliciously sending commands that affect an implanted device's operation. Security issues
deserve particular attention for implantable devices due to their permanent nature.

A major challenge in securing implantable devices is the extreme resource constraints facing
them. Many devices are completely passive, with no power or computational resources of their
own. This makes it difficult to implement traditional security schemes that require performing
cryptographic operations on data. Thus, any practical security scheme must be as efficient as
possible.

Classification of Devices

Wireless implantable healthcare devices can be roughly classified into three categories, based
on their primary function and communication model (Fig. 1).
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Fig. 1. Implantable identification, monitoring, and control devices.



Implantable identification devices (1IDs) are used strictly for providing personal information.
When scanned by an external reader, an IID uses the energy in the reader's signal to wirelessly
emit a unique identifier. The most well-known such device is VeriChip Corp.'s RFID (radio
frequency identification) tag, which was approved for human implantation by the U.S. Food and
Drug Administration in 2004. The serial number emitted by a VeriChip can be used to access a
person's medical information in a database called VeriMed. This allows quick access to vital
information even if the patient is unresponsive or unconscious, as in after a medical emergency.
Similar implantable devices can have other practical uses in healthcare. For example,
physicians can use IIDs to gain access to sensitive hospital areas or to certain patient records.
IIDs might also be used to verify a patient's identity before performing an operation or
administering drug treatment.

Implantable monitoring devices (IMDs) are capable of measuring physiological characteristics
of the patient. Examples include blood glucose sensors and electrocardiogram monitors.
Monitoring devices communicate by sending their sensed physiological data to an external
device. One IMD may also send its data to another IMD, for data aggregation purposes.

Implantable control devices (ICDs) are capable of altering physiological characteristics of the
patient. Some control devices also have integrated monitoring capabilities. Examples include
artificial pacemakers and drug delivery devices. Control devices receive commands from an
external device, to allow adjustment of settings on the implanted device. They may also send
information on their current status (as well as sensed data) to an external device.

Threats and Countermeasures: Identification Devices

An attacker can attempt to harvest information from an IID by using his own reader or by
eavesdropping on the communication between an IID and a valid reader. The harvested
information may be used directly, or to carry out further attacks such as tracking (where an
attacker with access to a large number of readers monitors people's locations as they move
within range of different readers) and cloning (where an attacker replays a harvested identifier
to a valid reader and attempts to pass herself off as someone else).

A number of countermeasures to these attacks have been proposed in the literature; below is a
brief survey. These countermeasures were often originally developed with general-purpose
RFID tags in mind, but may be readily adapted for IIDs.

e Limit the amount of information in the IID. VeriChip takes this approach; it contains
simply a 16-digit serial number. In order to gain more information, the attacker must
access the VeriMed database. If the database is sufficiently secure, no patient
information is at risk of being compromised. However, this approach alone does not
prevent cloning or tracking.



e Distance measurement. An IID can release its identifier only to readers within a certain
range. An attacker would thus have to be in close proximity to the IID in order to
harvest its identifier; this also makes tracking difficult.

e Blocking. An IID relies on a second device called a blocker to prevent itself from being
scanned by readers. The blocker transmits certain identifiers to collide with the blocked
IID's transmission, making it impossible to obtain a clear reading. The blocker can be
turned on or off at will, allowing the IID's owner to control when it can be read.

Blocking effectively eliminates threats, but also prevents the IID's functionality when it is
turned on.

e Using shared secrets. An IID can be pre-configured to share secret information (such as
a password) with valid readers. These secrets can be used to assure that only valid
readers can identify the tag correctly. However, the IID must be capable of
cryptographic operations.

Query Query
_________________________________________________________ B e ]
R 218 Encrypt 162withPK | 2718 )

Result: 278
Decrypt 278 with SK -
Result: 162 =
@

Query Query
_________________________________________________________ N
. 314 Encrypt 278 with PK | ° 314 N

Result: 314 J
Decrypt 314 with SK
Result: 162
Reader IID Reader
Knows SK Identifier: 162 Does not know SK

Fig. 2. Example of a re-encryption scheme, showing the time sequence of messages between an 11D and two
different readers. The IID randomly re-encrypts its identifier with a public key PK each time it receives a reader
query. A reader that knows the secret private key SK can uniquely identify the tag; a reader without knowledge of
SK simply sees a continuously changing identifier.

e Varying the identifier. Several methods have been proposed to vary the identifier
emitted from a device. In minimalist cryptography, the basic idea is for an IID to have a
set of identifiers and choose one from the set to send each time it receives a reader
signal. A valid reader has access to the entire list of identifiers. This scheme makes it
more difficult for an attacker to clone or track a tag. In re-encryption schemes (Fig. 2),
public-key cryptography is used to randomly re-encrypt tag identifiers (using a non-
secret public key) whenever a tag is interrogated. A reader can uniquely identify a tag
only when the reader possesses a secret private key.



Threats and Countermeasures: Monitoring Devices

Since IMDs collect medical data that needs to be transmitted wirelessly, they are subject to
many of the same threats facing IIDs. In addition, IMDs are subject to denial-of-service (DoS)
attacks. An attacker might flood the wireless channel with meaningless transmissions,
rendering the IMD unable to send data. This type of attack is difficult to defend against.

Addressing security in IMDs boils down to at least three main goals: (a) preventing
eavesdropping on patient information; (b) preventing unauthorized devices from accessing
patient information; and (c) allowing receivers to verify the source of patient data to prevent
data falsification.

e Data encryption. To prevent eavesdropping, patient data from IMDs must be encrypted
before wireless transmission. Two options exist for encryption: secret-key or symmetric
encryption, and public-key or asymmetric encryption. While more flexible, asymmetric
encryption is also much more computationally expensive. Although symmetric
encryption is attractive in IMDs for its efficiency, it presents the challenge of key
management: how to securely generate, store, and update secret keys between a
sender and receiver.
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Fig. 3. Biometric-based keying. An IMD D; measures a physiological quantity p; and uses it to encrypt a
key ks, which is then sent to IMD D.



One approach to IMD key management is to use asymmetric cryptography to securely
derive symmetric keys between communicating parties (such as an IMD and an external
reader) without either one having prior shared secrets. The derived keys allow efficient
symmetric encryption on the patient data. A more novel approach specific to IMDs is
biometric-based keying (Fig. 3), in which two IMDs wishing to communicate measure
the same physiological quantity of the patient and use it to secure an encryption key
generated by the sender. For this to work, both devices must be able to measure the
same quantity.

e Data access control. An IMD sending data to an external device needs some way of
authenticating the external device to ensure that it is valid. To do this, many of the
same mechanisms outlined for IIDs could be used (e.g., using shared secrets).

e Data spoofing. A receiver of patient data must be able to verify that the data actually
belongs to the patient it claims to be from. One potential solution is using statistical or
machine learning techniques such as neural networks to continuously analyze incoming
patient data. The data is checked to ensure it is consistent with prior data from that
patient. In situations where an IMD sends data to another IMD, a technique similar to
biometric-based keying can also be used: both IMDs must measure a certain
physiological value (thus establishing that they belong to the same patient) before they
can communicate.

Threats and Countermeasures: Control Devices

Many ICDs have the capability to communicate wirelessly with external devices, to make it
easier to configure the ICDs after implantation. Some pacemakers, for example, can receive
configuration commands through a magnetic "programming head" held close to the
pacemaker. Clearly, this ability poses the risk of wireless reprogramming. A malicious attacker
could conceivably cause direct physical harm to a patient by altering commands sent from an
external device (or sending his own commands) to change the electrical current emitted by a
pacemaker, or the dosage of an implanted drug administration device.

The goal of a countermeasure to the wireless reprogramming vulnerability in ICDs is to allow
the ICD to respond only to requests from a valid external device. Currently there does not
appear to be much academic attention on addressing this vulnerability in ICDs. Limiting the
communication range of the device seems to be the primary defense. ICD security can also be
approached via access control at the external level: the patient is secure if only authorized
personnel can access external devices capable of communicating with the ICD. However, this
cannot always be enforced.
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