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Abstract hardware equipment, e.g. servers and routers. Middleware
includes the non-OS software between the applications and
Failures in Internet-based services often stem from prob- hardware, such as application containers and messaging ser
lems in the underlying enterprise infrastructures that-pro vice. Network connectivity among the hardware equipment
vide the services. We propose an environment called Her-supports the communication between end users and appli-
cules to test the reliability and performance of large-gcal cations. Figure 1 shows a typical enterprise infrastr@ctur
enterprise infrastructures. Hercules contains two major

components: (1) a methodology to build a virtual testbed /7 “’\
that can accurately emulate any infrastructure topology, a ( Internel ) %
well as simulate failures, attacks and other types of ségss \<{ 3 by Firewall
on the infrastructure to identify defects and bottleneeks]
(2) a realistic traffic model and a tool to automatically gen- ‘ Load balancers
erate different traffic loads based on the model. Systems
testers can use Hercules to evaluate whether an existing or | [ | | |
proposed enterprise infrastructure provides adequate sup :‘ E E ;‘ Web servers
port to its targeted applications. | | I ‘ ‘

i ' ' ' i i Application
1 Introduction

Today’s companies and organizations are increasingly ﬁ

dependent on the success of the distributed online applica- Database servers
tions that they deploy. These applications provide a multi-
tude of functionality, ranging from delivering productsdan Figure 1. A typical enterprise infrastructure

services directly to customers to facilitating internahrco
munication. Given the importance of these applications, ~ Giventhe complexity of large-scale enterprise infrastruc
they usually undergo rigorous testing before their deploy- tures and the interdependencies between components, in-
ment. However, they are only one component of the big frastructure failures could occur during the deploymeist an
picture. If the underlying infrastructure (e.g. the apglic  operation of an application. In fact, many failures in the de
tion server) is unavailable, users will not be able to accesslivery of online services stem from the issues of the under-
the desired services provided by these applications no matlying infrastructure such as server failures and configomat
ter how robust the applications are. errors. Therefore, the main objective of infrastructusg-te
What infrastructure support do enterprise applications ing is touncover a particular infrastructure'sreliability
need? In our view, they need support from at least four and performance issues in order to ensure that the infras-
categories of infrastructure componentsrdware equip-  tructure will provideadequate suppotb the applications.
ment operating systemsniddleware andnetwork connec- In practice, testbeds usually have a much smaller scale
tivity. Typical hardware equipment on enterprise networks and complexity than the deployed infrastructure due to the
includes servers, workstations, load balancers, switchescost of setting up and managing the testbed. Moreover, the
routers, and firewalls. Operating systems run on some of thetesting traffic does not reflect the diversity and burstiness



of user behaviors as most existing testing tools simply re-ited to, malformed messages, extremely high traffic loads
play some pre-recorded sequences of user actions on differand malicious software propagation (e.g. virus and worm
ent client machines. To address the deficiencies of existingoutbreaks).

infrastructure testing tools, our project aimscnstruct a Third, in order to avoid vastly over-provisioning an in-
prototype testing environment and develop the associatedrastructure, the testing tools should be able to geneeate r
toolsto evaluate the reliability and performance of large- alistic traffic loads on the infrastructure under testingisT
scale enterprise infrastructures. is actually much more difficult than simply generating high

Our prototype, Hercules, has two main components: (1) traffic loads, because it requires a deeper understanding of
a methodology to build a virtual testbed that can accurately users’ actions and an appropriate stochastic model to cap-
emulate any infrastructure topology and simulate failures ture the most important features in user behavior.
attacks and other types of stresses on the infrastructure to
identify defects and bottlenegks; and (2) a reglistic waffi 3 Hercules
model and a tool to automatically generate different traf-
fic loads based on the model. We are taking the following
steps to build Hercules. First, we are evaluating existing te
networking testbeds such as Emulab in their ability to em-
ulate large-scale enterprise infrastructures. Secoridgus
web traffic as a case study, we are studying how to accu-
rately model application-layer traffic load including both
users’ traffic and servers’ response traffic for enterprise i
frastructure testing.

Our work is still in its early stages. Therefore, this pa-
per serves as an overview of our project. We first identify
the requirements for the testing environment in Section 2.
Then we describe the design of Hercules and the associate
tools in Section 3. We present some preliminary results in
Section 4. We review the related work in Section 5 and con-
clude our paper in Section 6.

In this section, we sketch out the design of our Hercules
sting environment. We first present our methodology to
emulate distributed enterprise infrastructures. We timen i
troduce our user session-level model for generating tealis
traffic loads. We end this section by describing how Her-
cules can be used in typical testing scenarios.

We would like to emphasize that the goal of our work
is not to build a physical testbed, but rather to develop the
testing methodology and tools. We are not testing applica-
tions either, so we will provide a library of benchmark ap-

lications, each focusing on one or a few specific functions.

hese application should be simple and already tested thor-
oughly.

3.1 Emulating Enterprise Infrastructures

2 Requirements In our project, we need to develop the methodology to
construct testbeds that accurately reflect the complerity a
When considering upgrading or replacing an existing en- functionality of real enterprise infrastructures. The-net
terprise infrastructure, decision makers often need takno working research community has been facing an even larger
whether the proposed infrastructure could provide the de-problem —how to simulate the Internet [3]. Detailed packet-
sired functionality and meet the performance expectationslevel simulation in software, e.g. using the NS-2 simula-
(under different traffic loads and failure conditions). Tps tor [1], is only suitable for small network topologies with
port that objective, the testing environment needs to meeta few tens of nodes. On the other hand, higher-level soft-

the following basic requirements. ware simulations may not reveal the subtle behavior of net-
First, the testbed should accurately reflect the function- work protocols. Fortunately, two new techniquastwork
ality, capacity and complexity of a particular infrastiu, emulation[14] andnetwork overlay11], are enabling net-

so that testers will not over-estimate or under-estimate th working researchers to run their experiments on real net-

capability of the infrastructure. It may be desirable todav work testbeds that contain hundreds or even thousands of
a testbed at a scale close to the infrastructure under considphysical machines with a wide range of link speeds and de-

eration, but the testing methodology should not requir@suc lays. Figure 2 shows how a virtual testbed can be built over

a large testbed to produce meaningful results. a physical testbed using network emulation.

Second, tools should be provided to simulate stressful ~ While both network emulation and network overlay al-
internal and external conditions in order to discover fail- low us to simulate any given network topology containing
ures in the infrastructure as well as to evaluate the systeman enterprise infrastructure and their remote users, we con
performance under certain stressful scenarios. Examples osider network emulation a better choice for infrastructure
stressful internal conditions include configuration esram- testing mainly for two reasons. First, with network emula-
sufficient memory, unreliable network connectivity and in- tion, we can control precisely the speed and delay of each
tentional shutdown of specific hardware or software compo- link in the topology. Second, an emulated network is not
nents. Stressful external conditionsinclude, butareinet|  subject to interference from external traffic, so the result
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Figure 3. Session-level model for generating
user traffic loads.

Emulation 3.2 Modeling and Generating User Traffic
E —q The second component of Hercules is a session-level
B % model for generating user traffic loads (see Figure 3). Our
fxﬁ%- ' ) model includes several features that accurately simutate a
{ \Fﬁ ) tual user activities during their interactions with an ente
b ,) prise application. We will develop a tool call&bssionSim
g L r y based on this model. Below we describe our model and the
design ofSessionSim
First, we model the arrivals of new user sessions using
Figure 2. Building a virtual testbed using net- appropriate stochastic processes. We consider a user ses-
work emulation: the top picture shows the sion to correspond to an active period of communication be-
physical testbed at University of Utah’s Emu- tween a user and a server through a particular type of appli-
lab (source: http://www.emulab.net/), and the cation. For example, when a user starts to browse a website,
bottom figure shows a virtual testbed that a new web session is started. Note that there may be many
can be configured over the physical testbed. active user sessions for a server at the same time. We will in-

clude several commonly used session arrival models in our
tool SessionSim For example, Paxon and Floyd showed
that Telnet session arrivals follow a time-varying Poisson

those from overlay networks are not. Both are important process [10]. Furthermore, the session arrival model can
be estimated empirically using actual logs obtained from

factors for accurately evaluating an enterprise infrastru ervers
ture. For more information about the pros and cons of these VErs. L ) )
Second, within each active user session, we model the

two techniques, please refer to Section 5. . : X
delay between a user’s request and the receipt of the previ-

On the other hand, the current Emulab softwaresfod- ~ 0US response. We call this delay “thinking time”. Typically
usersare not particularly suitable for systems testing, as the thinking time depends on the specific response that a
its users are mostly networking and operating systems re-user gets from the server, for example, the user may need
searchers. Therefore, one of our contributions will be to More time to read longer text than would others. We can
develop tools that allow testers to specify their infrastru ~ also estimate the distribution of the “thinking time” using
ture at a high level and automatically create OS images and Server logs. In general, we expect that use of the empirical
experiments for thenFurthermore, we will investigate how models would lead to more realistic traffic loads. There-
to simulate infrastructure failure conditions, such asfigen ~ fore, we will develop techniques to derive empirical models
uration errors, software failures, hardware shutdowns and@nd parameters wherever possible based on server logs and
unreliable links. It may require us to add new capabilities Measurements.
to thecore Emulab software. Third, we model application-specific user requests and

responses. For example, in a web session, the users should

Note that existing research-oriented emulation testbedsrequest for web pages and follow hyperlinks in the web
may not provide all the hardware equipments used by a parpages. Section 4.3 provides more details about how to use
ticular enterprise infrastructure. Therefore, we expkatt awebgraph to simulate a user browsing through a web site.
an enterprise interested in adopting our testing methodol- Our SessionSirmcludes a controller and different types
ogy and tools will build their own emulation testbed. In of clients (see Figure 4). Each client simulates a particula
fact, a dozen universities and companies have set up theitype of user sessions, e.g. a web client simulates web ses-
own “Emulabs” using their own hardware with the software sions. In order to generate realistic traffic that reflecit
developed by the U. Utah’s Flux research group. from a diverse group of users, we will distribute the client

obtained from network emulation are reproducible, while
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4 Preliminary Results

We have performed some preliminary tests in Emulab,

Gererated randor parameters as a proof-of-concept of our infrastructure testing method
ology. Moreover, we have developed a detailed model for
Figure 4. SessionSirdesign. simulating web users.

instances to many machines with different link speeds and4-1 Emulation Testbeds

delays. Each machine will simulate new session arrivals at

a fraction of the aggregate session arrival rate so thaghea  We have investigated the capability of two existing em-
gregate rate will match the tester’s specification. The con-ulation testbeds — Emulab [2] and the Wisconsin Schooner
troller distributes model parameters to the client inségnc  router testbed [13]. Emulab has 160 Dell PowerEdge 2850
In addition, the controller will monitor the aggregate traf PCs each with a 3Ghz 64-bit Xeon processor and 2GB
fic load and adjust the model parameters if necessary. NoteRAM, as well as 192 lower-end PCs. The Schooner testbed
that ourSessionSiran also generate extreme traffic loads currently has 80 PCs and over 30 Cisco routers. It is actu-
for stress testing, as long as the model parameters, e:g. seslly set up using Emulab’s software.

sion arrival rate, are set sufficiently high. It will also inde Although these existing testbeds lack certain common
clients that simulate different types of attacks, e.g. Riftg  infrastructure hardware such as load balancers and firgwall
Death and TCP SYN flooding attacks. we can still use them to develop our testing methodology

and tools. In the next section, we show how we use Emulab
3.3 Typical Testing Scenarios to test a simple web service infrastructure.

Having presented the major components in Hercules,4-2 Testing Web Application Server
we give two examples to show how Hercules can be used
by a company that is considering upgrading its application
server software to provide better web service to their cus-
tomers. We assume that the company has set up an emula-

SACPCIN00

tion testbed. We also assume that they have maintained web 0.yt E

server logs that record past users’ requests (this assumpti e SWCpc3000)

is not mandatory). B | e Bt
First, the testers will use our software to create two vir- B @ i

Slmsec_

tual testbeds, one with the new application server software (0" Tano
and the other with the existing software. Second, they use ' L L
our analyzer to analyze the web server’s access log files L Hestover Tieoo)
and generate a web graph with the associated parameters

(see Section 4.3). The controller in tBessionSimill dis-

EUC 3o

seminate these parameters to the web clients in the virtual T

testbed. Finally, they can ruBessionSino generate web

traffic and collect performance statistics such as response Figure 5. Test topology

time, memory and CPU load to compare the two applica-

tion software. Our experiments are designed to evaluate the feasibil-

Besides the testing scenario described above, Herculesty of using emulation testbeds for infrastructure testing
can be used to test whether an existing infrastructure is cafigure 5 shows the topology for a web application server
pable of handling the growing number of users in the future. test we have created in Emulab. We emulate a scenario
The tester first conducts a growth trend analysis to predictwhere a web server serves users from all over the world.
future traffic load, e.g arrival rate of new user sessiongnth The web server runs FreeBSD (operating system), Apache
the test can be carried out the same way as described abovéweb server software) and Tomcat (application container).
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crease noticeably for 300 users, indicating that the server
was heavily loaded in this case.
This experiment shows that we can use Emulab to em-

ulate a web service infrastructure along with its wide-area
users. We found that it is quite easy to change the topology
and testing cases. In the future, dbessionSintool will
automatically generate the scripts that the virtual users i
OpenSTA (or other existing software) can use.
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Figure 6. Service rate of the application
server.

In Section 3, we gave an overview of our model for sim-
ulating user behavior. However, the details of the user be-
havior depend on the specific applications. In the rest ef thi
section, we describe our model for simulating web traffic.

Areal enterprise network would use more powerful applica- -
tion software than Tomcat (e.g. WebLogic or WebSphere), .
but we do not have these commercial software and they are T“T
not necessary here as our purpose is only to demonstrate =
the feasibility of our methodology. The users (called \aitu
users) from each continent are simulated in a differenmtlie
machine with a link delay and bandwidth specific to that
continent. We use 5 Windows XP client machines to sim-
ulate users from five different continents: North America,
South America, Europe, Asia and Oceania, with 30%, 15%, ot
20%, 15% and 20% users, respectively. We use OpenSTA Vi w
[9] to automatically create virtual users and each userauns Ap®
pre-recorded script repeatedly against the Tomcat Manager
application. Note that once o@essionSins developed,
we can use it to generate more realistic traffic.

We carried out the experiments using three test cases
with 100, 200 and 300 virtual users, respectively. Fig. 6

shows the average number of HTTP requests per secon ) ) . . . .
9 d P (For simulating user requests in web sessions. Figure 7 il-

rocessed by the server. The service rate of the servedvarie . :
P y lustrates our model. This example contains three web pages

over time (for every test case) a}nd It seems to have a CyClenumbered from to 3 corresponding to the three circles. We
of around 20-30 seconds. This is probably because the pre- ) .
all this graph a web graph. First, our model assumes that

recorded script that each user repeats lasts 26 seconds. WE . ?
i new web sessions arrive at an aggregate rate. ok user
can also observe that as the number of users increases, the ; . .
may start his/her web session by browsing any one of these
server processed more requests. i .
pages. Therefore, the arrival rate of a new web session at
pagei is p;a, wherep; is the popularity of page, given

Figure 7. An example of a web graph contain-
ing 3 webpages.

We have developed a continuous Markov-chain model

| Test case| Average (ms)| Std (ms)]

100 users| 682 732 . L .

500 USers 707 787 Next, the user spends a certain amount of thinking time

300 u 569 5737 reading a page after the page is downloaded. The thinking
users time for pagei is t;. The user then decides which page to

download next. This is modeled by the transition probabil-
ity from pagei to j is p;;. Moreover, the user may decide to
leave the web session to do something else. We model this
Table 1 shows the average and standard deviation ofbehavior using a termination probability. The termination
the HTTP response time. These two values changed onlyprobability for page is1— 3. ., pi;-
slightly from 100 users to 200 users, suggesting that the All the above parameters can be estimated using access
server had enough capacity to handle 200 users. How-og files of web servers. In practice, the number of param-
ever, both numbers (especially the standard deviation) in-eters involved in the web graph will not be proportional to

Table 1. Average and standard deviation of
server response time.



the square of the number of web pages because only fewmages are loaded onto the testbed machines. When the ex-

pages are linked to a particular page. periment is finished (or after a certain period of inactiyity
the custom images will be “swapped out” so that the testbed
| Type | Value | resources can be used by other researchersEfihdabat
Total number of urls 6338 University of Utah [2] is the first and most widely used em-
Http, static hypertext pages 20% ulation testbed environment.
Http, static non hypertext pages 4% An overlay networks typically constructed over a wide-
Http, dynamic pages 64% area network, e.g. the Internet, using many physical ma-
Https, static hypertext pages | 1% chines in geographically diverse locations. Similar to Emu
Https, static non hypertext pages2% lab, users create different virtual topologies over a commo
Https, dynamic pages 9% physical topology. However, unlike Emulab, users do not
have much control over the network speed and delay be-
Table 2. Page makeup of the studied website. tween the nodes, as the packets generated by their experi-

ments are transported over a real wide-area network and are
subject to the congestion caused by external traffic when
heir experiments are runPlanetLab[11] and RON [12]

re two popular overaly testbeds built over the Internet.

We usedGNU wgetto discover the structure of an exist-
ing enterprise web sitédsNU wgetis a web crawler that re-
cursively downloads web pages, images and other files an
gives statistics related to each web page. Table 2 shows the )
total number of discovered web pages and the percentages OUr Work follows the network emulation approach (as
of different pages. We will develop a tool similar @&NU we have explained in Section 3). However, we will adapt
wgetto automatically build a web graph directly from an this approa(_:h to better suit mfrastructu_re testing, sinae _
enterprise web site. In addition, the tool will analyze web €nt emulation software has been designed for networking
access logs to estimate the transition probabilities anééth ~ @nd operating systems researchers.
ing time of each page. Without the web access logs for a
particular web site, we can use the page size of that web site ..
to determine the approximate thinking time of each page. 5.2 Netwo?k Traffic Characterization and
We will need to analyze the correlation between thinking Modeling
time and page size using other available web access logs

first. .
There has been a considerable amount of measurement-

based research on characterizing Internet traffic. Most no-
5 Related Work tably, Leland et al. demonstrated that real Ethernet traffic
does not follow the traditional Poisson-like model, ratier
In this section, we present related work in three areas:is self-similar [6]. Paxon and Floyd [10] studied wide-area
(1) large-scale network emulation; (2) network traffic ehar traffic and confirmed the failure of Poisson modeling for
acterization and modeling; and (3) traffic generators devel packet-level traffic. However, they found that session ar-

oped for application/infrastructure testing. rivals seem to follow a time-varying Poisson model. Later
research has confirmed the findings in both papers (see [15]
5.1 Large-Scale Network Emulation for a comprehensive survey of the work in this area).

Our user session-level model is consistent with the above

Network emulatiotis a technique pioneered by the Flux observations, i.e. we randomly generate the session ar-
research group at University of Utah led by Prof. Jay Lep- rivals using one stochastic process and the individual user
reau [14]. It allows many researchers to share a singlerequests within each session using another stochastic pro-
testbed that contains a large number of machines. Thecess. These two processes reflect different aspects of user
testbed machines are usually located close to each othebehavior and thus should be modeled separately. On the
(typically placed on many racks in the same room), but surface, our model is similar to the one proposed in [8].
users can create arbitrary virtual topology using the sameHowever, they model individual TCP connection arrivals,
physical testbed — the mapping between the virtual topol- while we model user requests, which may or may not cor-
ogy and the physical topology is automatically done by the respond to individual TCP connections. For example, if a
emulation software. The testbed can simulate arbitrakglin  web session uses persistent TCP connections, multiple user
by spacing the packets according to the specified link speedequests can be transported using a single TCP connection.
and delay. Moreover, users can run custom operating sysMoreover, our web session model reflects how users ran-
tems and software on the testbed machines by creating cusdomly select and follow a path of their own choosing on a
tom images. Before a user’s experiment starts, the customwebsite, making the generated traffic more realistic.



5.3 Traffic Generators for Testing

There are many existing software tools for generating
traffic loads for application and infrastructure testinggts
as Mercury LoadRunner[7], OpenSTA [9], and Grinder
[4]. However, they typically replay some pre-recorded se-
guences of user actions, so the testing traffic does notteflec
the diversity of user behaviors. In addition, most testing
tools generate rather deterministic traffic patterns, thic

does not take into account the randomness and burstiness

of real traffic. Although they are called automated test-
ing tools, the automation requires the testers to use certai
scripting languages to create scripts to generate more so-
phisticated testing traffic. We want to free the testers from
having to write the codes manually. In other words, our Ses-
sionSim will include tools to process log files from produc-
tion services to estimate parameters for our traffic model. |
will then automatically create scripts to be run in a chosen
traffic generating software. In this way, we can have real-

istic traffic generated based on our traffic model and at the [10]

same time the common facilities provided by the popular
software packages.

Hardware traffic generators also exist (e.g. IxLoad [5]),
but they are more geared toward stress testing the infrastru

effort to develop the methodology and tools for enterprise
infrastructure testing.

6 Conclusion

We have presented an overview of the proposed Hercules

testing environment for evaluating the performance and re- [15]

liability of enterprise infrastructures. Hercules cotsisf
two major components: (1) the methodology and tools to
build flexible virtual testbeds using network emulation as
well as to simulate infrastructure failures; and (2) a séseh
tic session-based model to generate realistic user traffic f
testing purposes. As a proof-of-concept, we used Emulab
to emulate a web service infrastructure providing services
to users all over the world. We have also developed a de-
tailed web session-based model for generating web traffic.
Our next step is to develop the proposed tools. More
specifically, we will modify the existing Emulab software
to make it more suitable for systems testers. We will also
build SessionSinbased on our model and verify whether
the traffic it generates is consistent with that to/from ente
prise networks. We will also evaluate how well Hercules
performs in typical testing scenarios.
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